








MODERN METHODS OF ENSURING INFORMATION PROTECTION IN CYBERSECURITY SYSTEMS USING
ARTIFICIAL INTELLIGENCE AND BLOCKCHAIN TECHNOLOGY

3.5 USING BLOCKCHAIN TECHNOLOGY TO INVESTIGATE CYBERCRIMES AT INFORMATION
ACTIVITY FACILITIES

To collect event logs for the cybercrime investigation system, it is proposed to use a decoy system
based on Blockchain technology. The system uses dynamic attributes of Blockchain technology to change
the services used by nodes. The attacker's actions are recorded in the event log generated by the sys-
tem [26-28]. The system is schematically indicated in Fig. 3.11, and a detailed description of the principle
of the system's operation and event generation is given below.

Atacler
Blockhain-base
decy ystem
Eent logs obtain
Adminisator Masnezigfme from seers runnir
Blockhain node:
O Fig. 3.1 Blockchain-based decoy system diagram

The system performs creation, sending, receiving, waiting, opening, closing, recording, restoring, and
compromising. The notations used for the system are described in Table 3.3. The system actions and their
parameters are summarized in Table 3.4.

@ Table 3.3 Notations used for the Blockchain-based decoy system

Name Designation

1 2

System State {st, st}

Data {d, dy ... d}
Malicious Data {md, md, ..., md,}
Data Channels {c,cponCy}
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@ Continuation of Table 3.3

1 2

Assets {o, 0, ... 0}
Services {8y Sy v S,
Event Log Entry {log, log,, ..., log,}

@ Table 3.4 Description of system actions

Function Description

generate(d) asset creates data

send(d,ch) asset transmits data over data channel
receive(d,ch) asset receives data over data channel
deny(d,ch) asset rejects receive data over data channel
compromise() asset is compromised

record(log) asset creates event log entry

await(answer) asset waits for response after sending

The method of collecting event logs from Blockchain-based decoys is described below:

1. A set of services {s; s, ..., s,} of an asset receives requests from an attacker. The generate(d) and
send(d) functions represent the manipulation of the services' output data, and the receive(d) function rep-
resents their receipt from the outside. After receiving the request, the asset can operate in either normal or
compromised mode. Normal mode means that the attacker has not affected the asset and the asset main-
tains normal operation. However, compromised mode indicates that the attacker has gained unauthorized
access to the asset. The states {st,, st,} are divided into two categories: st, for normal mode and st, for com-
promised mode. It is worth noting that the data transmitted by the assets guarantees the normal operation
of the system, and they play an important role in security analysis [85]. If an asset receives malicious data
from an attacker, it becomes compromised:

{0,0,.....0, } receive(md) — compromise {a,,a,....a, } Ast, {0,,0,...0,}.

2. It is assumed that if a normal asset receives malicious data, it will enter a compromised mode, fur-
ther compromising itself. To prevent a compromised asset from intercepting data between other assets, the
data channels {s, s, ..., s,} must be protected [86].

3. All states in the assets illustrate the overall state of the system, that is, the continuous authorized
behavior of each asset ensures the normal functioning of the system. Any assets communicate with each
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other by sending and receiving data through communication channels. This indicates that sharing a single
channel allows both connecting and transmitting shared data. Data exchange can only occur when con-
nected through a single communication channel [87]. So, it is possible to define the following statement:
an asset generates data and sends data to an asset via a communication channel:

a, — generate(d,) A send(d,).

4. After receiving data from asset a, asset a,can decide whether to accept or reject this data. When
asset g, receives and accepts malicious data, it becomes compromised [88]:

a, send(c.d,) — a,.receive(c,d,),
a,.send(c.d,) — a,,deny(ch.d,).

If: d, = md;
Then: a, compromise;
So: scla,).

5. The normal asset is a legitimate part of the system and ensures the normal functioning of its services
for users. The system adapts and focuses on transmitting data for further attack analysis and records all
attack data in the event log [89]:

a, — record(log) A await(response).

The event logs generated by the Blockchain-based decoy system are used in this study for event ana-
lysis by the cybercrime investigation system.
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41 DEVELOPMENT OF A DECOY-BASED MODEL OF DECENTRALIZED COMMUNICATION

The analysis of deception systems (Deception) and Honeypot in Section 1 showed the prospects for
development and evolution of this technology and its possibilities for expansion. However, both Deception
and Honeypot are centralized systems that still have all the disadvantages of a centralized approach, namely
the management server. When the main link is detected, the hacker can adjust his/her actions. This risk can
be mitigated by building a protection system that does not depend on only one central node [82]. Blockchain
is a multi-node system in which each node must confirm the information coming to one of the links before
letting it into the general data flow [36, 45, 60]. The property of dynamic change and validation of Blockchain
nodes can significantly strengthen protection systems and prevent the problem of centralized control.
Based on this, it is necessary to model a dynamic distributed control system using the dynamic properties
of Blockchain and explore the parameters of this system. Therefore, let's introduce a dynamic distributed
model of a software decoy formed by N hosts and four services.

As shown in Fig. 4.1, there are two participants: a hacker and a legitimate user who is synchronized
with the real service (i.e. the client can store the location using the real service and knows the exact loca-
tion). The N hosts constitute a private Blockchain, which is a P2P network and does not open its doors to
the outside world.

Private blockchain

Hacker

O Fig. &.1Dynamic distributed software decoy system model
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Solana (i.e., Blockchain platform) serves as the bottom layer in the system. N hosts constitute a private
Blockchain, which forms a P2P network. By calculating the hash value of a block, a host in the private chain
can mine a potential block and upload it to the chain. This mechanism guarantees the distribution and
decentralization of the deployment architecture [60]. This process generally creates the concept of “float-
ing hosts". Floating hosts are the process of constantly changing the temporary master host. The temporary
master host executes the service distribution algorithm and sends the corresponding encrypted informa-
tion to other hosts. The temporary master host executes the service distribution algorithm and sends the
corresponding encrypted information to other hosts. As shown in Fig. 4.2, in the system, the block miner
Host, (i.e., the host that successfully calculates a certain hash) becomes the master host in the period Table,,
and another host Host, can replace Host, in the next round. The host with more computing power is likely
to be the temporary hub controller. If a narrowly configured host suffers from attacks and its performance
degrades, it cannot serve as the hub host due to lack of sufficient computing power, and other hosts will
automatically replace it. Therefore, the failure of the main host Host,does not matter to the entire sys-
tem (i.e. the system functions normally). Attack logs recorded by one host are uploaded to the Blockchain,
and other nodes synchronize these logs on our private chain. In this way, each node has complete data
stored in a safe and secure manner for further forensics of attacks.

HO HO
©

O Fig. 4.2 Different main hosts: a - main host in Table;; b - main host in Table,

411 DESCRIPTION OF HOST COMMUNICATION IN THE BUILT BLOCKCHAIN NETWORK

The host that mines the block acts as a non-permanent centering controller. This central host gen-
erates conversion information that assigns each host to run different services (i.e., to run a real service
or a decoy service) according to a random generation algorithm. The data contains service numbers and
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the encoding 01, which will be encrypted using the 2048-bit RSA encryption algorithm [35, 60, 84]. The
encrypted data is then sent to other hosts, the temporary center host in this private network. Upon arrival
at the corresponding host, the information is decrypted and the plaintext is obtained. For encoding 01, zero
is the symbol for starting the decoy service, and one represents the real service. A bitwise comparison is
performed using the text, then the specified service is started to complete the execution procedure. For the
authorized user, synchronization is performed to maintain normal operation. By sending the user encrypted
information of the real service, the server can provide a reqular service. In addition, the user can send the
encrypted query data “whois + server name" to actively obtain the desired address of a specific service.
In this way, the real user can access real system resources when using the service.

The formal description of the decentralized communication mechanism in Fig. 4.3 looks like this:

1. At some point in time, the temporary master host mHost; requests a new coinbase from the Block-
chain via the web3J interface. Coinbase represents the host that successfully mines the block. After
that, mHost; generates a command called Command,,,, to update it. Command,,,, has a specific format.
K s = (E. N) and Enc, = ((Command,,,.fmodN) are computed. The encrypted message Enc; is sent to ev-
ery other host in the private Blockchain. Upon receiving the message, these hosts with K., = (D, N) will
compute Dec, = ((Enc,’modN). After verifying Dec, in a specific format, coinbase will be updated on each
host. The host associated with it acts as the new temporary master host. Meanwhile, j in mHost, changes to
a new value.

2. The new master host mHost is authorized to execute the distribution algorithm. Service numbers
and 01 codes are generated, which direct other hosts to open or close. These are considered service codes.
A Command,,,,,.s,, Message is sent, which contains the service codes. Different hosts receive different
Command,, ..., messages. £nc, = Cummundfmqm modN ) is computed and sent to cHost, which rep-
resents the common host. cHost, executes Dec, = ((Enc,’'modN) and receives a simple message. Dec, is set,
and the host will open and close the corresponding services.

3. The client host sends a request command to one of these servers. The Request,,, command contains
the message: “who is Apache”. Request,, is encrypted as enc, = ((Request,,,Fmodn) with public key k . =(e. n)
and forwarded to the server.

4. The server decrypts the message enc; via its private key k.., = (d, n). dec, = ((enc,'modn) is output
and verified. The server has a set of request messages {R;, R, R, R;}. If, S =dec, ®R, =0, and €[0,3] the
requested IP address IP, in enc;={(IP ¥modn) will be returned to the client and its IP address will be added to
the main list List,;,,={IP_, IP, ..., IP_}. Otherwise, the value of dec, will be ignored.

5. After obtaining IP_in dec, = ((enc,modn), the client host will connect to this IP address to obtain
real resources.

8. Through the variables in different periods {T, T, T, T}, the real IP address will be updated to IP,.
The host configured with IP. sends Update,, command to clients according to List,,,. The updated IP; is
encrypted as enc; =((Update, Fmodn).

7. Calculate dec, =((enc,¥modn). There are four commands {C,, C, C,,C,} which follow a special format in
clients. If s=dec, ®C, =0, and [0,3], the client connects to the new IP,. Periodically switching services,
the aforementioned steps will be executed cyclically.

tsrv public
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3) Who IS "Apache“ : --------------------------------------------------------------- :
—_— :
£)IPr

_i < @4 1) Updating coinbase ﬁ
5) Connecting to IPr :
e | T N\
: -

: 2) Changing services -
6) Changing IPr to IPf £ & :

7) Connecting ta IPf cHost_i mHost_j

P s . .-

Client Server hosts

O Fig. 4.3 Decentralized communication mechanism

41.2 TRANSFORMATION OF SERVICES DURING CONNECTION TO NODES

In this scheme, there are only four types of services, and each service has both real and fake attri-
butes (i.e., four real services and four corresponding (fake) services). Periodic switching of services is
performed every Table period. A comparison of the distribution of services is shown in Fig. 4.4. Both types

of services are constantly changing [22].

TN
~—

O Fig. 4.4 Comparison: @ - primary host in Table, before migration; b - primary host in Table, after migration

Based on the premise of the existence of anti-honeypot identification technology, there are three types

of applications in the protection system:
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1. If the service Service, on host Host, is real in Table, Service, can become fake in the next period
Table, After the transformation, the attacker cannot access the real resources of the service in Table,.

2. If the Service, service on Host, serves as a host service in Table,, according to the promise of an-
ti-honeypot technology, once the attacker discovers that the service is a trap, it will avoid Service, which
can change to the real service in Table, Thus, it prevents the attacker from accessing real resources.

3. If the Service, service on Host, is real in Table, due to synchronization with real users, the client will
only send requests to the real service. Since there are some fake services (such as honeypots), any access
traffic to the honeypots Service,, Service,, ..., Service, in Host,, Host, ..., Host,, is marked as an attack record.

Thus, the transformation and relocation of services and services confuses attackers and protects the
designed system.

4.2 DEVELOPMENT OF A METHOD FOR A DYNAMIC SYSTEM BUILT USING SOFTWARE DECOYS

This section presents a method for a dynamic system built using software decoys [86]. The basis of this
methad is the model and mathematical description presented in Fig. 4.5 and the following steps:

1. When requests pass through the firewall, the software in the router classifies malicious requests and
activates the process of deploying software decoys.

2. Malicious requests will be automatically redirected to the newly deployed decoy.

3. The Solana private Blockchain is created to exchange the deployment details of all services and
decoys in the raised network.

4. A system is raised that dynamically deploys the required service on each node in a completely ran-
dom manner. The service distribution program running on the temporary master server takes care of this
functionality by taking the account address used by each server in the blockchain to access it as input and
assigning a service code, which is a series of binary codes - digits, equal to the service number, including
the individual decoy services. Example: Given four services such as Apache, MySQL and the corresponding
decoy services, the service code is: 0000, where 0 means enabled and 1 means disabled.

5. The distribution program generates deployment details. These need to be securely shared between
the temporary client servers. Therefore, the Blockchain is used as a shared repaository for this purpose.

6. Each of the servers represents a node of a private Blockchain. The Blockchain synchronizes data
across all nodes, so data saved from one node will be available to the others.

7. To store and retrieve data from the Blockchain, a smart contract function is described, which is
deployed on a private Blockchain network. They can be used to store and retrieve deployment details
when needed.

8. At regular intervals, one of the temporary clients becomes a temporary server, and the previous
master becomes a client. The new temporary server will redistribute all services again randomly.

The service distribution program and smart contracts run on different platforms. Therefore, the inter-
face provided by Web3js is used to establish a connection between them. The main host is located on the first
layer of the Blockchain in the first node, which is also temporary due to the property of changing position.
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O Fig. 4.5 Method of dynamic system built using software decoys

As a formal specification language, Alloy can be used to express a system based on the logic of the first
layer [87]. The creation of a system overview, the theory of establishment, and the abstraction of atoms and
relations are implemented in the Alloy system model.

Accordingly, the system behavior and some related notations are introduced in Table &.1.

The system will perform a set of atomic actions, that is, actions = {generate, send, receive, wait, open,
close, restore, compromise}. These actions and their parameters are given in Section 3.

Services on a host are abstracted by input/output events. The generate(data) and send(data, c,) events
represent the output data of the services, and the receive(data, c;) event represents the receipt of data.
From a security perspective, each host can operate in normal or compromised mode at the same time.
Normal mode means that the host operates without malicious data and maintains normal operation. How-
ever, compromised mode indicates that the host operates maliciously and causes harm to itself. The states
related to the running host, are divided into two categories: Service!' for the normal mode and Service' for
the compromised mode [88]. The worst case is that the host has broken down and stopped working in the
broken mode Service’. Thus, the states consist of three types {service, service, service,}. The host will
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work as the current mode until a transition — InterT occurs, which represents the transition relationship
between the three different modes. The transitions shown in Fig. 4.6 can be defined as follows:

Service, — T, InterTService, : Service, € Service" A Service, < Service";

Service, — T, InterTService, : Service, e Service® A Service, e Service";

a

Service, — T, InterTService, : Service, < Service® A Service, e Service®;

Service, — T, InterTService, : Service, < Service® A Service, e Service".

Recovery

Service b

O Fig. 4.6 Transitional states of links
A host consists of five parts host, = (id, Ports, Services, States, — T), where id, - the host identifier,
Ports; - a set of ports, Services, - a set of services, States; - a set of states and — T - a set of transition

relations, given in Table 4.1.

@ Table 4.1 Transitional dependencies of the states of the links

Transition Designation

— Table — IntraT U — InterT

{normal state - normal state}
— IntraT {attacked state - attacked state}
{compromised - compromised}

attacked state - normal state}
compromised - normal state}
compromised - compromised state}
compromised - attacked state}

— InterT

—_— =
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The basis of data communication in Blockchain technology is a consensus mechanism. Validator links
check data coming from other links and decide by voting whether to allow information into the network.
Any deviation (non-verification of data) compromises the link from which the request comes. Therefore,
even internal attacks (if the attacker is in the network) are very difficult to carry out unnoticed.

Since the data transmitted between hosts ensures the normal operation of the system, it plays an
important role in security analysis. It is assumed that each piece of data is generated by only one host [89].
The data may be malicious and contain some commands that lead to malicious activity. The host that gene-
rates the malicious data is considered compromised.

They are described as follows:

enerate(data)
Sq

malicious(data) =3 —> Tables': service e Service®;

compromised(h,) = 's — Table, IntraTs": service € Service® A service' € Service®.

A host h; with normal behavior is in the normal mode normal(h)) = compromised(h). It is assumed that if
a normal host receives malicious data, it will switch to the compromised mode, further compromising itself.
To simulate the propagation of unauthorized data during an attack, the following is obtained:

service?™™" ™ — Table, InterTService,3Service, , : Service, , — Table, IntraTservice,.
To prevent a compromised host from intercepting the data transmitted during communication, the

communication channel must be protected:

accept(data),
'

secure(c) = V/(h;.h;)connectedState(h;. ;. c, States) A —3s

— InterTs'A (compromised(h;) v compromised(h; ).

The system consists of h hosts, as shown in Table &.1. All states in these hosts illustrate the overall
state of the system, i.e. Service, ., = Service,, w Service,, U ... Service,, . The continuous authorized
behavior of each host (e.g., sending data over a channel) ensures the normal functioning of the system.
Any hosts communicate with each other by sending and receiving data over communication channels:

host,. send(c, data) — host;, receive(c. data)hhi, send(c, data).

This indicates that sharing a single channel allows both connection and transmission of shared data.
Data exchange can only occur when they are connected over a single communication channel. Therefore,
let's define the following statement:

tconnecf(C)
i

connected(host,, host, c, States) = Shost:™"**"” — host, A hos — host,.
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During the communication process, the behavior of host, and host, is shown in Fig. &.7. Host host, gen-
erates data and sends data to host; over a communication channel. After receiving data from host, host; can
decide whether to accept or reject this data.

. GBenerating
’ s _ data

v

host J8 host i % -

v

Rejecting data

O Fig. 4.7 Behavior during communication

Once host; receives and accepts malicious data, it becomes compromised:

host,,generate(data);
host;, send(c, data) — host;, receive(c, data);

host,, accept(data) v host;, discard(data);

If: malicious(data) A accept{data);
Then: host;, compromise;
So: compromisedState(h_j).

The normal host serves as a legitimate part of the system and ensures the normal functioning of its
services for users. As mentioned above, {compromised - normal state} indicates that the compromised host
becomes normal during the recovery action:

If: compromisedState(host);
Then: host;, recover;
So: normalState(host).

The system abstracts and focuses on data transmission for subsequent analysis of attacks on secu-
rity issues [90].
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51 ANALYSIS OF THE SECURITY LEVEL OF THE SYSTEM USING SOFTWARE DECOYS BASED ON
THE DEVELOPED MODEL AND SOLUTIONS FOR ITS PROTECTION

There have been many security issues in the past few years. Attacks are actions that use violence
or something illegal to try to damage the security system of a network. Technologies to protect against
all types of attacks ensure the stability of the system. This section mainly analyzes three types of at-
tacks (i.e., sniffer attacks, scanning attacks, and DDoS attacks) and the corresponding solutions to solve
these problems [130, 131].

First, these attacks are quite common in modern networks and are used by attackers to commit various
types of cybercrimes. Sniffer attacks, scanning attacks, and DDoS attacks can be used to commit various
types of cybercrimes, such as stealing confidential information, damaging websites, demanding ransom
payments, and many more [132, 133].

Second, these attacks differ in their specificities and characteristics. For example, sniffer attacks
involve intercepting traffic, which can lead to the disclosure of confidential information, scanning attacks
involve finding vulnerabilities in the network and exploiting them by attackers to carry out attacks, and DDoS
attacks involve attempting to stop a website from operating by overloading its servers [134,135].

Third, the use of these attacks allows testing different security technologies and evaluating their effec-
tiveness. For example, the effectiveness of protection technologies against sniffer attacks can be evaluated
by testing data encryption methods, and the effectiveness of protection technologies against DDoS attacks
can be evaluated by testing distributed request processing methods [136, 137].

511 DESCRIPTION OF THE EXPERIMENT: SNIFFER ATTACK

A sniffer attack is an illegal action by a third party to secretly obtain data transmitted between both
sides of a communication. To demonstrate this type of attack, two hosts host, and host, are considered. Both
are connected via a single communication channel connectedState(host,, host, ¢, States) and serve as normal
hosts normalState(host;) A normalhost,) [134, 135]. In the sniffer attack scenario, there is a third host attack,
and information is intercepted. When host, sends data to host, host,,, secretly receives the transmitted
data (i.e., connectedStatelhost,, host,,,,. ¢, States)), which should be sent to the only recipient host. Such an attack
can be described as follows:

[ host, ]generate(data);
[ host, ]send(c, data);
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[ host, |receive(c, data)

[host ]receive(c,dum).

attack

It is inevitable that communication data can be obtained by an illegal attacker. Let's try to prevent
information disclosure. Therefore, to guarantee the security of the communication channel, data encryption
should be performed [136]. To protect against sniffer attacks between host, and host, a secure c for the
data is needed, that is, connected(host,, host, c, States) should be secured:

vV : secure(c).

The developed system is encrypted with RSA 2048-bit encryption algorithm, and it cannot be decoded
without the corresponding privacy key [137, 138]. Thus, the communication channel is protected in the
proposed system and additionally prevents sniffer attacks [139].

51.2 DESCRIPTION OF THE EXPERIMENT: SCANNING ATTACK

A scanning attack is an action that sends requests to all ports of a target host in order to investigate the
open ports and then use their errors to launch attacks. Attackers usually use a scanning tool to perform a
scanning attack [140, 141]. To demonstrate the scanning attack, it is assumed that the host host, is scanned
by host .. First of all, the attack sends a data request to all possible ports on the target host host,. Second,
the open ports will receive the data request and respond to the source host host,,,,,,. Next, host,,,,, receives
these responses. Finally, host ., finds errors on host, and launches attacks according to the open ports.
Such an attack can be described as follows [142-144]:

[ host,,, |generate(request)
[ host
[ host, ][ port, |receive(c, request)

attack ] send(c, request);
[ host, ][ port, |generate(reply):
[ host

[ host,,, |compromise(host,).

receive(c, reply):

attack

To eliminate the problems caused by a scanning attack, the scanned ports must be unpredictable to
the attacker. To maintain the property of unpredictability, these ports are constantly changing. If an attack-
er scans an open port port, and intends to attack host host, using normalState(host,), the defender must
close port, and open another port, which indicates that the scanned port information loses its value.
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In fact, the service in host, has its own port number:

host,open(srv,) = host,,open(port, )
host,close(srv,) = host,  close(port,).

Therefore, to protect services from scanning attacks, all ports must be closed and opened periodically:

Vp: close(port;) v open(port).

In the designed system, there are four services that are periodically opened or closed on different hosts
to protect against scanning attacks.

51.3 DESCRIPTION OF THE EXPERIMENT: DDOS ATTACK

A DDoS attack is an attack model to send a large number of requests to the target host. The host
receives a temporary burst of requests, and a crash occurs. An illegal attack on a host generates many
requests and sends them to the host host; using normalState(host,). After receiving these requests from
host .. host; will wait for their responses. There will be no response from them, which indicates a waste
of system resources and further consumption of host; resources until it is crashed. Such an attack can be
described as:

attack

[ host

[ host,,, |generate(request2);

generate(request1);

[ host,,, |generate(requestn);

[ host,,, |send(c, requestl);
[ host,,,,, |send(c, request2);
[ host,,,, |send(c, requestn);

[ host, ]receive(c, request);

[ host, ] receive(c, request2);

[ host, ]receive(c, requestn);

[ host, ] send(c. reply);
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[hust3 } wait(reply1)
[ host, ] send(c. reply2);
[ host, wait(reply2);

[ host, | send(c. replyn);
[ host, wait(replyn);
[ host,,,,, |breakdown(host,).

attack

The failure of host, leads to a single point of failure. To solve the problem, a distributed scheme should
be considered. Compared with the traditional centralized host, a distributed system can cope with the single
point of failure problem. A distributed system contains h hosts and host > 2. When host ., sends n requests,
there are two possible situations for a distributed system:

1. DDoS attack on a single host. In this case, the host host;:breakdown(host;) occurs. Even if host;
cannot function, other hosts (i.e. host, host,, host,, ..., host, with normalState(host,) A normalState(host,) A
normalState(host,) A normaiState(host,) can still provide service to users and maintain the normal operation
of the entire system, which can avoid a single point of failure.

2. DDoS attack on all hosts. In this case, n is taken as the maximum number of host crash requests, and
each host shares the attack traffic. If host,,,,,, sends n requests, each host receives n/h requests. h distrib-
uted hosts greatly reduce the illegal traffic compared with a single host, which indicates that the hosts in
the system are not affected by the failure.

If a traditional system encounters a DDoS attack, then:

DDoS"
host .., = h.

If a distributed system encounters a DDoS attack, then:
host™" s h,;

attack

nlh
host™s" — hy;

attack

DDoS™" .
hosranack - h}’

host™" —h,.

The prototype system has five distributed and decentralized hosts to effectively mitigate the
DDoS attack. In summary, three types of attacks have been analyzed and solutions to combat these
attacks have been illustrated. It has been theoretically proven that the given scheme can protect against
these attacks.
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5.2 EXPERIMENTAL ANALYSIS OF THE SECURITY LEVEL DURING SOLUTION SIMULATION

Now it is necessary to evaluate the effectiveness of the developed dynamic distributed scheme for
protecting software decoys. The implementation of the prototype system is carried out in Python, Java and
Solidity (i.e. in the Blockchain programming language), the controller program interface is shown in Fig. 5.1.
In addition, experiments are carried out on five personal computers (PCs) Windows 16 GB on which WM is
installed and the Linux operating system (0S) is simulated with 8 GB of RAM to run services, one PC with
Windows 32 GB on which WM is installed and the Linux OS with 16 GB of RAM is simulated to launch attacks
of various scales and one PC with Windows with 32 GB of RAM for an authorized user. The services (MySQL
v8.0.27, Apache v2.4.51, Vsftpd v3.0.5 and Nginx v1.24.4) and Solana v1.6.7 (i.e. the Blockchain platform used
to form the private Blockchain) are installed on five server hosts. The total number of real services on dif-
ferent hosts is calculated to illustrate their average distributions. Three types of attack tests are performed:
sniffer attack, scanning attack and DDoS attack.

)
{'a3 Blockchain Control App f=lfe)Es
Menu  Options
Rode ! P Status
(1921917495 ] [Connected ] ‘
[19219.151.10 ] [Connected |
[19219.14892 ] [Connected ]
[19219.146220 ] [Connected ]
ke
Disconnect Node 5 P Status
[19219.14780 ] [Connected ]
Secuty Node
Epoch
Next Epoch 13:30 Blockchain Health
Next Node N/A i

O Fig. 5.1Interface of the developed Blockchain controller program

Due to the transformation of services, attackers have no idea about the location of the real service.
However, they can try to find a host with a large proportion of real services. Thus, the distribution algorithm
is executed 60,000 times to test the distribution of real services. Since there are four types of services,
there will be 240,000 real services in this experiment. The exact number of four services on five hosts is
shown in Fig. 5.2. The proportion of different hosts is approximately 22 %, 20 %, 23 %, 19 % and 16 %,
respectively. Overall, the distribution occurs with equal probability. All these percentages are above 16 %,
indicating that real services are likely to be running on each host.
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QO Fig. 5.2 Distribution of real services between hosts

5.21 STUDY OF THE PROTECTION OF THE SYSTEM USING SOFTWARE DECOYS BASED ON THE
DEVELOPED MODEL AGAINST SNIFFER ATTACK

The sniffer attack is carried out through Wireshark v3.6.0. As shown in Fig. 5.3, the communication
data between two servers is received secretly. As mentioned above, the communication information is
encrypted using the 2048-bit RSA encryption algorithm [144, 145]. The sniffer attack is not performed on
the real service, but on a fake one. The attack is taken over by the activated software decoy [146]. Even if
the attacker receives the data transmitted during communication, it cannot obtain the plaintext from the
encrypted text [147]. However, even if to assume that the attacker was still somehow able to decode the
data, it will not receive the real information but the fake one, fed to it by the decoy protection system. In this
case, the attacker will additionally have to spend a huge amount of time decading, which illustrates that this
scheme is effective for protecting against sniffer attacks [148-150].
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O Fig. 5.3 Information obtained from a sniffer attack
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5.2.2 STUDY OF THE PROTECTION OF THE SYSTEM USING SOFTWARE DECOYS BASED ON THE
DEVELOPED MODEL AGAINST SCANNING ATTACK

Scanning is an effective step for attackers to find a system error. Usually, the attacker can obtain the
IP address of the target in advance. In this experiment, the scanning attack is tested via Namp v7.92 (i.e., the
scanning tool)[151, 152]. The five server hosts mentioned above are checked, as shown in Fig. 5.4. The scan
command nmap -T4 -A -v 192.19.174.95 192.19.151.150 192.19.148.92 192.19.146.220 is used to scan these hosts
t0192.19.146.220 and vice versa. Taking the IP “192.19.174.95" as shown in Fig. 5.5, for example, it turns out
that ports 80 and 21 are open. They represent Nginx and Vsftpd respectively [153]. At this point, the attacker
can start hacking the server. However, let's get the result that the ports are closed, as shown in Fig. 5.5.
Since the detected services are closed, the attacker cannot obtain any service resources [154]. Even if the
same port is open, the attacker is likely to access the decoy and obtain fake resources [155]. Due to the
transformation property, the services are constantly changing. Even using a scanning tool, the attacker has
no idea of the exact IP address of the service and falls into the decoy trap [156]. The decoy then logs the
event in the attack log, allowing cybersecurity experts to assess the risks and learn about the attacker's
actions [157]. A legitimate user does not need to scan ports. The very act of scanning is a breach of system
security. Therefore, this scheme is effective in protecting against scanning attacks, which is advantageous
in the comprehensive protection of computer networks built using the dynamic decoy method [158].

Command: lnmap -T4 -A -v 192.19.174.95 192.19.151.150 192.19.148.92 192.19.”

Services ] Nmap Output Ports / Hosts Topology HostD

0S 4 Host N 4 Port ¢ Protocol ¢ State 4 Service ¢ '

@ 2030 tcp open  device2
1 192.19.151.150 © 1060 tep open  polestar
< 192.19.148.92 @ 80 twp open  tcpwrapped
192.19.146.220 @ 21 tep open  tcpwrapped
<1 192.19.147.80
O Fig. 5.4 First scan: result
Hosts Services Nmap Output Ports / Hosts Topology Host [
0S ¢ Host a 4 Port ¢ Protocol ¢ State ¢ Service <
@ 2030 tcp open  device2
~192.19.151.150 © 1060 tep open  polestar

0 192.19.148.92
< 192.19.146.220
< 192.19.147.80

O Fig. 5.5 Second scan: result
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5.2.3 STUDY OF THE PROTECTION OF THE SYSTEM USING SOFTWARE DECOYS BASED ON THE
DEVELOPED MODEL AGAINST DDOS ATTACK

As is known, DDoS attack is aimed at wasting PC resources, thus preventing the server from providing
normal services and resources. The network performance and response time of static hosts and dynamic
servers (i.e., the proposed scheme) during SYN DDoS attack are evaluated [159, 160]. The attack is tested by
continuously sending SYN packets at different rates.

To evaluate the network performance, the SYN packet size for the attack is set to 73695 bytes in
Hping3 v3.2.2, which indicates that the packet is divided into certain TCP packets. The network performance
is measured using Iperf v3.10.1. Fig. 5.6, 5.7 illustrate the impact of attack rate on network performance
on effective throughput and TCP traffic. When the attack rate is 0 (i.e., no attacking packet), both types
of hosts reach their maximum values of 736 (MB/s) and 100 (Mbps) in TCP throughput and TCP traffic, re-
spectively [161]. However, as the attack rate increases, there is a sharp slowdown from 0 to 1000 packets
per second. Apparently, the angle of incidence in static hosts is larger compared to the broken line of dynamic
hosts [162]. As can be seen, there is a slow increase in the range from 1000 (packets/s) to 3000 (packets/s),
and the value of dynamic hosts is still larger than that of static hosts. Thus, the dynamic decoy system has
an advantage over static hosts in terms of network performance [163, 164].

TCP: throughput
100
75
50
2%
0
0 1000 2000 3000
Packets/sec
== Average dynamic host throughput {MB/sec)
= Average static host throughput {MB/sec)

O Fig. 5.6 TCP throughput comparison

To show the percentage relationship between the systems, it is possible to compare the average
throughput of a dynamic host (DH) and a static host (SH). To compare the systems, let's calculate the
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percentage relationship between the DH and SH throughputs using the formula: zn[[gllj—]]*]ﬂoj/n,

where nis number of attacks, DH is dynamic host through put during the attack, SH is static host through-
put during the attack [165, 166].

Therefore, the average percentage value is 54 %. This means that a dynamic host (DH) is on average up
to 54 % better at handling attacks than a static host (SH)[167, 168].

Therefore, the average percentage value is 204 %. This means that the dynamic host (DH) copes with
data transfer during attacks on average by up to 204 % better than the static host (SH).

Conclusion: based on these data, it can be concluded that the dynamic host transmits data much more
efficiently during attacks compared to the static host.

Average data transfer rate
800
600
400
200
0
0 1000 2000 3000
Attack (Packets/sec)
== Average dynamic host data transfer rate (MBytes/sec)
== Average static host data transfer rate {MBytes/sec)

O Fig. 5.7 Comparison of average throughput rate

5.2.31 ANALYSIS OF NETWORK RESPONSE TIME IN SYSTEMS USING THE DEVELOPED MODEL AND
ITS ANALOGUES

Trafgen in netsniff-ng v0.6.7 is used to run the SYN attack test. Unlike the SYN packet mentioned in the
network performance assessment, this type of packet consists of 64 bytes for the SYN flood attack. Since
there are four types of services in the developed system, the average service response time becomes an
indispensable evaluation indicator. The response time measurement is performed by Jmeter v5.4.2 for each
service [169, 170].
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The database query operator “select * from school” is used to measure the time it takes to retrieve
the relevant data. As shown in Fig. 5.8, the static host does not respond with an attack rate of 14 (Kbps).
However, the response time of the dynamic hosts seems to remain constant from 0 to 10 (Kbps) on the X-axis
and reaches an infinite value after 60 (Kbps) on the X-axis [171]. The comparison with the dynamic hosts is
striking, so the MySQL server of the static host suffers from a DDoS attack. Since the five distributed hosts
distribute the attack load, the experimental curve of the dynamic hosts demonstrates their superiority in
protecting against DDoS attacks [172, 173].

Response time: MySQL
8000
6000
4000
2000
0
10 20 30 40 50 60
Attack {Kbps)
= Static host response time {ms)
= Dynamic host response time {ms)

O Fig. 5.8 Response time: MySQL

The average percentage is 34 %. This means that static hosts perform up to 34 % worse in response
time during attacks than dynamic hosts.

Conclusion: based on this data, it is possible to conclude that dynamic hosts perform better in response
time during attacks than static hosts. In particular, dynamic hosts perform up to 34 % better in response
time during attacks on average [173, 174].

The loading time of the entire Apache web page is checked. In Fig. 5.9 dynamic hosts take longer to
load the web page than the static host. This is because the Blockchain mining operation exhausts some
system resources, which becomes a key factor affecting the server response time. The response times of
static and dynamic hosts are almost the same from 1(Mbps) to 10 (Mbps), increasing slightly along the X-axis.
In this case, both types of hosts are affected by the DDoS attack. The static server becomes unresponsive
starting at 8.5 (Mbps), while the response time of the dynamic server is higher at the same attack rate,
indicating that the dynamic Apache server can still respond even if the static server fails [170, 172].

So, the average percentage is 1 %. This means that static hosts are on average up to 1 % worse at
responding to attacks than dynamic hosts.
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Conclusion: based on these data, it is possible to conclude that dynamic hosts are better at responding
to attacks than static hosts. The difference is 1%, so in real scenarios there may be differences depending
on the specific situation [172].

Response time: Apache
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= Static host response time {ms)
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O Fig. 5.9 Response time: Apache

The response time curves of Vsftpd and Nginx are shown in Fig. 5.10, 5.11. The response time of down-
loading a txt file from the Vsftpd server is measured during a DDoS attack. In Fig. 5.10, the response time
of Vsftpd on the static host increases rapidly and reaches its infinity at 11 (Kbit/sec). Due to Blockchain
mining, the overall trend from 0 to 10 (Kbit/sec) is slightly affected. However, the flat trend of the dynamic
hosts curve indicates resilience to DDoS attacks. As mining operations on dynamic hosts exhaust system
resources, Nginx is affected. As shown in Fig. 5.11, the average response time of Nginx on a static host
outperforms that of dynamic hosts from 1to 2.5 (Mbps) along the X-axis. After 2 (Mbps), the DDoS attack
becomes the main factor affecting the response time. From 2 (Mbps) to 4 (Mbps), the dynamic hosts curve is
always lower than the other, which means that the time on a static host is longer than that on dynamic hosts.
It is known that Nginx creates symbols with less memory and high parallelism, so both curves maintain their
smooth characteristics. However, the downtime of the static server occurs earlier than that of the dynamic
one, which indicates the effectiveness of the designed scheme.

So, the average percentage is 13 %. This means that static hosts have an average of up to 13 % worse
response time during attacks than dynamic hosts.

Conclusion: based on this data, it is possible to conclude that dynamic hosts have a better response
time during attacks than static hosts.

Therefore, the average percentage is 16 %. This means that static hosts on average cope with response
time during attacks by up to 16 % worse than dynamic hosts.
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Conclusion: based on these data, it is possible to conclude that dynamic hosts cope with response time
during attacks better than static hosts.
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QO Fig. 5.10 Response time: VsFTPd

Response time: Nginx
2000
1500
1000
500
0
0 2 4 6 8
Attack {Kbps)
= Static host response time {ms)
== Dynamic host response time {ms)

O Fig. 5.11 Response time: Nginx
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The same number of attacks were carried out on both the centralized system using software decoys
and the dynamic system built on the developed methad. The developed method of using software decoys,
which is built on the use of Blockchain technology, requires more resources from the attacker to carry
out an attack on the network: the power of computers, servers from which the attack is carried out, as
well as more physical time, which increases the time for cybersecurity specialists to respond and counter
the attack by up to 45 %. The biggest difference is not visible on all services: Apache and Nginx dynamic
systems experience almost the same results as the central analogue during the attack. However, the Vsftpd
and MySOL services require the use of significantly more resources from the attacker, which shows the
effectiveness of the developed method in terms of protecting a computer network. A comparison of the
effectiveness of the centralized model with the developed model of using software decoys during the attack
is shown in Fig. 5.12.

Centralized model
60

40

2

Ngnix Vsftpd Apache MySOL
Attack {Khps)

= Static host response time {ms)
= Dynamic host response time (ms)

O Fig. 5.12 Comparison of the effectiveness of the centralized model and
the developed model during the attack

The total number of attacks is 60, 30 for the network with the developed model and the central-
ized one. One attack consisted of three different approaches that were used earlier and included DDoS
attacks, sniffer and scanning. The attack is considered blocked if all three vulnerabilities were repelled.
Fig. 5.13 shows the result of the attacks for the centralized model. The programmed decoys in centralized
models are not a protective mechanism, as mentioned earlier. They serve as a warning layer in the protec-
tive system and their task is to distract the attacker and collect and record information about the actions
taken in the attack logs. Out of 30 attacks, only 4 were successfully blocked by all three parameters, which
is 13 % of the total. This indicator tends to decrease with an increase in the number of attacks. It is also
visible that 13 % of attacks passed completely by all parameters because the software decoy was found
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and ignored and the attack continued immediately on the legitimate network. DDoS attack was blocked
11 times out of 30, which is 36 % of attacks of this type, scanning attack was blocked 17 times out of 30,
whichis 56 % of attacks of this type, sniffer attack was blocked 19 times out of 30, which is 63 % of attacks
of this type.

Centralized network

3

Attack

m Blocked m Scan
Sniffing m DDoS

O Fig. 5.13 The result of attacks on the centralized model

Fig. 5.14 shows the result of the attacks carried out for the developed model. Out of 30 attacks, half of
them were successfully blocked, which is 50 % of the total number. Scanning and sniffer attacks could not
be successfully carried out due to the translocation capabilities of the developed network, dynamic changes
of hosts and constant exposure to software decoy. The weakest link in the network is DDoS attacks, the sta-
tistics of which affected the overall picture. Increasing the level of bandwidth and response time of services
directly proportionally affects this result, since more computing power is required from the attacker to carry
out the attack. Since the developed network consists of only five nodes (five personal computers), the load
on them is accordingly greater. With an increase in the number of nodes in the network, the load will be more
distributed and the results may improve several times. The DDoS attack was blocked 15 times out of 30,
which is 50 % of attacks of this type, the scanning attack and the sniffer attack were blocked in all thirty
attacks, which is 100 % of attacks of these types. However, from Fig. 5.14 it is clear that software decoys
built on the basis of Blockchain technology serve as a full-fledged protective mechanism and perform not
only monitoring tasks but also tasks of direct protection of the computer network, which increases the
overall level of network protection compared to analogues.

Comparing the centralized model with the decentralized one, it is possible to obtain the following results:

1. The protection of the decentralized network model during a DDoS attack is 14 % higher.

2. The protection of the decentralized network model during a scanning attack is 44 % higher. Almost twice.
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3. The protection of the decentralized network model during a sniffer attack is 37 % higher.

4. The overall protection of a computer network built using programmed decoys based on Blockchain
technology is 37 % higher compared to the centralized analogue, which is an increase in the global level of
computer network protection by one and a half times.
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O Fig. 5.14 The result of attacks on the developed model

5.3 COMPARATIVE ANALYSIS OF THE DEVELOPED DYNAMIC METHOD WITH STATIC ANALOGUES

To better illustrate the protective capabilities of the developed method, the response time of four ser-
vices without any attack is summarized in Table 5.1.

@ Table 5.1 Service response rate when there is no attack

Service Static host Dynamic host
Ngnix 625 ms 650 ms
Vsftpd 103 ms 185 ms
Apache 653 ms 695 ms
MySOL 105 ms 135 ms

The times on a static host are always lower than on a dynamic host. Even if the complexity value in
the genesis file is adjusted to “0x400" to reduce the computational overhead, the consensus mechanism
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for block generation makes dynamic services less efficient in terms of response time. However, the final
attack rates of dynamic hosts that lead to service failure show an advantage over static hosts, as shown
in Table 5.2.

@ Table 5.2 Attack rate before the service stops accepting requests

Service Static host Dynamic host
Ngnix 7.5 MB/s 8.0 MB/s
Vsftpd T MB/s 28 kB/s
Apache 10 MB/s TIMB/s

MySoL 14 MB/s 60 kB/s

Without attack traffic, the low efficiency of dynamic hosts leads to longer response times. However,
with the increase of attack traffic on dynamic hosts, they show advantages in protecting the system, which
indicates the effectiveness of the proposed scheme.
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DEVELOPMENT AND RESEARCH OF THE EFFECTIVENESS OF
THE CYBERCRIMES RESEARCH SYSTEM MODEL AT INFORMATION
ACTIVITY OBJECTS

61 DEVELOPMENT OF A THREAT RESEARCH SYSTEM MODEL

One of the components of the cybercrime investigation system is the threat investigation system. The
main task of this component in the cybercrime investigation system is to collect indicators of system com-
promise from threat sources, to detect potential or confirmed cyberattacks and cybercrimes [147, 149, 153].

The principle of operation of the threat investigation system can be described as follows. Let's denote
the algarithm for collecting system compromise data as a function A, which runs on the threat investigation
system, in which SL is the source list (SL for short) and Tl is the threat investigation system (TI for short).
Y indicates the final iteration process of each source in the list. n is the total number of sources. Source;
represents the source from the list. Verify(Source,) represents the verification stage for each source
(data format and APl compatibility check) [169]. “GetCred” is the stage of obtaining credentials for each
source [156]. “TestCon" checks the connection to the source using the obtained credentials [145]. Inte-
grate() represents the integration of the source into the threat research system if the source is verified,
the credentials are valid and the connection check is successful [173]. Therefore, the final formula of the
proposed algorithm looks like this [164,170]:

A(TI,SL) = Z": Integrute(Verify (Source, ), GetCred (Source, ), TestCon (Source, )) (8.1)

i=1

This algorithm ensures the secure integration of new threat intelligence sources into the threat intel-
ligence system. It thoroughly verifies sources, processes credentials, verifies connections, and then inte-
grates and schedules synchronization, while handling any errors that occur during the process [145, 164].
This systematic approach ensures that only trusted and compatible sources are added to the platform,
enhancing its capabilities to monitor and respond to cyberthreats [173].

To verify the presence of an Indicator of Compromise in the threat intelligence system, the observed
data is compared to an existing array of indicators of compromise (/0Cs). If the MatchScore of ObservedData
against 10Cs is greater than or equal to a threshold value (Threshold): at least 1, then the presence of an
indicator of compromise in the threat intelligence system is confirmed [169]. The formula for checking for
indicators of compromise is as follows [149, 170]:

VerifiedlOC = TrueifMatchScore(/0Cs, ObservedData) > Threshold, False. (6.2)

This approach was implemented on the open source MISP threat intelligence system. The proposed
threat intelligence system structure is shown in Fig. 6.1. This Figure shows the interaction of threat intel-
ligence sources and cybercrime intelligence systems. The open source MISP system was identified as the
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basis for the threat intelligence system. External threat sources that send indicators of compromise include
IBM X-Force Exchange, AlienVault 0TX, and CISA Automatic Distribution of Indicators of Compromise.

Collect 10C | Collect 10C Collect I0C

“External" “External" g L
IBM X-Force AlienVault Xctfsrﬂa
Exchange 07X

Provide I0C | Provide I0C / Provide 10C

‘ "misp" ‘

Processing and normalization

Store 10C

"database”
MISP

Database

QO Fig. 6.1 Schematic representation of a threat research system

Deriving threat data starts by iterating over an array of threat sources. Each source contains important
details such as name, URL, access key, data format, synchronization frequency, and filtering rules [145, 164].
For each source, the algorithm checks:

1. Is the source’s data format one of the accepted formats? For example: STIX, TAXII, CSV, or JSON.

2. Is the source’s APl compatible with the system? That is, can it communicate effectively with
the platform.

The algorithm then attempts to obtain the necessary credentials (e.g., API keys) for each source.
It checks whether these credentials are valid and can successfully establish a connection to the source’s URL.

If the source passes the check and the credentials are valid, the algorithm prepares to integrate the
source into the MISP system. This involves compiling details such as the source name, URL, credentials, and
data format. It then adds these details to the threat research system, effectively integrating the new source.
After successfully adding the source, the algorithm sets a schedule for synchronization with the source. This
synchronization occurs at a frequency specified in the source details, and includes special filtering rules to
manage the incoming data.
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6.2 VULNERABILITY MANAGEMENT COMPONENT

A vulnerability management system was developed to investigate vulnerabilities that can be used by
an attacker to compromise an information system and to analyze the impact of an unpatched vulnerability
on the occurrence of an information security event. This system is described by a set of the following
functions [147, 164]:

1. Vulnerability detection function:

V(s)=>"" v,(9) (6.3)

where VD(S) - the system vulnerability detection function, (S) represents a single vulnerability detected in
the system, and n is the total number of vulnerabilities detected in the information system.
2. Vulnerability assessment function:

VS(v,) = (CVSS v3.0). (6.4)

For vulnerability assessment, it is proposed to use the Common Vulnerability Scoring System (CVSS v3.0),
which is a standardized system for assessing the severity of security system vulnerabilities. In this case,
VS(v)is a vulnerability assessment based on the standardized CVSS v3.0 value determined by the scanning
system. However, CVSS v3.0 does not take into account individual characteristics of the information system
that may affect the severity of the vulnerability and the priority of the fix, in particular the phase of system
development, the presence of security measures, and the criticality of data. Therefore, to take into account
these factors, it is proposed to introduce a weighting factor that can be applied by organizations as need-
ed to improve the assessment of research into cybercrimes caused by unpatched vulnerabilities. Based
on expert judgment, a score was determined for each of the weighting criteria. The results of surveys of
20 information security experts were collected and the scores are proposed in Tables 6.1-6.3. This weight-
ing factor is not mandatory, but it allows information security analysts to take into account the individual
characteristics of the system under study. Taking into account the weighting factar, the overall vulnerability
assessment of the system is described by the following formula:

VAIS) = > VS(v,) < WP, SC, C). (65)

i=1

This formula assumes that VS(v))is CVSS v3.0 and the weighting factor is based on the following criteria:
system development phase (P), availability of security measures (SC) - a total factor calculated by multiply-
ing the factors of each of the security measures and the information classification (IC) processed by the
system. The justification for these criteria and the corresponding factors are proposed in Tables 6.1-6.3.
The weighting factor determines the impact of these factors on the overall vulnerability assessment of the
system, but it is worth noting that these estimates should be adjusted in accordance with a certain risk
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tolerance and organizational policy. The weight formula, taking into account the above factars, can be
presented as the average value of these three factors:

P+SC+IC
W=—-—. (6.6)
3

@ Table 6.1 Criterion: information system development phase (P)

Development Coefficient Rationale

Phase

In active use 10 Information systems in active use typically have the highest priority because vulnerabil-
ities in these systems can directly impact the organization. A breach or failure here
typically has a significant impact on the information system and the organization

In development  0.75 A system in development is less critical than one in active use, but it may be a replica
of a system in use or contain confidential information and intellectual praperty of the
organization

Proof of concept 0.25 Proof of Concept (POC) has the lowest impact because it is often isolated and used

(POC) for experimental purposes. The risk and impact of vulnerabilities here are typically

lower compared to other environments

@ Table 6.2 Criterion: security measures (SC)

Availability of security

measures (SC) Coefficient Rationale
Firewalls and network 0.8 (measures implemented), 0.9 (partially  Firewalls and network segmentation
segmentation implemented), 1.0 (measures not available)  significantly reduce the risk of exploiting

vulnerabilities

Intrusion detectionand 0.7 (measures implemented), 0.85 (partially ~ Effective IDS and IPS can detect and poten-
prevention systems (IDS  implemented), 1.0 (measures not available)  tially prevent exploits
and IPS)

Endpoint protection 0.75 (measures implemented), 0.9 (partially ~ Endpoint protection can reduce the risk of an
(antivirus, EDR, etc.) implemented), 1.0 (measures not available) ~ attacker exploiting a vulnerability if there are
behavioral malware signatures or exploits
Access control and 0.8 (measures implemented), 0.9 (partially ~ Access controls and authentication mech-
authentication implemented), 1.0 (measures not available) ~ anisms limit the possibility of unauthorized
access
Data encryption (atrest  0.85 (measures implemented), 0.95 (partially End-to-end encryption protects data even if
and in transit) implemented), 1.0 (measures not available)  other layers of security are compromised
Patch management 0.8 (measures implemented), 0.9 (partially  Timely detection and response to patches
implemented), 1.0 (measures not available)  will make it impossible to exploit them
Information security 0.75 (measures implemented), 0.9 (partially ~ Using basic SIEM capabilities with real-time
management and security implemented), 1.0 (measures not available) ~ analysis makes it possible to detect and
event management (SIEM) respond to attempts to exploit vulnerabilities
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@ Table 6.3 Criterion: information classification (IC)

Information classification  Coefficient  Rationale

Confidential information 10 Systems that handle sensitive data receive the highest score, as a
breach could result in significant legal, financial, and reputational
damage to an organization

Public information 0.5 Systems that handle public information are considered less risky because
the data is already publicly available and a breach would not result in the
disclosure of sensitive information. However, manipulation of this type of
data can lead to the spread of false information, especially when the infor-
mation is used in the context of operational public information or news

These formulas can be implemented in the cybercrime investigation system, namely in the process of
assessing vulnerabilities in information systems. The process involves identifying individual vulnerabilities,
evaluating them according to various criteria, and then summarizing these scores to obtain an overall score.

Taking into account the results of the research conducted in the previous sections, a vulnerability
management system was developed that uses the following open source solutions: DAST-type scanning
solutions - OWASP ZAP, SCA - OWASP Dependency Check, OpenVAS: tools provide a comprehensive approach
to vulnerability management, covering a wide range of security assessments from the infrastructure to the
code level. The vulnerability management system is schematically presented in Fig. 6.2.

OpenVas
: OWASP ZAP
(= XK
Administrator Archery OWASP Dependency Check

O Fig. 6.2 Schematic representation of the vulnerability management system

The integration of these tools into the vulnerability management component makes it possible to ensure
thorough vulnerability detection and vulnerability management at different levels of information systems.
OpenVAS offers extensive infrastructure scanning capabilities and, as an open source tool, is cost-ef-
fective and benefits from community-driven updates. OWASP Dependency-Check: specializes in detect-
ing vulnerabilities in project dependencies. It can be integrated into CI/CD pipelines, making it a tool for
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detecting vulnerabilities early in the software development lifecycle. OWASP ZAP (Zed Attack Proxy): pro-
vides dynamic application security testing required to detect vulnerabilities while the information system
is running. Its proxy interceptor capabilities allow for deep analysis of application behavior, offering both
active and passive scanning options. Archery Security Tool: acts as a central platform for aggregating and
managing vulnerabilities discovered by other tools. This simplifies tracking, analyzing, and reporting on
security flaws, making it easier to prioritize and effectively remediate vulnerabilities.

6.3 DEVELOPMENT OF A METHODOLOGY FOR INVESTIGATING CYBERCRIMES BASED ON ANOMALY
DETECTION USING THE ISOLATION FOREST MODEL AND GPT, TAKING INTO ACCOUNT INFORMATION
SYSTEM VULNERABILITIES AND THREAT INTELLIGENCE DATA

This section proposes a methodology for investigating cybercrimes for information system infrastruc-
ture components based on the Isolation Forest anomaly detection algorithms and GPT models, taking into
account information system vulnerabilities and threat intelligence data. The model of the cybercrime inves-
tigation system for information system infrastructure components is presented in Fig. 6.3.
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It is worth noting that this cybercrime investigation system model is not dependent on the GPT model
version and is built taking into account the principle of continuous improvement, therefore it allows infor-
mation security teams to integrate any external systems with GPT model support.

The developed model offers cybercrime investigation according to the following methodology:

Stage 1. Data collection and preprocessing. Event logs from components of different levels of the in-
formation system infrastructure are collected centrally. These can be network traffic logs, system access
logs, transaction records, etc. It is important to add that the data needs to be cleaned and pre-processed
to ensure that they have a suitable format for analysis. To mathematically describe an array of logs for the
model, especially in the context of cybercrime investigation using methods such as Isolation Forest, it is
necessary to represent the logs in a structured data format, usually as a matrix. Each row in the matrix rep-
resents a separate log record, and each column represents a separate characteristic or attribute extracted
from the logs. Let D (from English Data) be a matrix representing an array of logs. Suppose there are n log
records and m characteristics extracted from each log record.

Then, D is represented as a matrix:

D={d,d,,...d, }. (6.7)

Stage 2. Anomaly detection using Isolation Forest. Training the Isolation Forest model on a dataset with
normal behavior is the first step. Isolation Forest is effective at detecting anomalies, after which it isolates
the anomalies. To train the model, it is necessary to extract relevant records from the logs that may indicate
anomalies. This may involve techniques such as PCA (Principal Component Analysis) to reduce dimensional-
ity or more complex feature development. The process of training Isolation Forest involves building multiple
isolated trees. The mathematical description of the model training process can be described as follows:

1. Initialization: let the forest have T trees. For each tree t, where (i =123, ..., T), a random set of sam-
ples(S,)is selected from the array D.

2. Recursive partition in tree t: a random function f, of a random partition value v between the minimum
and maximum values of f, in the random set of samples S, is selected. It is divided into two subsets based
on the partition value in the function . The partitioning continues until all samples are isolated or a certain
depth limit is set.

3. Path length calculation: the path length for sample h(x)in each tree t. Anomaly score for each sample
in next step.

E(h(x))
c(n)

4 s(x,n)=2- , (6.8)

where s(x,n) - the anomaly score for sample x, E(h(x)) - the average path length in the tree, and c(n) - the
average path length in a random binary search tree.

5. Processing anomalies detected by the isolation forest. For each anomaly, a threshold value for the
anomaly score is determined, for a normal event this value is from 0 to 0.5. The value s{x,n) > 0.5 indicates
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the presence of an anomaly, and a score very close to Tindicates the exact presence of an anomaly. If such
an anomaly is detected, the anomalies are added to the set of anomalies AM:

M={d,d,...d,}, (6.9)

where AM - the array of anomalies, d - the detected anomaly, and n - the number of anomalies.

Stage 3. Additional information collection about the information system and its components. It is pro-
posed to use additional data sources to add context to the anomalies. This information should be obtained
from the threat research system and the vulnerability analysis system. If the event log with the anomaly
contains an indicator of system compromise from the specified threat sources or a vulnerability detected
by vulnerability detection systems, this data should be collected into a single data array. To collect data
from the threat research system, it is proposed to check for the presence of compromise indicators in the
threat research system:

VerifiedlOC = TrueifMatch(/0Cs, ObservedData) > Threshold, False.

And perform the following function to collect compromise indicators, if the received value is > 1.

TD, = Retrieve(MISPFDatabase, ObservedData), (6.1)

where TD, represents a function for retrieving threat data, which may include indicators of compromise (10C),
i - a sequence number. Retrieve is an operation that represents the process of requesting information from
the MISP system. MISPDatabase is the MISP database. ObservedData is a confirmed indicator of compromise.
The next step is to collect data on vulnerabilities in the information system infrastructure. This step is
described by the following formula:

VM = Filter (VulnerabilityDatabase, AssetID, VA(S)), (6.12)

where VA(S) - the overall vulnerability assessment of the system, AssetID - the asset number, and Vulnerabil-
ityDatabase - the vulnerability database of the Archery system.

AGG =d, +VM +TD, (6.13)

where AGG - an array of anomalies, d, - the detected anomaly, i - a sequence number.
Stage 4. Data masking. Before feeding the log data (AGG matrix) into the cybercrime research model, a

data masking technique must be applied. Data masking can be represented as a function f,, that takes the
original data matrix YM and returns the masked matrix:
AGG'=f,_, (AGG). (6.14)

87



MODERN METHODS OF ENSURING INFORMATION PROTECTION IN CYBERSECURITY SYSTEMS USING
ARTIFICIAL INTELLIGENCE AND BLOCKCHAIN TECHNOLOGY

Stage 5. Data analysis. The masked matrix, threat source data, and information about the vulnerabili-
ties of the information system are sent to the GPT model for information synthesis:

AGG' — GPT. (6.15)

Stage 6. Reporting and researching the results. At this stage, the research of the results obtained by
the GPT model is carried out:

GPT — Report. (6.16)

Stage 7 (Optional). Data unmasking. In cases where the raw data needs to be obtained for detailed
analysis or reporting, it is necessary to use the inverse function of the masking function:

ABG = (AGG). (6.17)

The actions that a cybercrime research model should perform according to a specific methodology are

presented in Fig. 6.4.
Request for
event log analysis

Notify user of
absence of anomaly,

Get information
about [0Cs

Y
Add information
[ Mask data about vuInerahiIities]
Create a request
Send data
for analysis
Provide results
to analyst

O Fig. 6.4 Flowchart of actions
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When the analyst provides the event logs to the cybercrime investigation model collected using a dy-
namic decoy system based on Blockchain technology, the model activates the anomaly detection algorithm.
The trained model detects the anomaly and automatically collects it into a single data set.

If an anomaly is detected, the model queries the vulnerability analysis system and receives information
about the vulnerabilities of third-party libraries and scans for vulnerabilities of the application and infra-
structure of the information system.

The next check is to check the following indicators of system compromise, in particular IP addresses
and domain names in the threat investigation system.

If indicators of compromise are present, the model adds information about the threats to the data set
for analysis.

The next step is to query the vulnerability data, if a vulnerability is detected, the vulnerability data is
collected by the model into a separate data set, which the model will use for analysis using GPT.

The generated data array is masked, all IP addresses and domain names are replaced with pseudo-
random ones.

The masked data array is sent to the GPT model for analysis.

After analysis, the data is unmasked and the results of the verification are analyzed by an information
security analyst.

The following section describes in detail the practical implementation of the cybercrime investigation
system model and the principle of its operation.

6.4 PRACTICAL IMPLEMENTATION OF THE CYBERCRIME INVESTIGATION SYSTEM MODEL

The notations used to model the system are described in Table 6.4, and Table 6.5 describes the sys-
tem actions.

Algorithm 1 has been developed to describe the operation of the cybercrime investigation system.

Algorithm 1. Cybercrime investigation.

The get{log) function receives an array of event logs {log, log, ..., log,} in .log format. The information
obtained is processed by the Isolation Forest model to detect anomalies. When an anomaly is detected, the
system records anomalies using the record (anomaly) function in the database:

Isolation Forest{analyse(logs)) — record(anomaly);
— {Arm, Ar,...., Arr, } else inform{anomaly not detected).

Next, the check (vulnerabilities) function requests information from the vulnerability detection system
about the presence of vulnerable components of the information system:

if check(vulnerabilities) = True — then Record,n,rr :V,,V;.,....V, else — Noaction.

89



MODERN METHODS OF ENSURING INFORMATION PROTECTION IN CYBERSECURITY SYSTEMS USING
ARTIFICIAL INTELLIGENCE AND BLOCKCHAIN TECHNOLOGY

The check (10C) function checks for the presence of indicators of system compromise in the threat
research system:

if check 10C ) = True — then Record _in _ Arr :{I0C, 10C,,....I0C, } else — Noaction.

The form(array) function forms a data array for analysis by the GPT system and the formed data array
is masked by the mask(array) function:

form request (array ) — mask ( array ) — array".

The formed data array is sent to the GPT-based research system using the connection APl using the
send (array) function:

send (array") — GPT.

@ Table 6.4 Notations used to model the system

Name Designation

Logs {log, log,, ..., log }
Vulnerabilities vV, Vo V)

(1oc) {ioc, 10, ... 10C }
P {IP, IP, ... IP}
Domains {d, d, ... d}
Anomaly (A, A, .. A}
Array {Arr, Arr, ..., Arr}
Result {R, Ry ... R}

@ Table 6.5 Description of system actions

Function Description

1 2

get (logs) The Isolation Forest model receives data for analysis by the algorithm

analyse (logs) The event logs are analyzed by the Isolation Forest algorithm to detect anomalies

record (anomaly, array) The system writes anomalies to the data array, if detected
check (vulnerabilities) The vulnerability management system is checked for vulnerabilities
record (vulnerability) ~ The system writes vulnerabilities to the data array, if detected

check (10C) The threat analysis system is checked for indicators of compromise
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@ Continuation of Table 6.5

1 2
record (10C) The system writes the indicator and threat to the data array, if detected
mask (array) The data masking function replaces IP addresses and domain names with pseudo-random ones

form request(array)  The system generates a data array for analysis

send (array) The system sends the data array for analysis to a GPT-enabled system

receive (result) The system receives the analysis result from the GPT-enabled system

demask (array) The data unmasking function changes pseudo-random IP addresses and domain names to real ones
inform (result) The system sends the analysis results to the user

inform (anomaly not The system notifies the user that there is no anomaly
detected)

The analysis results are received by the receive(result) function, in the next stage, the data is unmasked
by the demask(array) function and transferred to the analyst by the inform(result) function. In this way, the
system processes the data and provides a clue to the analyst about the possible root cause of the incident or
cybercrime. A UML sequence diagram was created for the described system, shown in Fig. 8.5. The diagram
outlines the interactions and processes in the system, involving the analyst, the cybercrime investigation
system, and the external GPT model. This diagram provides a visual representation of the sequence of oper-
ations, including log reception, investigation, vulnerability and threat scanning, data masking, connections
to external systems, and the final report of the results.
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The software architecture of the model is presented using the C&C view in Fig. 6.8, which indicates the
elements of the system, namely its services and connections between the system services. It is worth noting
that the microservice type of architecture was chosen for the system, since the system implemented based
on this type of architecture is fault-tolerant, provides the ability to scale and flexible choice of technolo-
gies. These characteristics became an important factor in choosing the type of system architecture, since
microservices allow easy scaling of individual program components, since each service can be scaled inde-
pendently based on demand and each microservice can be created using different technologies (program-
ming languages, databases, etc.), which allows using different technologies for the needs of each specific
service, for example: vulnerability analysis, collection of indicators of compromise or GPT model. Therefore,
the cybercrime investigation system was implemented using services in a containerized environment.

The system components are described in Table 6.6.

@ Table 6.6 System components

Component Description

Service: Analyzer The analyzer service is implemented in the Python programming lan-
guage and is the main service of the model. This service performs the
following functions: collecting information about the anomaly from the
service, system vulnerabilities from the Archery service and indicators
of system compromise from the MISP service. This service generates
arequest to the GPT model. Sends data for masking and sends the
masked data to the GPT model. Upon receiving the result, the analyst
reports the results of the study, or the absence of an anomaly

Service: Isolation Forest Model The service is implemented based on the Isolation Forest model
in the Python programming language, is a pre-trained model and
receives data for analysis. The result of execution is a detected and
documented anomaly

Service: Masker The service is implemented in the Python programming language,
which masks the data generated for analysis and unmasks the data
received from the GPT model

Service: Hashicorp Vault The Hashicorp Vault service is used to store APl keys

Service: Arhery The Archery service aggregates data from vulnerability detection
systems and is an implementation of the described vulnerability
management component

Service: MISP The MISP service aggregates data from threat sources and is an
implementation of the described threat research system

Service: GTP Service The external GPT model is integrated into the cybercrime research
system

Database: MySql A database implemented on MySql. The database records information
about detected vulnerabilities, anomalies, and indicators of system
compromise
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6.5 PREPARING A VULNERABLE ENVIRONMENT FOR TESTING A CYBERCRIME INVESTIGATION SYSTEM MODEL

At the current stage of information systems development, cybersecurity is mainly focused on protec-
tion that detects and prevents cyberattacks. However, it is much more important to reqularly check the
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security status of the organization to strengthen cybersecurity protection, as the IT environment becomes
more complex and competitive [71].

This section presents the results of a simulation of cyberattacks on a prepared vulnerable environment,
the simulation results are provided to the cybercrime investigation system for analysis. The environment
for generating event logs consists of a decoy system based on blockchain technology, the main nodes of
which are Nginx services, which are used as reverse proxy services and containers for the vulnerable OWASP
JuiceShop application. This environment is schematically presented in Fig. 6.7.

Attacker

Nginx

Reverse proxy

Blockchain-based NongS
decoy system containers
OWQSP
’ . JuiceShop

r .
J— {é‘} ' Management | vaent logs obtained
ministrator server ["LoG | rom servers running
Blockchain nodes

O Fig. 6.7 Attack simulation environment

For experimental analysis, the following cyberattacks were simulated: an attack using automated vul-
nerability scanning and exploitation tools, a Directory Traversal attack, injections, and attempts to disrupt
the program logic.

Using tools such as Nessus to scan for vulnerabilities is a measure to identify and eliminate weakness-
es in a network or system. These tools are designed to detect a wide range of vulnerabilities, ranging from
software flaws to incorrect configurations. The main advantage of using these tools is their comprehensive
nature, they provide detailed information about potential security gaps. However, attackers can also use
these solutions to identify vulnerabilities for further attacks on a selected system. Detecting this type of
attack and preventing it in a timely manner can prevent further information security incidents.

Injection attack simulations, such as SQL injection and XSS, offer a real-time assessment of how well
an organization’s systems can withstand common and sophisticated attack methods. These simulations
mimic the actions of cybercriminals, providing a realistic test of security measures. The advantage here is
that it allows to evaluate the effectiveness of security protocols and identify specific areas where protection
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may need to be strengthened. This approach to security testing helps you fine-tune your defenses against
common attack vectors.

A Directory Traversal attack, also known as Path Traversal, is aimed at accessing files and directories
that are stored outside the root folder of a website. By manipulating variables that refer to files using dot-
dot-slash (../) and similar constructs, an attacker can move up the directory tree from the root of the web
server to access arbitrary files or directories.

Detecting users attempting to break into application logic is critical to detecting insider threats or
compromised accounts. The advantage of this approach is its emphasis on the human element of cyberse-
curity. By monitoring anomalies in user behavior, such as unusual login times or unexpected data access,
organizations can quickly identify and investigate potential security incidents. This method is particularly
effective at detecting threats that may be missed by automated systems, including subtle actions that may
indicate hacking or malicious insider activity. The following sections describe the experiments conducted,
the results of which were recorded in event logs for further analysis by the cybercrime investigation system.

6.51 TRAINING THE ISOLATED FOREST MODEL

Due to the use of Nginx event logs to successfully detect an anomaly during the experiment, it is
necessary to train the Isolated Forest model on NGINX logs. Training involves several stages, starting
from understanding and preprocessing the data to training the model. The test_nginx.log file containing
50210 requests, including anomalies and normal behavior, was used to train the model.

The Nginx event logs contained information such as remote IP addresses, timestamps, HTTP request
methods, response status codes, and user agents. Each of these fields can potentially help in detecting
anomalies (for example, unusual access patterns or error levels). Since the Isolated Forest only works with
numeric data formats, the information from the event logs was obtained and converted to numeric data
format for the model to work according to the following principles:

1. IP address: converted to numeric format.

2. Timestamp: converted to a datetime object and numeric functions defined.

3. HTTP method: obtained from the query string.

4. Requested URL: to analyze the URL, it was broken down into components - protocol, domain, path,
and query string. The urllib Python library was used for this. The following numeric characteristics were
defined for the URL:

- URL length: abnormally long URLs may indicate suspicious activity, such as SQL injection or path
traversal attacks, and are not typical of normal user activity;

- path depth: the query depth was calculated by counting the number of slashes in the URL path. For
each application, a maximum query depth can be defined, a value greater than this depth is anomalous;

- special characters: the presence of certain special characters (for example, “%", “..” or unusual en-
coding) may indicate attempts to exploit vulnerabilities.

5. HTTP Version: retrieved from the query string.
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6. Status Code: indicates the result of the query (e.g. 404 - not found, 200 - successful).

7. Response size: the size of the response in bytes.

8. User agent: this field was defined as a bot characteristic using a binary flag (0 or 1) indicating whe-
ther the user agent is a bot.

The data prepared for the model was loaded into the model_training.cvs file. For which the attributes
of anomalous behavior were defined. An Isolation Forest model was initialized on the trained data. Isolation
Forest assigned an anomaly score to each observation from the trained data. This score was used to de-
termine whether the observation was an anomaly. The final step was to save the model for later use, which
was provided by using the joblib library.

To summarize, training the Isolation Forest model on Nginx logs involved converting the raw log data
into a format that the algorithm could process, training the model to detect anomalies, and then interpreting
those anomalies in the context of web server traffic and activity.

6.5.2 COLLECTION OF ADDITIONAL INFORMATION

Collection of additional information occurs from the vulnerability management system and the threat
research system. Previously, a vulnerability scan was performed for the JuiceShop application.

Infrastructure scanning was performed using the OpenVas application, one low-level vulnerability was
detected during the scan. Static scanning was implemented using OWASP Dependency Check, which detect-
ed 12 critical vulnerabilities, 26 high-level vulnerabilities, and 29 medium-level vulnerabilities in third-party
libraries used by the information system. Dynamic scanning was performed using the OWASP ZAP applica-
tion, which detected 2 medium-level and 5 low-level vulnerabilities. Scans were uploaded to the Archery
vulnerability management system. The vulnerability scan results are presented in Fig. 6.8.
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O Fig. 6.8 Vulnerability scan results
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All of the above-mentioned scanning systems are implemented taking into account the principle of
microservice architecture and are implemented in the implementation of the cybercrime investigation sys-
tem using Docker containers to ensure free scaling of the system. Secure communication between systems
is provided using the TLS 1.2 algorithm. The integration of the vulnerability management system with the
cybercrime investigation system is carried out using the connection API. To securely store the credentials of
the service user used for the connection API, the Hashicorp Vault key store was implemented.

For the detected anomaly, an algorithm was implemented to obtain IP addresses from NGINX logs and
check them in the threat investigation system implemented on the MISP Docker container. It is assumed that the
IP addresses in the logs correspond to the standard IPv4 format with the use of a regular expression to extract
them. This regular expression may need to be adjusted if the logs have a different IP address format. Interac-
tion with the MISP APl uses the basic structure of an HTTP POST request. API requests are configured accord-
ing to MISP requirements. In addition, the service user credentials are stored in the Hashicorp Vault key store.

6.6 EXPERIMENTAL ATTACK EXECUTION

This section describes in detail the stages of experimental attacks on the system under study. It pres-
ents scanning attacks, injection attacks, Directory Traversal and program logic violation attacks.

6.61 EXPERIMENTAL ATTACK EXECUTION USING AUTOMATED SCANNING TOOLS

Vulnerability scanning was performed using Nessus. This application is a traditional method used to
detect security vulnerabilities in network systems, but it also performs a number of automated attacks.
An attack using automated scanning tools is schematically presented in Fig. 6.9.

An experiment of an attack using automated scanning tools includes:

1. Scan initiation: the scanning system Scanner begins the scanning process by identifying open ports
and services. This is represented as the Scanner initiating the Scan function.

2. Target selection: the Scanner selects a target host, the Target, to assess for vulnerabilities. This is
described as the Scanner selecting the Target.

3. Sending scan requests: the Scanner sends a series of requests to the Target. This action is denoted as
the Send Scan Request function. These requests are intended to verify various aspects of the Target's security.

4. Target host scanned: the Target receives the scan requests.

5. Response analysis: the Scanner analyzes the responses from the Target to identify potential
vulnerabilities.

6. Vulnerability report: the Scanner generates a report with a detailed description of the vulnerabilities
and potential risks found, presented.

The main purpose of scanning with Nessus solutions is to identify security weaknesses in the target
system. This attack can be used by an attacker to further exploit the identified vulnerabilities. The result of
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scanning the tested system based on OWASP JuiceShap is the resulting Nessus scan report. The results are
recorded in the Nginx event logs for further analysis.
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O Fig. 6.9 Attack using automated scanning tools

6.6.2 EXPERIMENTAL INJECTION ATTACK

Injection attacks, such as SQL injection, are malicious methods used by attackers to exploit vulner-
abilities in applications by injecting unauthorized code into queries or commands. The main purpose of
injection attacks is to gain unauthorized access or perform unauthorized actions on the target application.
The BurpSuite tester program was used to test injection attacks. The injection scanning attack is schemat-
ically presented in Fig. 6.10.

For the experiment, the attack is deployed in the following sequence:

1. The Tester program starts the process. In the diagram, this is represented as the Tester program
performing the initiate (injection) function.

2. Creating a malicious request: the Tester creates a malicious request that is designed to exploit
vulnerabilities in the target program.

3. Sending a malicious request to the target: the created malicious request is sent to the target program.

4. The program processes the input data: the target processes the received input data. Unaware of the
malicious actions of the request.
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5. Executing malicious code: the malicious input causes malicious actions by the target, such as unau-
thorized access to data or its modification.
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1
1
|
1 Generate {malicious request) !
1
1
1

Process {malicious request)
Execute (malicious code)

_ Result{malicious result)
<

Tester program Target

T O

O Fig. 6.10 Injection attack

The main goal of an SQL attack is to obtain the definition of the database schema and attempt to log
in to the system with administrator rights. An XSS attack is implemented to introduce third-party content
into the information system.

6.6.3 EXPERIMENTAL IMPLEMENTATION OF DIRECTORY TRAVERSAL ATTACK

The goal of the Directory Traversal attack is to access files and directories that are stored outside the
intended accessible directories of the web server. This type of attack exploits vulnerabilities in the web
application (or web server) that cannot properly sanitize user-entered file paths. The dirbuster application
is used to simulate this type of attack. A schematic experimental implementation of the Directory Traversal
attack is presented in Fig. 6.11.

For the experiment, the attack is deployed in the following sequence:

1. The Tester program starts the process. In the diagram, this is represented as the Tester program
executing a malicious request that contains directory traversal sequences (for example, "../").

2. Sending the malicious request: the Tester program sends a request to the target server. The server
processes the request: the target server processes the request without properly sanitizing the input data.
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3. Jumping to a restricted directory: the server gains access to a directory or file outside the intended
directory as a result of Directory Traversal.

4. Compromise of data: the Tester gains access to confidential files or directories, which can potentially
lead to data leakage.

The results of the experiment implementation are recorded in the event logs.
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QO Fig. 6.1 Directory Traversal Attack

6.6.4 EXPERIMENTAL ATTEMPT TO VIOLATE THE LOGIC OF THE PROGRAM

This experiment simulates user actions caused by violation of the logic of the program. This includes
entering data that the program is not intended to process, using logical flaws to attempt to disrupt the nor-
mal operation of the program. Schematically, the experimental attempt to violate the logic of the program
is shown in Fig. 6.12.

For the experiment, the attack is deployed in the following sequence:

1. The user starts by entering a request that uses known logical flaws in the program.

2. The program processes the received request.

3. The program does not detect an anomaly and the logic of the work is violated.

4. Inresponse to the violation, the program processes the request and returns the result of the request.

In the case of the testing application, the Burp Suite tester program is used, with which an attempt to
reduce the price of the product by the user is simulated. The results are recorded in the Nginx event logs
for further analysis.

100



6 DEVELOPMENT AND RESEARCH OF THE EFFECTIVENESS OF THE CYBERCRIMES RESEARCH SYSTEM MODEL AT
INFORMATION ACTIVITY OBJECTS

%
U§er Appﬁcf_ation

[ Submit invalid request() |
Process request()

Logic violation()

< Return result()

|
User Application

% @)

O Fig. 6.12 Attempt to violate the program logic

6.7 ANALYSIS OF THE RESULTS

This section presents a thorough analysis of the operation of the proposed model of the cybercrime
investigation system for the components of the information systems infrastructure. It describes an analysis
of the effectiveness of the cybercrime investigation system using the proposed model. Also, the results
obtained are compared with the open source Wazuh event investigation and monitoring system and the
analysis performed by information security specialists.

To study the event logs, the traditional SIEM system Wazuh was used and two information security
analysts were involved, for which the time of event detection by the SIEM system Wazuh and the total time
of investigation of cybercrimes by information security analysts were measured. Time measurement is
performed using Google Stopwatch.

6.71 ANALYSIS OF THE SPEED OF DETECTION AND INVESTIGATION OF ATTACKS USING AUTOMATIC
SCANNING TOOLS

For this study, Nessus Community Edition was used, which simulated a scanning attack with a standard
set of rules. For the experiment, event log records generated during automatic vulnerability scanning using
Nessus Community Edition were used and 10 experiments were conducted with 10 data sets containing
100 identical event log records, each of which contains at least one anomaly. The study was conducted
every hour for 10 hours. As shown in Fig. 6.13, the average anomaly detection time determined during
these experiments is 5.1 seconds by the comprehensive cybercrime investigation system and the average
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information security event detection time by the Wazuh SIEM system is 13.1 seconds. Therefore, the cyber-
crime investigation system is up to 61 % faster than the Wazuh SIEM system for detecting cybercrimes.
The comparison of anomaly detection times is presented in Fig. 6.13.

1253 7—1853
1257 108 135
75.2 713
\

425 W29 39,4, 632
\33}\28.2\ 2% ]/ 317 H——951 22.3— 345
131 13.2. 13.3 33 13.3 134 13.6 13.8 13.8 138
4] b2 6.4 %) 55 52 6.1 39 4 6.3

1 2 3 4 5 6 7 8 9 0

— — Anomaly detection time (sec)

— — Analysis time by cybercrime investigation system (sec)
— — Detection time by SIEM system

— — Analysis time by information security specialists

QO Fig. 6.13 Comparison of scan attack analysis time by a comprehensive cybercrime investigation
system and a traditional approach

The next indicator taken into account is the cybercrime analysis time. The average time for cybercrime
analysis by information security specialists using Wazuh SIEM data (this time does not take into account re-
porting) is 98.28 seconds and 33.31 seconds, respectively, by the cybercrime investigation system (this time
takes into account receiving a detailed report). It has been experimentally confirmed that the cybercrime
investigation system can increase the speed of cybercrime investigation by approximately 66 %, based on
the criterion of cybercrime investigation speed.

Analyzing the results obtained, it was found that the cybercrime investigation system detects anoma-
lies for components of the information system infrastructure up to 66 % faster, which can focus analysts’
attention on a potential attack. Also, the cybercrime investigation system can increase the efficiency of
cybercrime investigation by approximately 61 %.

6.7.2 ANALYSIS OF THE DETECTION SPEED AND INVESTIGATION OF INJECTION ATTACKS

To measure the speed, event logs generated during the execution of the injection attack were used and
5 experiments were conducted. During each experiment, 5 event logs were used, each of which contained
100 records. The study was conducted for 5 hours, ane experiment every hour. The experiments determined
that the time spent on anomaly detection was 5.66 seconds for the comprehensive cybercrime investigation
system and 11.02 seconds for the Wazuh SIEM system. Therefore, it was found that the cybercrime investiga-
tion system is up to 48 % faster than the Wazuh SIEM system for detecting cybercrimes.
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The average time for cybercrime investigation by information security specialists using the Wazuh SIEM
system data was 98.52 seconds and 19.14 seconds, respectively, for the cybercrime investigation system.
In this case, the implementation of a comprehensive cybercrime investigation system using GPT with an
analysis time of 19.14 seconds can reduce the time for event log analysis by approximately 80 % in percent-
age terms compared to the SIEM system. The results of the study are presented in Fig. 6.14.
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O Fig. 6.14 Comparison of injection attack analysis time by a comprehensive cybercrime
investigation system and a traditional approach

The results of the conducted experiment determine that the cybercrime investigation system detects
information security events faster and can reduce the time for examining event logs by up to 80 % in per-
centage terms compared to the SIEM system without reducing efficiency.

6.7.3 ANALYSIS OF THE SPEED OF DETECTION AND INVESTIGATION OF DIRECTORY TRAVERSAL ATTACKS

To measure the speed, event logs generated during Directory Traversal attacks using Dirbuster were
used and 5 experiments were conducted. During each experiment, 5 event logs were used, each containing
100 records. The study was conducted for 5 hours, one experiment every hour. The average anomaly detec-
tion time is 6.68 seconds for the comprehensive cybercrime investigation system and the time for detecting
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an information security event by the SIEM system is 7.44 seconds. Therefore, the cybercrime investigation
system can reduce the event detection time by up to 7.80 % in percentage terms. The lowest anoma-
ly detection time is 6.1 seconds for the cybercrime investigation system and 7.4 seconds for the Wazuh
SIEM system. Therefore, as is seen, the cybercrime investigation system is up to 17 % faster than the
SIEM system for cybercrime detection, if to consider the detection time as a performance criterion. The
next indicator defined for evaluating the performance is the cybercrime analysis time. The average time
for cybercrime analysis by information security specialists using SIEM system data is 23.56 seconds and
14.54 seconds, respectively, for the cybercrime investigation system. In this case, implementing a compre-
hensive cybercrime investigation system using GPT with an analysis time of 14.54 seconds can reduce the
event log analysis time by up to 38 % in percentage terms compared to the SIEM system. Fig. 6.15 shows
a comparison of the analysis time of a Directory Traversal attack by a comprehensive cybercrime investiga-
tion system and a traditional approach.
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Given the results of the conducted research, it can be concluded that the cybercrime investigation system
detects information security events up to 7 % faster on average and can reduce the time for analyzing event
logs up to 38 % in percentage terms compared to the SIEM system without reducing the detection efficiency.
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6.7.4 ANALYSIS OF THE DETECTION SPEED AND INVESTIGATION OF ATTACKS WITH VIDLATION OF
PROGRAM LOGIC

To measure the analysis time, event logs generated during the execution of queries that were executed
to violate the logic of the application were used and 5 experiments were conducted. During each experi-
ment, 5 event logs were used, each of which contained 100 records. The research was conducted for 5 hours,
one experiment every hour.

The results of the experiment are presented in Fig. 6.16.

431.3
120.3
90.1 9\0.2 90.2 90.2 90.3
542 83.3 57.3
l— n5___ 232 23.5 22.1
0 0 0
1 2 3 4 5
— = Anomaly detection time (sec)
— — Analysis time by cybercrime investigation system (sec)
— — Detection time by SIEM system
— — Analysis time by information security specialists
QO Fig. 6.16 Comparison of the analysis time of attacks with violation of logic by a comprehensive

cybercrime investigation system and a traditional approach

The average time of anomaly detection by a comprehensive cybercrime investigation system is
90.2 seconds, but the Wazuh SIEM system with a standard set of rules could not identify this type of attack.

Therefore, the next study conducted was the analysis of event logs by information security analysts and
a cybercrime investigation system. For information security analysts, it took an average of 145.28 seconds
to analyze this type of attack, and the analysis time by the cybercrime investigation system was an average
of 19.68 seconds.

The conducted experiment determined that the cybercrime investigation system can reduce the ana-
lysis time by approximately 7 times on average and can detect requests for which detection rules were not
previously developed.
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6.7.5 ANALYSIS OF THE EFFECTIVENESS OF INFORMATION SECURITY EVENT DETECTION BY A
CYBERCRIME INVESTIGATION SYSTEM FOR INFORMATION SYSTEMS INFRASTRUCTURE
COMPONENTS

The experiments described in the previous sections prove that the cybercrime investigation system
for information systems infrastructure components can generally detect anomalies faster and analyze
cybercrimes faster. To analyze whether the developed system is more effective compared to the SIEM sys-
tem and whether the reduction in time affects the percentage of detected attacks, a series of experiments
were conducted. For this, the Wazuh SIEM system and the cybercrime investigation system were provided
with 5000 event log records containing 843 malicious records for analysis. The experimental results are
presented in Fig. 6.17.
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O Fig. 6.17 Analysis of the effectiveness of information security event detection by the cybercrime
investigation system for components of the information systems infrastructure

The SIEM system identified 533 suspicious events from the analyzed event logs. 654 anomalies were
detected by the cybercrime investigation system. Both systems were unable to accurately detect all mali-
cious entries in the event logs, which indicates the need for further training of the Isolation Forest model for
the cybercrime investigation system. However, given the results of the experiments, it is worth noting that
the cybercrime investigation system does not reduce the percentage of detected cyberattacks.
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The proposed improved algorithm for determining and transmitting node hosts in the Blockchain sys-
tem significantly increases the overall adaptability of the network to external attacks on information activity
objects and their telecommunication networks. Floating hosts allow the system to automatically close ports
during scanning, making it difficult for attackers to access the system. This provides a more effective re-
sponse to scanning-type attacks, reducing the ability of attackers to obtain information about the network
and, accordingly, increasing the overall level of network protection.

The study shows that GPT models not only accurately determine the type of cybercrime, but also pro-
vide rapid detection of cyberattacks on information activity objects and their telecommunication networks.
The use of a centralized solution for processing various types of event logs allows for effective analysis and
tracking of security events. This ensures rapid detection and response to threats, increasing the overall
level of security of networks, server and service infrastructure of information systems. GPT 4.0 demon-
strates improved performance in processing and detecting various types of attacks compared to GPT 3.5.
For example, for attacks with vulnerability scanning and using CVE-2021-44228, GPT 4.0 analyzes event logs
up to 29.71 % and 15.47 % faster, respectively. This indicates that GPT 4.0 is a more effective tool for ana-
lyzing complex types of attacks, providing faster response times and improving the overall level of security.

The developed method for collecting event logs from decoys based on Blockchain provides high fault
tolerance and reliability of logs, which is critical for protecting information activity objects and their tele-
communication networks. Each transaction or record in the block is confirmed by network participants,
which prevents unauthorized editing of information. This allows to create a reliable attack data storage
system that provides a high degree of security and reliability of the collected information.

The developed model of a dynamic system of active traps based on software decoys using Blockchain
technology increases the effectiveness of protection of information activity objects and their telecommuni-
cation networks. This model integrates decentralized and automatically updated attributes of traps, which
increases the effectiveness of network protection. It allows reducing the load on the network infrastructure
and the response time of services during an attack by up to 54 %, which significantly increases the channel
bandwidth and data transfer speed during external attacks.

The madel of the cybercrime investigation system using the DevSecOps approach and Al models takes
into account the principles of “Security by Default” and “Security by Design” to protect information activity
objects and their telecommunications networks. It uses the TLS 1.2 algorithm for data transmission and
data masking functionality for collected information. The GPT model helps analysts process cybercrimes
faster, reducing the time for investigation and determining the root cause. Although the results of GPT
should not be the only source for decision-making, they significantly facilitate and accelerate the process of
analyzing cybercrimes.

The developed mathematical description of the calculation of dynamic attributes of software decoys
takes into account the dynamic and translocation capabilities of the Solana Blockchain, which is important
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for ensuring the protection of information activity objects and their telecommunications networks. This
makes it possible to model and optimize the distribution of network resources, which increased the ef-
fectiveness of protection and ensured a quick response of services during external attacks. The improved
mathematical description improves the response time of services to DDoS attacks, for example: MSOL up
to 34 %, NGNIX up to 16 %, APACHE up to 1 %, vsFTPd up to 13 %. This provides more effective protection
and quick recovery of services after attacks.

The developed method of using software decoys based on Blockchain increases the resources needed
by an attacker to carry out an attack on information activity objects and their telecommunication networks,
in particular the power of computers and servers, as well as physical time. This increases the response time
of cybersecurity specialists, allowing them to more effectively counter attacks and providing additional time
to take protective measures.

The use of a dynamic system of software decoys based on Blockchain increases the effectiveness
of protecting information activity objects and their telecommunication networks from sniffer attacks,
DDoS attacks and stores information about attacks on the Blackchain platform. The method includes RSA
2048-bit encryption, which cannot be decoded without the appropriate key, which provides protection of the
communication channel and prevents data leakage due to interception. An experiment with a sniffer attack
on the developed model shows that the intercepted data cannot be decrypted.

The use of dynamic software decoys based on Blockchain demonstrates better performance compared
to static and other dynamic analogues in protecting information activity objects and their telecommunica-
tion networks. The average throughput rate of hosts is up to 204 % higher, and the indicators of stability and
response speed of services during attacks fluctuate within 15 %. This provides an advantage in protecting
a computer network, increasing the overall level of security.

An analysis of the system’s response to typical attacks, such as injections, attacks using vulnerability
scanners, attacks on application logic and Directory Traversal on information activity objects and their
telecommunication networks, is conducted. The proposed system detects known attacks 31 % faster and
is able to detect unknown attacks thanks to training the Isolation Forest model. The time for analyzing
cybercrimes is significantly reduced thanks to the use of the GPT model, which provides an effective and
fast response to threats. On average, during the experiments, it is found that the time for analyzing known
attacks on information systems (injection attacks, vulnerability scanning, and Directory Traversal attacks)
has decreased by up to 60 %, and for anomalies that violate the logic of the application by up to 7 times.
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