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I fsstrict

Collective monograph highlights the results of systematic scientific research devoted to the
problems of economic cyber security as a component of the financial security of the state, and con-
tains practical recommendations on measures to strengthen the security of the state, in particular
strategically important enterprises, in the presence of modern threats.

Chapter 1 analyzes the position of Ukraine in the global cyber security ratings and outlines
promising directions for increasing its level, one of which is the improvement of information protec-
tion systems of critical infrastructure objects. A data comparison algorithm is considered, which
consists in continuous monitoring and scanning of data by constantly comparing data with informa-
tion patterns of users and services, as well as threat patterns and indicators based on previous ex-
perience, not only one's own, within a local network or system, but also globally scale. An improved
method of rapid data comparison is presented, which provides maximum accuracy of comparison
with a minimum amount of equipment for comparing devices. Its use makes it possible to identify
potential cyber threats and take preventive measures, which will increase the level of protection
of critical infrastructure objects.

Chapter 2 focuses on defining strategic directions for ensuring economic cyber security of busi-
ness in Ukraine. The importance of information protection in the context of the development of the
digital economy has been updated, and the place of economic cyber security in the national security
system has been determined. A thorough analysis of the dynamics of cyber incidents in the world in
recent years was carried out and the specifics of the manifestation of cyber threats at the macro
and micro levels were outlined. Special attention is paid to the intrusion detection process and a
detailed study of the working principles of modern intrusion detection and prevention systems. It is
expected that the use of the proposed recommendations on the cyber security policy will significantly
increase the level of information security (confidentiality, integrity and availability) of the business.

Chapter 3 is dedicated to solving the problem of strengthening the security of strategical-
ly important enterprises of Ukraine by developing effective forms of implementation of the state
regulatory policy in this direction. The issue of identifying strategically important enterprises and
forming their security at the state level as a basis for supporting and restoring the national economy
has been updated. The strategic directions of deregulation of business activity in Ukraine, including
strategically important enterprises, have been determined. One of them is institutional support
of state regulatory policy, improvement of regulatory policy. On the basis of the analysis of the
existing institutional support of the state regulatory policy regarding strategically important enter-
prises, it has been proved that the basis of the formation of effective forms of implementation of
the state regulatory policy of support and strengthening of the security of strategically important
enterprises is the need to improve the current legislation, the formation of effective institutional
and organizational support and the clustering of the national economy based on strategic important

v
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enterprises with the possibility of creating integrated corporate structures. A model of the process
of assessing the effectiveness of the implementation of the state regulatory policy on ensuring the
security of strategically important enterprises is proposed, which provides regulatory bodies with a
tool to influence its level with the provision of economic development and social stability in Ukraine.

Chapter 4 explores Semantic role labeling (SRL) as a key Natural Language Processing (NLP)
task that plays a vital role in extracting meaningful information from text. The role of SRL and its
application is considered in the context of economics and cyber security, because the accurate
definition and analysis of semantic roles in text is critical due to the rapid increase in the amount
and complexity of textual information. State-of-the-art NLP classifiers used in decision-making,
market analysis and financial reports, media articles, and economic texts are reviewed. It is em-
phasized that the process of determining relevant information from a large array of data collected
from disparate sources requires an optimal methodological base, which should include the use of
special tools for cleaning, tokenization, marking parts of speech with labels for preparation for NLP
analysis. With the help of NLP classifiers, it becomes possible to automatically identify data, which
allows to get information about market trends or security threats, depending on the specific field.

Chapter 5 is dedicated to the comprehensive substantiation of the theoretical and method-
ological foundations and practical methods of monitoring the state of financial security of Ukraine
in conditions of economic turbulence as a factor ensuring the preservation of the state's financial
system. Indicators of the state of financial security of regions are proposed and it is proved that
they are not strongly connected, and also interconnected with the state of financial security of
the state, which allows their use as input information in the process of calculating the integral
indicator of the state of financial security of the region. On the basis of the proposed methodology
for assessing the state of financial security of regions, integral indicators of the state of financial
security of regions of Ukraine were calculated, which are actually the result of collapsing indicators
by subsystems into a system index for a certain region.

Chapter 6 discusses the essence and features of the circular economy as an innovative com-
ponent of the modern economy, which functions and develops on the basis of sustainable devel-
opment, the deep reasons for its emergence, formation and transformation into a factor in the
formation of a new paradigm of the global economy. Being a mechanism for the implementation of
the Global Goals of sustainable development, the concept of a closed cycle economy encourages
highly developed countries and businesses to introduce innovations and define the development of
a circular economy as a priority in their long-term strategies.

KEYWORDS

Integer economic data processing systems, modular number system, non-positional number sys-
tem, economic cyber security, national economy, intrusion detection systems, unauthorized access,
strategically important enterprises, state regulatory policy, institutional support, semantic role label-
ing, natural language processing, monitoring financial security, national security, circular economy.
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- CIRCLE OF READERS AND SCOPE OF APPLICATION

The monograph is intended for researchers who are engaged in the development of measures
to increase the financial security of the state, primarily through the development or improvement
of security systems in cyberspace, as well as practitioners who are looking for the best scientific
solutions for implementation, which can contribute to the formation of reliable cyber protection
measures in the information environment of the enterprise, contributing to the increase of its
financial security.

The monograph is also useful for state authorities, which are forced to search for operational,
most effective solutions to ensure the financial security of the state as a whole, its strategic en-
terprises, including critical infrastructure, in particular through the regulation of security measures
in the information space, in the presence of modern external threats.
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- INTRODUCTION

The general difficult situation in the modern world requires the governments of the democratic
world to take urgent measures to protect their states and citizens at all levels. Due to the aggres-
sion of the russian federation against Ukraine and the chain reaction that arose after the full-scale
invasion of Ukraine by Russian troops on February 24, 2022, the danger in the world rose to an
unprecedented level.

One of the key dangers is information security, which can cause the destruction of financial
systems of national economies due to the imperfection of measures to counter unauthorized intru-
sions. The development of appropriate countermeasures in cyberspace is not a purely technical or
technological problem, but covers much wider areas of society. In particular, counteraction mecha-
nisms should be developed at the legislative and executive levels, which involves the involvement of
many state institutions in terms of the financial security of national economies. Therefore, systemic
scientific developments dedicated to both conceptual and recommendatory decisions regarding the
formation of such mechanisms are relevant. It should be recognized that there are currently no
single scientific and scientific-applied solutions, therefore the different views of specialists, includ-
ing related fields of knowledge, on this problem are important. Among such views may be visions of
some solutions to the problems of ensuring economic cyber security in the following developments:
creation or improvement of cyberspace protection systems based on the comparison of available
data, determination of strategic directions and implementation mechanisms for ensuring economic
cyber security of business in the conditions of the development of the digital economy, solving
the problem of strengthening security in a strategically important state enterprises through the
development of effective forms of implementation of the state regulatory policy in this direction,
methods of analysis and processing of complex textual information from various sources, compre-
hensive substantiation of theoretical and methodological bases and practical methods of monitoring
the state of financial security of the state in conditions of economic turbulence, including those
caused by external threats in the information space.

It is in this vein that the monograph presents the results of systematic research devoted to
the problems of ensuring economic cyber security.

Using the example of Ukraine, the position of the state in the global cyber security ratings
was analyzed and promising directions for increasing its level were outlined, one of which is the
improvement of information protection systems of critical infrastructure objects. A system for pro-
tecting the information environment from cyberattacks using a modular counting system based on
non-positional code structures is proposed. An improved method of quick comparison is presented,
which allows the comparison procedure to be carried out in the modular counting system, both
in positive and negative numerical ranges, and provides maximum accuracy of comparison with a
minimum amount of equipment for comparing devices. This circumstance makes it possible to obtain

1
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a reliable result of the data control operation, which allows identifying potential cyber threats and
taking preventive measures to increase the level of protection of critical infrastructure objects.

The strategic directions of ensuring economic cyber security of business in Ukraine and the
place of economic cyber security in the national security system have been determined. The modern
trends of cyber threats are studied and the strategy of cyber security policy of business entities in
the state is proposed. Behavioral analytics of UEBA users and objects were considered to detect
violations in the field of security. On the basis of Microsoft's Advanced Threat Analytics (ATA),
the process of monitoring network traffic of domain controllers was considered, with the aim of
detecting cyber-attacks. Using Azure Security Center as an example, intelligent security tools and
analytics enhancements are explored to detect threats faster and reduce the number of false
security alerts. The use of the proposed cybersecurity policy recommendations has the potential to
significantly increase the level of business information security.

The problem of strengthening the security of strategically important enterprises of Ukraine
through the development of effective forms of implementation of the state regulatory policy in this
direction has been studied. The issue of identifying strategically important enterprises and forming
their security at the state level as a basis for supporting and restoring the national economy has
been updated. With the use of the key provisions of the project of the Recovery Plan of Ukraine,
strategic directions of deregulation of business activity in the state, including strategically import-
ant enterprises, have been determined.

The proposed solutions for identifying the most significant information using Natural Language
Processing allow to improve decision-making processes in a digital environment that is constantly
changing. This enables the analysis and understanding of security-related textual data, which in turn
enables faster response to threats.

A comprehensive substantiation of the theoretical and methodological foundations and practi-
cal methods of monitoring the state of financial security of Ukraine in conditions of economic tur-
bulence, as a factor ensuring the preservation of the state's financial system, was made. Based on
this, a methodical approach to monitoring the security state of the financial stability of the regions
of the state has been developed. On the basis of the proposed methodology for assessing the state
of financial security of regions, integral indicators of the state of financial security of the regions
of Ukraine were calculated. This makes it possible to cluster the regions of the state and to make
decisions on financial security measures at the state level.
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CHAPTER 1

CYBERSPACE PROTECTION SYSTEM BASED ON THE DATA
COMPARISON METHOD

CHAPTER 1

RBSTRACT

In the conditions of growing challenges in cyberspace, the information environment pro-
tection system is a preventive mechanism of protection against real and potential risks and
threats to national interests. The study analyzed the position of Ukraine in the world rankings
for cyber security and outlined promising directions for increasing its level, one of which is the
improvement of information protection systems of critical infrastructure objects. A system of
protection of the information environment against cyberattacks using of the modular number
system based on non-positional code structures is proposed. Of the various options for the
practice of intrusion detection and prevention systems, this chapter discusses the data com-
parison algorithm, which consists in continuously monitoring and scanning data by constantly
comparing data with user and service information patterns, as well as threat patterns and
indicators based on previous experience, not only own, within the local network or system, but
also on a global scale.

The chapter presents an improved method of fast comparison, which allows to carry
out the comparison procedure in the modular number system, both in positive and negative
numerical ranges. Improving the method of fast comparison of two integers is carried out by
increasing the accuracy of comparison, by representing numbers in an artificial form, which
expands the area of effective use of computer systems for processing integer economic data
in the modular number system. The use of an improved method for fast comparison of data
in the modular number system for one-byte, two-byte, three-byte, four-byte and eight-byte
numerical bit grids of the computer systems, respectively, by 16 %, 37 %, 50 %. It is 58 %
and 72 % more efficient in terms of number comparison time than using the fastest of the
existing number comparison methods in the modular number system, which is based on the
principle of nulling. The proposed method provides maximum comparison accuracy with a mini-
mum amount of equipment for comparing devices. This circumstance makes it possible to obtain
a reliable result of the data control operation. Its use makes it possible to identify potential
cyber threats and take preventive measures, which will increase the level of protection of
critical infrastructure objects.
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The digitalization processes rapid development gave an impetus to the development of
cyberterrorism in the world. The growth of cyberattacks on critical infrastructure objects in
recent years has made the information environment protecting issue as a basis for ensuring
the countries national security as a whole. After all, their destructive influence extends to all
the national economy spheres and is a threat to national interests. Losses from realized cyber
incidents are measured not only by financial costs. The hybrid aggression of the Russian Feder-
ation against Ukraine since the beginning of 2022 has turned into a cyberwar and a full-scale
military invasion. Mass cyberattacks against Ukraine state structures and businesses, which
are aimed at disrupting the functioning of strategic life support facilities, require an increase in
the cybersecurity level. Under the conditions of constant cyber risks and cyber threats grow-
ing the monitoring of Ukraine cybersecurity level, highlighting the main problems of national
cyber protection system accretion and determination of their solving directions are important.

11 ANALYSIS OF MODERN APPROACHES TO CYBERSECURITY RESEARCH

The issue of cyber security is currently one of the leaders of current topics in the world,
which is characterized and confirmed by active research by scientists. The issue of the formation
of an effective mechanism for countering threats in the cyber sphere is clearly and in detail
considered in the work of Yusif Salifu, Abdul Hafeez-Baig [1]. The authors investigated a model
for effective cybersecurity management, which is based on such key components as a cyberse-
curity strategy, standardized processes, compliance with the requirements, senior management
oversight, and resources. In the conditions of growing challenges in cyberspace, the subject
of research of leading scientists are also the processes of legal support and management of
cyber and information security in general, both at the national and international levels [2, 3].

The development and improvement of over-reliable computer systems (CS) is a strategi-
cally important and topical issue and is under the special control of the heads of states and
governments of the advanced countries of the world. There are many approaches and tools that
contribute to the stability and security of countries in cyberspace, which consist of political stra-
tegies such as the strategy of persistent engagement, recently used in the United States [4, 5]
and technical methods. Among the main effective technical methods used by modern cyber
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threat detection systems is the use of various data comparison methods, the main anes of which
were researched by the American scientist Michael Collins [B].

The more unique and individual data protection and monitoring systems are (created exclusively
for a specific object and not for mass application), the higher the level of protection against cyber-
attacks has been proven by Zhang Hao Goh, Minzheng Hou, Hichang Cho [7].

Some Chinese scientists Jian Liu, Junjie Yan, Jun Jiang, Yitong He, Xuren Wang, Zhengwei Jiang
and others have studied the existing positional binary number system and concluded that it has
flaws, and the existing hacking methods, hacking attacks, viruses and information integrity viola-
tions are constructed using a binary positional code. Therefore, it is natural to search for oppor-
tunities to apply such arithmetic to which existing threats are not adapted [8]. In this regard, the
non-positional number system (NNS) based on the Chinese residuals theorem, the so-called modu-
lar number system (MNS), draws attention. The results of research in the field of the creation of
high-reliable CS of well-known authors (M. Valakh, A. Svoboda, N. Sabo, I. Y. Aksushskyi, D. I. Yudit-
skyi, V. M. Glushkov, V. A. Torgashov, V. M. Amberbaev, A. A. Kolyada, A. Shimbo, P. Paulier,
M. A. Thornton, R. Dreschler, D. M. Miller, and others) showed that the use of NNS as a system
of calculations of CS, intended for the implementation of reliable integer arithmetic operations, sig-
nificantly increases the reliability of data processing of the solution of problems of a certain class.

Indeed, as the review of the literature showed, today the field of use of the MNS is limited to
a certain class of solvable problems: implementation of integer arithmetic operations of addition,
subtraction and multiplication of numbers in the positive numerical range. The lack of methods of
comparing integers presented in the MNS, both in the positive and negative numerical ranges,
significantly narrows the area of effective use of the MNS. Therefore, when improving the method
of comparing numbers, numbers were considered in the form of a string, which makes it possible to
carry out an algebraic comparison of data (taking into account the sign of the number).

The purpose of the work is to research the cybersecurity of Ukraine in the conditions of military
aggression, to determine the level of cyber resilience of Ukraine and directions for improving cyber
protection in the terms of deepening cyberwarfare, development of data comparison methods
based on non-positional code structures, which will ensure maximum accuracy for cyber intrusion
detection and prevention systems.

The research in the article is based on the application of data comparison principles and relia-
bility improvement methods based on the use of non-traditional machine arithmetic. The set of
properties of the MNS was used in the scientific research, namely: independence, equality, and
low-bitness (low-digit capacity) of the residuals that define the non-positional code data structure
of the MNS provides high reliable for the implementation in the CS of computational algorithms
consisting of a set of arithmetic (modular) operations.

Using one more property of the arithmeticity of the MNS codes, which allows to find and
correct errors in the process of performing arithmetic operations, which is the most important
advantage of the MNS over all positional systems, including a binary code, where on the contrary,
in an arithmetic device if an error occurs once, it multiply uncontrollably [9].
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A distinctive feature of this article is that the proposed methods for improving the reliability
of information processing in the CS, which consists in comparing data using MNS, are brought to
algorithms, on the basis of which classes of patentable devices that implement such algorithms
have been developed and for which Ukrainian patents have been obtained [10]. A significant part
of the received patents has found practical application in the creation of specialized real-time CS
for processing large arrays of integer economic data [3]. The paper gives examples of specific
application of methods and algorithms for arithmetic and algebraic comparison of data in the MNS.

12 THELEVEL OF CYBERSECURITY OF UKRAINE IN THE CONDITIONS OF GROWING THREATS

The IT technologies development, the digital environment rapid transformation along with un-
deniable advantages have led to the information environment risks and threats deepening [11],
in cyberspace in particular. Thus, if at the beginning of 2020 the number of cyberattacks in the
world was about 5 thousand per week, then at the beginning of 2021 their number increased to
200 thousand (Financial Stability Board, 2021). At the same time, 19 % of all cyberattacks in the
world, recorded in 2021, were committed against Ukraine (in the first place among the countries
against which cyberattacks are directed is the USA — 46 %). For comparison, the share of Belgium,
Germany and Japan does not exceed 3 % (Fig. 1.1).

Moldova
2%

Ukraine
19% Portugal

6 1%
ermany

2%

United States
46 %

O Fig. 1.1 Ranking of countries by the number of cyberattacks in 2021

According to the official data of the Microsoft company [12], the largest number of cyberat-
tacks during the Il half of 2020 and the | half of 2021 were carried out from the territory of the
Russian Federation — 58 % out of the entire recorded number.
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According to official data, Ukraine ranks second in the world rankings in terms of the number
aimed at the country's critical infrastructure, i.e. such industries as energy, finance, telecommu-
nications, etc., and state electronic information resources, the disruption of which is a threat to
national interests [13]. Since the beginning of 2022, the Russian Federation, before a full-scale
invasion, has been waging a cyberwar against Ukraine — the intensity of cyberattacks is increasing:
in January alone, 6.8 million suspicious information security events, 25.5 thousand potential cy-
ber incidents and 121 cyberattacks were stopped. For comparison, in April 2021, specialists of
the Security Service of Ukraine detected 1.5 million suspicious events and stopped 53 critical
cyber incidents [14]. In January-February 2022, 436 cyberattacks were carried out on critical
infrastructure facilities and state information resources of Ukraine, compared to 64 in the same
period of 2021. The largest of them are presented in Fig. 1.2.

February
23, 2022

February
15-16, 2022

January
12202 Rl

 Cyberattack on * A large-scale *DDoS attack * FoxBlade virus
individual official cyberattack on state cyberattack
websites and on about and banking
systems of the 70 government websites of
IT sector websites Ukraine

O Fig. 1.2 Cyberattacks on critical infrastructure facilities and state
information resources of Ukraine in January-February 2022
Note: compiled by the authors according to [12, 14—16]

According to the data of the National Security Council of the United States and the National
Cybersecurity Center of Great Britain, the cyberattacks were organized by the Intelligence De-
partment of the General Staff of the russian federation [17, 18]. In March-May 2022, along with
military aggression, cyberattacks on the energy sector, logistics infrastructure, Ukrainian online
media sites, and official state resources continue.

Ransom ware, insider attacks, phishing, targeted cyberattacks and DDoS attacks are iden-
tified as the main types of cyberattacks that pose the greatest threat to the national economy
information security [19]. Their destructive influence causes, first of all, significant financial losses.
Thus, according to the American company McAfee, which specializes in computer security, and the
Center for Strategic and International Studies (CSIS), in 2020, global economic losses as a result
of cyberattacks amounted to more than 1 trillion USD, which was 1 % of global GDP. Compared
to 2018, this indicator increased by more than 50 %. In 2021, losses from cyberattacks in-
creased to 4.2—6 trillion USD (Fig. 1.3). It is predicted that in 2025, the volume of financial
losses from cybercrime will reach 10.5 trillion USD.

It should be noted that in 2021, the highest average cost of a data breach over the past
17 years was recorded — 4.24 million USD. A similar figure for 2020 was 3.86 million USD [21].
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The most common cause of data leakage was phishing attacks. In addition to direct financial losses,
cyberattacks cause loss of working time, as well as the loss of the company's image [13, 22]. There
are other hidden losses from cybercrime — in particular, a decrease in employee job satisfaction.

7000
= 226.3x-912556x+9E+08 ,
soon ' F— 0 7408 4.5-6 trillon USD
5000
4000
3000
445-600 billon USD 1?&%2?8%0
2000 345_445 bilion USD 500-600 billion USD
1000
0
2012 2013 017 2018 2019 2020 2021 2022
-1000
-2000
O Fig. 1.3 Global financial losses from cyberattacks in 2014-2021

Note: compiled by the authors according to [20]

Taking into account the growth of negative financial consequences from the cyber threat's im-
plementation, the need to increase the cybersecurity level under the circumstances of a cyberwar
with the Russian Federation is unconditional.

To date, a number of global indices have been developed which allow determining the country
capabilities in the field of cyber protection, assessing its cyber power, specifically, the regulatory
measures and means ability to achieve strategic cybersecurity goals. Ukraine's high potential in this
direction should be noted. This is confirmed by the positions in the world rankings, the comparative
characteristics of which are presented in Tahle 1.1.

According to the National Cybersecurity Index (NCSI), which measures the countries readiness
to prevent cyber threats and manage cyber incidents, Ukraine rose to 24% place among 160 coun-
tries at the end of 2021 and improved its position by 4 points compared to 2019. Ukraine is
approaching Switzerland (23" place) and Great Britain (22™ place) in terms of cyber protection
capabilities of the national information space. At the same time, according to the Global Cyber-
security Index (GCI), Ukraine ranks 78™. According to the National Cyber Prowess Index (NCP),
which measures the effectiveness of government strategy, crime response and countermeasures,
defense capabilities, resource allocation, private sector participation, workforce efficiency and
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cybersecurity innovation, in 2020, Ukraine ranked only 26™ out of 30 countries in the world
and 10™ among European countries. At the same time, it should be noted that the countries that
had the most developed cybersecurity forces were included in the rating, which confirms the
existence of potential opportunities for building up cyber capabilities and increasing the level of
information security in Ukraine.

Graphical interpretation of Ukraine's positions in the world cybersecurity rankings and their
dynamics are presented in Fig. 1.4.

r—
(=
@ Table 1.1 Comparative characteristics of global indices on cybersecurity &
=%
National Cybersecurity Global Cybersecurity National Cyberpower =
Index (NCSI) Index (GCD) Index (NCPI) g
Published last year 2021 2021 2020
Developer Estonian Academy of International Telecom-  Belfer center
e-Government munications Union
Countries Assessed 160 194 30
Indicators 12 General cybersecurity 20 indicators 27 Capability
indicators 32 Intent
Ukraine's place in the ranking 24 78 26

Note: compiled by the authors according to [23-25]

90
80
70
60
50
40

Place in the ranking

30
20
10

NCSI GClI NCPI

O Fig. 1.4 Dynamics of Ukraine's positions in international cybersecurity rankings
Note: compiled by the authors according to [23-25]
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The potential of Ukraine in the field of cybersecurity is noted not only by world ratings, but also
by international organizations. Among other things, at the beginning of April 2022, Ukraine was
admitted to the NATO Cooperative Cyber Defence Centre of Excellence as a contributing member.

The positive dynamics connected, inter alia, with the improvement of domestic legislation in
the field of information and cybersecurity is noted. At present, the legal framework for regulating
and ensuring security in the information space, including cyberspace, includes: the Constitution of
Ukraine, the Law of Ukraine "On National Security of Ukraine", the Law of Ukraine "On the Concept of
the National Informatization Program", the Law of Ukraine "On Basic Principles of the Development
of the Information Society Development in Ukraine for 2007—2015", National Security Strategy,
Information Security Strategy, Cybersecurity Strategy of Ukraine, Concept for the Development of
the Digital Economy and Society of Ukraine for 2018-2020, Concept for the Development of Digital
Competences, International Standards of the ISO/IEC 27000 series, regulatory papers in the field of
information technical defense (RP ITD) and national standards of Ukraine on creating and functioning
of CSID, other regulatory law acts which control interactions on the field of information defense.

The strengthening of cooperation with international organizations in the field of cybersecurity
is also noted. In September 2021, the State Service for Special Communications and Information
Praotection of Ukraine made an agreement with the US Agency for Cybersecurity and Infrastructure
Security, which provides: coordination of actions to protect critical information infrastructure ob-
jects and improvement of the response system to cyber incidents; exchange of experience within the
framework of the risk management system, which will ensure Ukraine's national resilience to cyber
threats; use of the US experience in organizing the government bodies interaction and business in
the field of cybersecurity; implementation of international technical assistance projects related to
the construction of a network of branch and regional Security Operation Center and Computer Secu-
rity Incident Response Team (CSIRT) which are implied by the Strategy of Cybersecurity of Ukraine.

The accession of Ukraine to the Joint Center of Advanced Technologies for NATO Cooperative
Cyber Defence Centre of Excellence (CCDCOE), which took place in April 2022, provides an opportu-
nity to exchange experience in detecting and countering modern cyber threats, practicing the skills
of joint response to cyberattacks and conducting defense and deterrence operations in cyberspace.

The development of international cooperation in the direction of strengthening Ukraine's cyber re-
silience is a priority task in order to prevent global information threats, ensure a high-level quality of cy-
bercrime investigations, arrest and prosecute malicious agents, and overcome cybersecurity problems.

At the same time, there are directions in the field of cybersecurity that have a negative impact
on Ukraine's position in the specified ratings and require improvement. In particular, the low level of
contribution to global cybersecurity to date, the insufficient level of digital services protection, the
insufficiently developed direction of military cyber operations.

It should be noted that since the beginning of 2022, vigorous activities have been conducted in
all the noted problematic aspects: Ukraine has become an active participant in international coope-
ration in the field of cybersecurity; there is a process of forming a cyber-army [26, 271, which is
responsible for information security, protection of critical infrastructure and intelligence.
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Considering Ukraine's achievements in cyberspace, it is legitimate to define it as an equal
participant in the international arena in the field of cybersecurity. Prospective tasks should be the
further improvement of information protection systems of critical infrastructure objects based
on hest global practices, as well as the coordination of actions with international organizations to
counter threats related to the development of the digital economy and information saciety.

The construction of an effective cybersecurity system in the aspect of comprehensive counter-
action to cyber threats will contribute to the formation of a preventive mechanism for countering
threats and their containment, anticipatory response to dynamic changes occurring in cyberspace,
which is necessary in the conditions of cyberwar. Methods and algorithms of security systems
against unauthorized intruders are, as a rule, developed for a specific object of protection. But
regardless of the protection object, whether it is a large commercial network, a state-level server,
or a simple user's mobile device, there is one common goal, which is to protect data as the main
element of information security.

In order to protect any system, it is necessary first to detect an intrusion (attack) regard-
less of the type, whether it will be viruses (classic file viruses or ransomware viruses, so-called
Ransomware encryptors), phishing, DDoS attacks, botnets, backdoors, or other hacking attempts
it is the task of Intrusion Detection System (IDS). The next step is to decide how to eliminate
this cyberattack and, based on this experience, create a reliable algorithm for protection against
threats of this type, this is the task of Intrusion Prevention System (IPS). There are various modes
of systems for detecting and preventing intruders, but, as a rule, the algorithm is the same, when
detecting and eliminating attacks, the task of security systems is also to create templates of
potential threats. In the further process of continuous data monitoring and scanning, a constant
comparison of data with user templates and service information, as well as with threats templates
and indicators based on previous experience, not only within the local network or system, but
also on a global scale [6].

At the moment there are various programs (Azure Security Center, Microsoft Advanced Threat
Analytics) with a templates database of all threats that had been identified before that in the world.
Also, there are many sites with which you can get information about new indicators and templates,
as well as make your own contribution to the cyber protection IT community by sharing your types
of attacks, if they are not available on this platform [28].

It is very important that cyberattack protection systems compare all data on a wide scale and
make correlations not only by the traffic pattern, but also by the user profile, since otherwise the
chances of false positives increase. It is possible to use different security centers, software and
hardware protection, but all of them make decisions as a result of maonitoring based on certain data
comparison methods. Since all data is presented in the form of a binary code, the task is reduced
to comparing numbers [29].

In previous studies, the advantage of using computer systems for processing integer economic
data (CSPIED) based on the system of final classes was proven modular number system (MNS).
It is known that using a non-positional number system in the MNS enables the organization of
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integer data rapid processing procedure, i.e. the possibility of creating methods and tools that
provide high user productivity in solving a certain class of problems (implementation of arithmetic
operations of addition, subtraction, multiplication). This is achieved due to the use of such pro-
perties of the MNS as independence and small-scale residuals {5,.}, the set of which is a number
Suns = (51:55.-.-:5,1,5,5,,4.--..5, ) according to n bases (modules m,) of this MNS, by using tabular
machine arithmetic. The need to perform non-positional operations of comparing two numbers
Suns = (5115315, _1,5,5 ,1-5,) A Typye = (p byt 8,8, ...E, ) When solving CSPIED prob-
lems and algorithms of various purposes reduces the overall efficiency of using MNS. This is due
to the significant implementation time (compared to the time of performing the above-mentioned
arithmetic operations) of the comparing two numbers in the MNS operation. Therefore, the re-
search and development of mathematical models, methods and algorithms for comparing numbers
in the MNS is an important and urgent task [30].

At present, it is possible to distinguish three groups of methods of comparing numbers in the
MNS. The first group includes methods of direct comparison based on the transformation of num-
bers S, and T, from the MNS code to the positional number system (PNS) S, = 5,, 4,5, »----5;
and Ty =t b, ... by [p — digits of numbers 5, and T,,,c) and their further comparison based
on the use of hinary positional adders. The second group of methods includes methods based on the
principle of nulling. The procedure of the nulling process consists of moving from the initial number
Syns = (1.5p15,1.5,5,.1,-...5,) presented in the MNS to the species Sypys = (0,0.....0.%).
After that, by value '’ the interval [gm,, (g+’|)m,) hitting numbers S, is determined. Nulling
of the number is carried out similarly 7, =(t1,t2,... £ t,,t,%...,t"), from where let's get the

il /',1!
values . Positional comparison of the obtained values x'* and % determines the result of com-

n
paring numbers S,,s and T, ;. The third group of methods includes methods based on the determi-
nation (selection) or formation of special features, so-called positional features of a non-positional
code (PFNC). PFNC data (for example, rank r numbers S, ) carry additional information about the
magnitude of the numbers that are compared [31].

The common disadvantages of all currently existing groups of methods comparisons are the
time and hardware complexity of organizing an effective comparison, as well as the possibility of
obtaining an unreliable result of comparing two numbers operation due to calculated errors. The

abovementioned material is the basis for using a new comparison method.

13 METHOD OF ARITHMETIC COMPARISON OF DATA IN THE MNS

Let's consider the numbers arithmetic comparison method of 5,5 = (5;,5,.-...5,_1,5,,51.--:5, )
and Ty = (t1,t2,...,t/.fw,t,,t,%...,l;"), based on the use of PFNC of these numbers, by forming a sin-
gle-line binary code (SLBC). Let the MNS be given by the set {m,.}, i =1, n, pairs of prime numbers.
The greatest common divisor (GCD) of any pair is based on m, and m, (i, g=1n, iig) is equal to

unity, i.e., GCD (mi,mg) =1. For the sake of common sense, let the MNS be ordered (m, < m,_,).
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The essence of the proposed method is that the initial numbers S, and T, s by means of nulling con-
stants (NC) of the form NC}" =(s7,5;,....57 1,5,,5/,1,.--,57) and NC'=(£7,3,...t7 b, ..., t7) are

i1 P
(S)
reduced to numbers S, —SMNS NC' = (5,,55,..- sk 1,sk,sm, .8 ) (sj,sz, S/ 115,,5] 1118

3 -1 i+ "'):
=(s,,5, .. 0s T =T -NC, oo g bin b B, ) = (B bgn bt e, t')=
;11 S] g Q) (11) " ) ( b n) (1 ; )

/1' i+ -1 =1
=t tl‘“ﬂ,[] 0 t‘” a multiple of a certain chosen ane p, MNS module. Further, by means
of the aggregate 0, m,, 2-m,...,(N=2)-m,, (N —1)-m, of N constants multiples of the base m,,
subtraction operations are carrled out in parallel in time 5, —Ks-m=Z and T, —K;-m,=Z,],

(K (K;)=0.N=1) that:

5, -0-m =27, 7, -0-m =2,
Sm’ -1.m =272, Tm’ -1-m =2,
5m’—2-m,.:2§5’, Tml—2-m,:Zé”, (1.1
Sm’—[N—’I)~ =79 T, ~IN-1-m =2,
where
Nm = H mk’
L kSt ke

—the number of binary digits in SLBC records K[”s and K[”m’ or the number of adders performing
type operations 5, —Ks-m=Z or T, —K;-m, = Z[” '

Thus, an SLBC of the blnary sequence type is formed K[”S = {Z[S 12,5207 75
for the number S, 5, with only one value Z[s’ 0. In the case that S —ng- m, U Other values

Z0=1i§,-—q-m#0,g=0N-1 q:tn5 In this case, the SLBC is issued K[”S and Ky is

a sequence Consnatlng of N, binary levels. In this sequence, only one binary dlglt is zero, ‘and
the rest are ones. Locatmns of zero discharges of the SLBC K["S and K[”f’ determine PFNC
ng and n; respectively, the numbers 5, and T, In a similar way, the SLBC of the form is
formed Ky’ = {2}, Zy ... Z;" Z}" Zy'} for the number T,;,c. At the same tlme the meaning
ZJ= |fT =y, 0] and the other values Z,'= 1 if T, —q-m, ;tO(q 0ON- q;tnT) (91.

The method of ar/thmet/c comparison of two numbers in the MNS consists in performing the
following steps of the algorithm:

1. Representation of compared numbers in the MNS:

SMNSZ(SW’SE’ 5i_1 55 5:+1'---'5n)

and

Tuns = (twrte’---'tiwtntm,---'tn)-
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2. Formation by values s, and ¢, of nulling constants of the species:
S) _ (o’ o ’ ’ ’
NCm, _(51’82""’Sr'—ﬂ’s/"siﬂ""’sn)
and

NG = (v g 7).
3. Determining the values of the difference of numbers 5, andT,, :

5, = Suns = NC’ = (81,85,--45_15,5,,15,) = (87,811+1,8] 1,8,,8]10---,57 ) =

i
_ “ 5" Q) Q)
_(S’I 18p e 5 1’U Si1reei5y )

—
(=<
3
—
A
=L
o
(b ]

and
Tm = TMNS_NC[T] :(t ’t ""‘ti—'\’tl’ ti+’|""’ tn)_(tﬂ,’té""’tl,—’l‘ti‘tilﬂ""’t;):
(0 £ (Y] Y] (N
= (6t b, 00 ).

P

4. Definition of the SLBC components z* and z,:

K,[\fsl _ {Z,(VS] , Z [51 Z[S]z[S] 2[51}
. i
and
w) _[7n om N 7T 70
Ky _{ZNH ., .1, }

By means of adders, using a set of constants (0,m,....,(N—1)- m ) by formulas S, —Kg-m,=Z;
and T, — K; - m, =Z,’ components are defined z*' and z[”

5. Formatmn of guantitative values of PFNC ng and n,. By type of the SLBC K[”S =
—{Z(S’ & 2520 757} and Ky = {Zm Z”m] L ZP 70 70} the values of the blna-
ry dlglts of the SLBC are determined for which Z[S] [] and Z” 0.

B. Implementation of the comparison operation “result algorlthm Sy aNd Ty

Suns = Tuns: 1f (M5 = 1) Syns > Tyws: 1F (15> 14 ): Sy < T iF (15 < 17).

@ Tahle 1.2 Algorithm for arithmetic comparison of numbers in the MNS

No. Number comparison result Condition for performing comparison operations
1 SMNS TMNS Ng =y
2 Suns > Tuws Ng >Ny
3 Suns < Tuws Ng <y
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To illustrate the essence of the comparison method, let's consider the geometric inter-
pretation of the proposed method for comparing two numbers. Fig. 1.5 presents a numeri-
cal segment (0, DI, corresponding to the range of representation of the compared numbers

n
Suns = (511520115,_1,5,8 11015, ) AN Tys = (£, buv. b EE 8, ), where D = [ [ m,. This seg-

i+
i=1

ment is divided into intervals [ gm,, (g+1)m,), of length m, units each. The operation of convert-

ing the initial numbers s and T,,,; via nulling constants NC,>' = (57,5;,....51,5,,5/,.---,5;) and

NCY = (tty.....t_y bt n..ut;) tO the species:

i+

i+1

_ (5) _ , N
Sm,—SMNS_NCm, _(51’52"'"Sk—1'5k'sk+1""’s) (51'52' 515, g0 )—

i+ n
(0 1] (1 (1
(51 ’52 LR I 1’0 Sl+1’ ’Sn )
and

T =Tins =NCy' = (Eby bbb £) = (18 bbb g b)) =

m; =i *“n
_ (0 £ ] Q)] ]
_(t1 't2 " tl 1’0 t/+1’ tn )

is equivalent to shifting comparable numbers to the left edge of the corresponding intervals
[g1 ¥ (g1 + ’I) ) and [g2 (g2 +’I) ) their initial location, which corresponds to reducing them
to numbers 5, and T, mu|t|p|e modulo m, MNS. Then the numbers are determined g, = n,; and
g, = n; these |ntervals (see expression [’I]) which is the PFNC of numbers in the MNS.

Consider an example of a specific implementation of the operation of arlthmet|c comparison of

numbers in the MNS with bases m, =2, m,=3 and m, =9, where in D = Hm =2-3-2=30,
N H m =N, =Ny = H M=y m =2-3=6 (Fig. 1.6). Table 1.3 shows the code

k=1, k=i k=1, k=

words for this I\/INS Tahle 1.4 shows the NC and Tahle 1.5 shows the sets of constants in
the MNS with bases m, =2, m, =3 and m, = 5.

i=0 i=1 =2 g=N-1 g=N-2

o -

m 2:m 3m .. gm (g+1m .. INo=13m D=Npnm

O Fig. 1.5 Intervals of splitting the numerical axis [0, D) for an arhitrary base m, MNS

g=0 g=1 g=2 g=3 g=4 g=3

e s
T T
0 ] 10 15 20 295 30
[0, ) (5,10 (10,15 (15, 20) [20, 25) (25, 30)

O Fig. 1.6 Intervals of splitting the numerical axis [0, D) for the base m, = 5 MNS
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The application of the considered method enables to carry out an exact comparison of two
numbers only if these numbers are found in different numerical intervals [g1m,,(g1 +’|)m,)
and [gem,,(g2 +’I)mi). When the values are equal to numbers g, = g, = g, the accuracy of
the comparison depends on the size of the interval [gm,, (g+’|)m,), i.e. from the value of the
value of the MNS module.

@ Table 1.3 Code word table

—

= - -

E S(7 in PNS ::’ir""”s) ':::MNS p— S(T) in PNS ::’Z(:’"”‘) ":":h:aMNs p—

% 0 0 00 000 15 1 00 000
1 1 01 001 16 0 01 001
2 0 10 010 17 1 10 010
3 1 00 011 18 0 00 011
4 0 01 100 19 1 01 100
5 1 10 000 20 0 10 000
6 0 00 001 21 1 00 001
7 1 01 010 22 0 01 010
8 0 10 011 23 1 10 011
9 1 00 100 24 0 00 100
10 0 01 000 25 1 01 000
1 1 10 001 26 0 10 001
12 0 00 010 27 1 00 010
13 1 01 011 28 0 01 011
14 0 10 100 29 1 10 100
@ Table 1.4 The contents of the block of nulling constant (BNC)
s it) Constants

m,=2 m,=3 my=5

000 0 00 000
001 1 01 001
010 0 10 010
011 1 00 011
100 0 01 100
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@ Table 1.5 Constants for the formation of the SLBC
Constants in the MINS

g-m;(g=0,5) m,=2 m,=3 my=5
0 0 00 000
8 1 10 000
10 0 01 000
19 1 00 000
20 0 10 000
29 1 01 000

Let's give an example of the implementation of the operation of comparing two numbers for
thecase g, =g,=4.

Example 1. Let the compared operands §=23 (S,,,s=(1,10,011)) and T =21(T,,,,=(1, 00, 001))
will be presented in the form in the MNS (Fig. 1.7).

I

) — v 1 1
0 20 21 22 23 24 25 3

@1

QO Fig. 1.7 Scheme of the procedure for comparing numbers in the MNS

By residue values s, and t,, where s, =011, t, = 001 choose from BNC (Tahle 1.4) null-
ing constants, which have the form NC, = (1,00, O’I’I) and NC,” =(1,01,001). Next, define the
numbers S, = 5,,s —NC;>’ = (110, O’I’I) (1.00,011)=(0, 10, 000) and T, =T, —NC;' =
= (1,00,001) - (1,01,001) = (0, 10,000), which corresponds to operand shift S,, and T, to the
left edge of the interval [20, 25) (Fig. 1.7) their hits. Further, for the input operands, by means of
the implementation of expression (1. ’I] form the SLBC of the form K[”S K’ ={101111}, and

Ky =Kg" = {10111}, where N; = Hm =Bandn,=n, =4. Because ng = n, =4, then it is

considered that S,,ys = Ts- Actually S 23>T=21. This disadvantage of the comparison me-
thod is due to the following. In the case of comparing numbers in the MNS, the accuracy W,
comparing two numbers Sg = (S;,5,.....5, 15,5315, ) aNd Tys = (t SN A A A t")
depends on the location of the intervals [g1 (g1 +’I and [92 g2 +’I) ) finding these
numbers on the numerical axis 0D (Fig. 1.5), i.e. from |ntervals g, and g,. For values equal to given
numbers g, = g, = g, accuracy W, comparison depends on the size of the interval [gm (g + ’I)m,),

i.e. from the value of the quant|ty m, MNS module. For this case g, = g, = g have the following
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equality 5, =T, = g-m,. This testifies that 5,,; = T,,ys. However, this is not always true. In accor-
dance with the considered method of comparison, all numbers that fall into the numerical interval
[gm,, (g+’|)m,) will be equal to each other. This circumstance causes the unsuitability of this
method of comparing data in the MNS for all variants of the values of the compared numbers.

14 ALGEBRAIC DATA COMPARISON METHOD IN THE MNS

Based on the method of arithmetic comparison proposed in subsection 4, let's move on to
a possible implementation of the operation of algebraic comparison of two numbers in the MNS.
Perhaps there are two fundamentally possible options for organizing the procedure for algebraic
comparison: the introduction of a sign in explicit and implicit (using the artificial form (AF) represen-
tation of the compared numbers) forms. Let's consider the first option. In this case, the compared
operands Sy = (5,,5.5,1,5,5,1--5,) AN Typg = (b, byue. b b, o8, ) additionally have
two iconic discharges A ¢ (A, ;) and Afs (A_;). where:

1 Sy (T, 0, 0, if S5, (T, G,

A+S(A+T)={ P Snene) > A 7):{  Sine ) > (1.2)
0, if Syus (Tuns) <0 11 Sys (Tuws ) < 0.

Thus, the compared operands are represented as:

SI[\;]I\IS = {A+5'Afs; SMNS} = {A+s' A (51'521---'5:'71'5,"5”1 ----- Sn)};

TA[/RIS = {A+T'A—T;TMNS}= {A+T’A—T;(t1’t2 ----- ot tm b )} (1.3

where A+5(A+T) — positive and Afs(AJ) — negative features of algebraic numbers, respectively
Sus and T in the MNS.

Example 1. Compare two numbers §"=21 and T”= —24. Taking into account expres-
sions (1.2) and (1.3), represent the compared operands in the form Sy, ={(’I, 0;(1.00, UO’I)}
and TS, = {(U 1(0.00, ’IOO)} in the MNS. By the value of the residuals s, = s, =001 and

=t, =100 choose from BNC (Tahle 1.4) nuling constants which has the form N[,"S (1.01.007)
and NC” =(0,01,100). Next, define the numbers, 5, =5,,,,— NC,’ = (1,10,011) - (1,00,011)=

=(0, 10, 000) and T, =Tus—NC,’=(100,001) - (’I 01,001)= (U 10,000), which corresponds
to operand shift S21 =S| and T, = |T24| to the left edge of the interval [20, 25).

Further, through the implementation of expression (1.1), the SLBC is formed for the input

operands 5, =S5 and T, = [T5,] as Ky = K" = {10111}, K = Ki¥ = {10111}, where

Ny= Hmn 6 and ng=n,= 4 At the same tlme, through (n:[logz(tn—’l)]+’l)-th bit comparison

n=1
circuit, the result of comparison of residuals is determined in parallel in time s, = 001 < t, = 100.
Because ny=n, =4, A, ;="1and A ; =1, then in accordance with the algorithm of algebraic
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comparison (Table 1.6) determine that S, >T%,. Check: 21> —24. The disadvantage of the
previous comparison method, which was the low accuracy of the comparison, was eliminated.

@ Tahle 1.6 Algorithm for algebraic number comparisan 5%, and T')

No. Number comparison result Condition for performing comparison operations

1 S =To {(ﬂ5=ﬂ)A(A+5/\A+T }v{ ng=nm)A(AgAA, )}

2 Sing >Ths {(ns=n) A (A5 AA V(s> 1) A (A5 A A )}
v{(ns > ) A (8 A8 )bv{(ns < ”r)} {(Asnas)}v
vims <m)ir{(@srQ)}

3 S <Toe {(ns =n)A(A A A+,)} v{(ns >n)v(AgA A+,)} v

v (ng>n ) a(Ag AA )V (ng <)} a{(As Ad,)}v
V{("s < nr)} /\{(A,g A A+7)}

Consider the second version of the method of algebraic comparison of numbers in the MNS
based on the representation of the compared numbers S,=(s,.5,.....5,) and Tyus= (£;.t,.....L, )
in AF, i.e. s =(57.55,....5) and Tjus=(t7,t",,....t7). In this case, the following algorithm
for comparing twa numbers is implemented S;,,;= (s1 55,....5,)and Ty o= (&7, t5, .., £, ) in the MNS:

Slns = Tinss 1T {(ns, =m.)a[(s;+8]) = O(modE)]};
Sins > T 1 {(nse > me ) v {(ng =) [ (57 =) A (57 =0) ]} (1.4)
Sins < T I {(n5 <) {(n = 1) A[(67=1) A (=0T} }

The initial numbers S, s and T, are presented in the AF:

4 7 D
SMNS (TMNS) = E +
4 7 D
SMNS (TMNS) = E -

i.e. for positive numbers have that S;,s = D/2+|S,,s|. and for negative numbers have that
Sins = D/2 =S, s|- To determine the result of the operation of comparing two numbers in
the MNS, the following obvious relations are used:

|SMNS|(|TMNS|)’ if SMNS (TMNS) 20,

|SMNS|(|TMNS|)’ if SMNS (TMNS) <0,

(1.5)

if S/(/ws = TI\:INS then SMNS = TMNS’

If SMNS MNS then SMNS MNS’
if Syns < Tums» ENEN Sy < T (1.6)
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Let's look at an example for this method of algebraic comparison of numbers in the MNS.
Example 2. Let 5= ~2 (S,,,5=(0.10,010)) and T= -3 (7,,,5=(1.00,011)). S}ys= 0/2 = S, =
=(1,00,000)-(0,10,010)=(1.01011) and Ty/,= D/2~T, s =(1.00,000)— g’l 00,011)=(0,00,010).
By the value of s; =1 number Sy, = (107, U’I’I) choose a constant NC,, =(1,01,001). The ad-
der implements the operation S, = 5;,; —NC, =(101011)- (’IO’IOU’I) (0,00,010). By the
value of ;=0 number T),; = (0 00,010) choose a constant NC, =(0,00,000). The adder
|mp|ements the operation T, =T,,s—NC, = (0,00010)— (0,00, UOU) (0.00,010). Because
5, —ng-m=12-6-2=0 and " —n,-m=12-6-2=0 then for &, and T’,,. the
SLBC identical and equal K"’ —K® = {’I’I’I’I’I’I’I’IU’I’I’I’I’I’I} where N, =15 and ng, =n,, =6.
When (ng, = n;.) the |nequa||ty is performed Sy,s > Tys. IN accordance W|th the relation (1.6)
have the result of the comparison operation 5,5 > T,s- Check: 5 =-2>T =-3.

L5 IMPROVING THE METHOD OF FAST COMPARISON OF TWO INTEGERS IN THE MNS

Obviously, the main disadvantage of all the considered methods is the insufficient accuracy
of data comparison, so it is necessary to improve the above methods of comparison. In order to
ensure the process of accurate comparison of numbers in the MNS, the method of comparing two
numbers has been improved.

As previously noted, the most important characteristic of the process of comparing numbers
is the accuracy of comparison W, .In the case of comparing numbers in the MNS, the comparison
accuracy W, two numbers SMNS (5551155 35, ) AN Type = (Epbprennib byt
depends on the location of the intervals [g1 (g1 +1) ,,) and [gem,, (g2 +’|) ,) finding these
numbers on the axis 0+D, i.e. from numbers g, and g, these intervals.

When g, # g,, the algorithm for comparing two numbers S, s and T, ¢ is as follows. If g, > g,
then S5 > Tyus. What if g, < g, then 5,5 < Tys-

When g, =g, =g the comparison accuracy W, depends on the size of the interval
[gm (g+’|) ) i.e. from the value of the quantity m’ MNS module. For this case g, =g, =g,
5, =T, =g-m;it's believed that 5,5 =T,,s. However, this is not always true.

Based on the geometric interpretation (Fig. 1.5) of the proposed method for an arbitrary
module m; of the MNS, it's obvious that the comparison accuracy W, depends on the size of
the |nterva| [ L (g+T)m ) i.e. on the value of the module in accordance with which the SLBC
was formed. In this case, the comparison accuracy in the MNS can be determined by the follow-
ing expression:

W =—. 1.7

However, in the case m, =m, number of equipment N, devices for comparing two
numbers S, and T, dependmg mainly on the number of two groups of adders included
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in it that implement the operations 5, —Kg-m, =Z” and T, —K;-m, =Z, is defined by
the expression:

n-1
= Hmk. (1.8
k=1
For an arhitrary value m, of the MNS module, expression (1.8) will have the following form:

(1.9

’:L

k=1,
k#i.

Depending on the value of the module m, let's consider variants of the method of arithmetic
comparison of numbers in the MNS.

Let m, = m,=max. In this case, the comparison accuracy W, determined by the value of the
interval [ » (g+’|) ) and will be minimal. At the same time, the amount of equipment of the
comparing device N, (see expression (1.9)) will be minimal. Let m, = m, = min. In this case, for the
ordered MNS, the maximum comparison accuracy is provided, which is determined by the value of
the interval [gm1, (g + ’I)m1). In this case, the number of equipment devices for arithmetic compa-

n
rison of two numbers §, s and T, in the MNS maximum and equal Nm1=Hmk= my-My...m, _,-m,.
k=2

For MNS, the minimum base is m, =2 and the maximum comparison accuracy will be equal
to two units, which does not allow achieving the maximum comparison accuracy equal to one (see
expression (1.7)).

Thus, it is necessary to improve the methods of arithmetic and algebraic comparison of
numbers in the MNS in such a way that the result of comparing numbers in the MNS is
determined with maximum accuracy W, =1 and, preferably, with a minimum number of equip-
ment N_... The last condition is provided by the choice of base m, = m, = max, since it satis-
fies the conditions N,

To improve the method of comparing two numbers in the MNS, which provides the implemen-
tation of the functional £, =W, (N, ). two contradictory conditions must be met. The first, main
condition — ensuring the maximum accuracy of comparison is satisfied by choosing the minimum
m, =min (for example, m, = 2) from the hases of the MNS (Fig. 1.8).

However, in this case, the number of device equipment N, for comparing two numbers S,
and T, will be maximum (see expressions (1.9]). The second condition is to ensure the minimum
number of equipment N, provided by choosing the maximum m; = max base of the MNS.

To eliminate the above contradictions, let's introduce an additional procedure for comparing
immediate residuals s, and ¢, initial numbers S, s and T,,s by base m,. In this case, the maximum
accuracy of the comparison up to unit interval is achieved. So, as a positional comparison of resi-
duals s, and t, are carried out in parallel in time with the formation of the SLBC, then the speed of

comparing two numbers doesn't decrease.
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O Fig. 1.8 Intervals of partitioning of the numerical axis [0, D) for the base m,=2 in the MNS

—

5 Knowing the quantities s,, t,, n; and n;, mathematical procedure for comparing two num-

Nl Ders S = (15005115, 35, ) 8N Type = (Ep.bprennsbi_y,b ..., ) 0 the MNS can be re-

=T presented as (1.10)-(1.12):

==

(2
Suns = Tuns: [ (0 =) A (s, =1,)]: (1.10)
Suns > Tong: I {(ns >m)v[(ng=n;) (s, > tn)]}; (111
Suns < Tws: 1f (ns < 17)v[ (ng =) A (s, <t,) ] (1.12)

Improvements to the method for comparing two numbers S, s and T, in the MNS consists
in performing the following steps of the algorithm:
1. Representation of compared numbers in the MNS:

SMNS = (51’52"'"Sr'—‘l’sr"SlH""‘Sn)
and

Tons = (Bpbpreensb_pibE, 08, ) in the MNS.

=YY,
2. Formation by values s, and ¢, of nulling constants of the species:

(5) ’
C (51’52’ Sr 1’5 Sl+1’ ’Sn)

and
NG = (o g 7).
Simultaneously in time, the residuals are compared s, and t, compared numbers:

SMNS = (51’52"'"Sr'—1’sr"sl+1""‘5n)

and

TMNS = (tﬂ’t'-E""’ti—1‘ti‘ti+1,""tn)'

22



1CYBERSPACE PROTECTION SYSTEM BASED ON THE DATA COMPARISON METHOD

3. Determining the values of the difference of numbers 5, andT,, :

’ ot ’

_ (S) _ , N
5, =Suns = NCY' = (51,8p01:1,5,_1,5,,5, 10015, ) = (87:85,-,5]_1,5,,8],10-:,87) =
_ N LD (1 (1
—(51 1 Sy ’---'5:-11015”1’---!0)

and

— (7 _ v ’ ’ 7\ _
Tmn _TMNS - Cmn _(t1‘t2""’ti—1’tf’tl+’|""’tn)_(t'\’t?""’tr’—1’ti’tl+’|""’tn)_
_(+D () (1 (1
= (66, .., 0.0,....0).

Lt ES L
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(T,

4. Definition of the SLBC components z* and z,":

(ng) __ (S) (8) (8)7(S) 7(8)
KNmn = {ZNm"—1 ZNm"—Z Ly Ly L }
and
() _ (M) (7 (1) 7(1) 7(7)
K _{ZNW1 .11 }

By means of adders, using a set of constants (0,m,....,(N—1)-m, ) by formulas 5, ~K-m, =2,

and T, — K;-m,=Z,’ components are defined ;*' and z;.

5. Formation of quantitative values of PFNC n, and n;. By type of the SLBC:
K ={zn .2, %2020 2
and
Ko = {Zm 70 70 70 Zm}
Ny = N, =1 SN, =252 21 %0

the values of the binary digits of the SLBC are determined for which Z,* =0 and Z” = 0.
B. Implementation of the comparison operation result algorithm 5,5 and T,

Suns = Tuws: 1f [(ns = nT)/\(Sn = tn)];
Suns > Tuws: 1 (ng > ;) v [ (ng =) A (s, >t,)];

Suns < Tws: 1 (ns <) v[(ng = ;) A (s, <t,)].

In accordance with the improved method, Tahle 1.7 presents an algorithm for arithmetic
comparison of numbers in the MNS.

In order to ensure the process of accurate comparison of numbers S, = (5,.5,.....5,) and
Tuns = (t1.t5.....t, ) in the MNS, presented in AF, based on the method presented in Fig. 1.8, im-
proved method of comparing two numbers Sy, = (s7, 55..... ;) and s = (&7, t5, ... t7).
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@ Table 1.7 Algorithm for arithmetic comparison of numbers in the MNS

No. Number comparison result Condition for performing comparison operations
1 Suns = Tuns (ng=n;)A(s,=t,)

2 Suns > Tuns (ng>n;) V[("s =n)A(s, > t")]

3 Suns < Tuns (ng <n;) v[(nS =n)A(s, <t, )]

An improved method for comparing two numbers S, = (7. 55, ... 5, ) and Tys = (£7,£5. ..., t7)
is based on the representation of numbers in the AF. The improvement of the method of comparing
two numbers in the MNS is suitable for both arithmetic comparison and algebraic comparison of
data when introducing a sign in an implicit form (representing data in the AF).

An improved method of comparing two numbers in the MNS, presented in the AF consists
in performing the following steps of the algorithm:

1. According to the expressions:

5/(///\15( I\;INS) |SMNS|(| N5|) if SMNS( MNS) =)

5/(/1/\15( I\:INS) |SMNS|(| Ns|) if SMNS( MNS) <0,

—
(=<
3
—
A
=L
o
(b ]

initial numbers Sys = (5,,5,.....5,) and s = (£,.t,.....t,) are presented in the AF in the form

SMNS (51'52"- ) n) and TMNS (t, LJ - t;)
2. An algorithm for comparing two numbers is implemented S, = (57, 55,.... 5,) and
Tons = (t1.£5, ... t7) in the MNS as:

Sins = Tows: 1f {(15:= 1) A[ (s7+£7) 0mod2)]}
Sims > Tiws» { V{

St < Tings if { ne <y, v{ )A[ =1)A(t{=0)]}}.

>
||
—_
=
>
—
=
- N
I
o
=2
—
=
—

3. Determining the result of the operation of comparing two numbers in the MNS:s
If SI(/INS MNS’ then SMNS MNS’
if Syns > Tuws: NN Sy > T,

if Syns < Tynss ENEN Ss < Tins-

The improved quick comparison method allows to carry out the comparison procedure in the
MNS, bath in positive and negative numerical ranges. Improving the method of quick comparison
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of two integers is carried out by increasing the accuracy of the comparison, by representing
numbers in an artificial form, which expands the area of effective use of the CSPIED in the MNS.

The article discusses methods for fast arithmetic comparison of two numbers in the MNS,
which are based on obtaining and using PFNC numbers presented in the AF. The use of existing
methods for quick comparison of data in the MNS for one-byte, two-byte, three-byte, four-byte
and eight-byte numerical bit grids of the CSPIED, respectively, by 16 %, 37 %, 50 %, 58 % and
72 % more efficient in terms of number comparison time than using the fastest of the existing
number comparison methods in the MNS, which is based on the principle of nulling.

Designed the method for quick comparison of two integers in the MNS, both in positive and
negative numerical ranges, was improved by representing numbers in an artificial form, based on the
use of PFNC, which increases the accuracy of comparing numbers in the system of residual classes.
The proposed method provides maximum comparison accuracy with a minimum amount of equipment
for comparing devices. This circumstance makes it possible to obtain a reliable result of the opera-
tion of checking two numbers in the MNS. Based on the developed methods, data comparison algo-
rithms were obtained, in accordance with which devices for their implementation were synthesized.
The technical devices, for which patents of Ukraine has been received, is recommended for use
in the practical implementation of the CSPIED, which functions as a MNS [3, 101.

The types and methods of cyberattacks are growing exponentially every day, so it is very im-
portant to use effective methods and methods of protection. A very important element of various
cyberattack detection systems is the data monitoring process, which consists of various methods
and algorithms for comparing data. The above method of data comparison for threat detection
provides many advantages, but one of the most important is the ability to quickly detect attacks
at an early stage and take corrective measures to contain the attacks.

CONCLUSIONS

Based on the conducted research, it is legitimate to draw the following conclusions.

1. In the terms of the development of cyber terrorism in the world, the deployment of cyber-
war against Ukraine by the russian federation as a component of direct military aggression, there
is an increase in risks and threats to cybersecurity. The increase in the number of cyberattacks on
critical infrastructure objects and state information resources confirms the urgency of the problem
of increasing the cyber resilience of the national information space.

2. Taking into account the growth of negative financial consequences from the implementation
of cyber threats, the need to implement comprehensive and coordinated measures at the national
and international levels to prevent the implementation of cyber incidents by authorities, businesses
and saciety has been proven.

3. Based on the study of Ukraine's positions in international cybersecurity rankings and
the establishment of indicators that are the basis of the global NCSI, GCI and NCPI indexes,
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the country's cyber capability strengths and weaknesses are substantiated. Promising tasks
are defined as improvement of information protection systems of critical infrastructure objects
based on best global practices, as well as coordination of actions with international organi-
zations regarding countering threats related to the development of the digital economy and
information society.

4. The formation of a preventive mechanism for combating threats in cyberspace requires
a significant increase in the speed and reliability of economic data processing, which is possible
based on the use of new machine arithmetic. In this aspect, the proposed non-positional number
system in residual classes is one of the promising methods of improving the cybersecurity of critical
infrastructure objects, as it enables detecting cyberattacks in the early stages and taking preven-
tive measures to contain them.

9. As a result, the method for quick comparison of two integers in the MNS, both in positive
and negative numerical ranges, was improved by representing numbers in an artificial form, based
on the use of a positional features of a non-positional code, which increases the accuracy of com-
paring numbers in the system of residual classes. The proposed method provides maximum com-
parison accuracy with a minimum amount of equipment for comparing devices. This circumstance
makes it possible to obtain a reliable result of the operation of checking two numbers in the MNS.
Based on the developed methods, data comparison algorithms were obtained, in accordance with
which devices for their implementation were synthesized. The technical device, for which a patent
of Ukraine has been received, is recommended for use in the practical implementation of the CSPIED,
which functions as a MNS. The above method of data comparison for threat detection provides
many advantages, but one of the most important is the ability to quickly detect attacks at an early
stage and take corrective measures to contain the cyberattacks.
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ECONOMIC CYBER SECURITY OF BUSINESS IN UKRAINE:
STRATEGIC DIRECTIONS AND IMPLEMENTATION MECHANISM

RBSTRACT

The study is devoted to the determination of strategic directions for ensuring the economic
cyber security of business in Ukraine. The importance of information protection in the context of
the development of the digital economy has been updated. The place of economic cyber security
in the national security system is determined. A thorough analysis of the dynamics of cyber in-
cidents in the world in recent years has been conducted. The specifics of the manifestation of
cyber threats at the macro and micro levels are outlined. Qualitative changes in the state policy of
Ukraine in the aspect of ensuring information and cyber security have been studied. A number of
the most relevant risks and threats to the economic cyber security of business in 2023 have been
identified. The need for business entities to develop an effective internal policy of cyber protection
of computer networks against attacks, intrusions and unauthorized access is proven. The modern
trends of cyber threats are studied and the cyber security policy strategy of business entities in
Ukraine is described.

Special attention is paid to the intrusion detection process. The working principles of modern
intrusion detection and prevention systems have been studied in detail. Behavioral analytics of
UEBA users and objects were considered to detect violations in the field of security. On the basis of
Microsoft's Advanced Threat Analytics (ATA), the process of monitoring network traffic of domain
controllers was considered, with the aim of detecting cyber-attacks. Using Azure Security Center
as an example, it explores intelligent security tools and expanding analytics to detect threats faster
and reduce the number of false security alerts. Using the proposed cybersecurity policy recom-
mendations will significantly increase the level of business information security (confidentiality,
integrity, and availability).

KEYWORDS

Economic cyber security, information security, national economy, business, cyber security
infrastructure, computer network, intrusion detection systems, unauthorized access, intrusion
prevention system, cyber security strategy, security center.
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The global processes of information technology development have become a determinant of the
development of the digital economy and a powerful tool for global economic growth. On the one hand,
the digitalization of all spheres of public life allowed maximizing the benefits of the state, business
and citizens in connection with increasing the efficiency and effectiveness of operations, information
exchange, but on the other hand, it caused an increase in risks associated with receiving financial
and reputational losses as a result cybercriminal activities. The urgency of the problem of protecting
cyberspace in the context of the development of artificial intelligence systems is due to the growth
of cyber incidents bath in the national and in the global information space. Interference and destabi-
lization of information systems, theft of confidential information are cyber threats that are modified
every day and require business entities to build effective protection systems. In this regard, the
need to develop a cyber security policy and a mechanism for its implementation at the micro level,
which will minimize cyber security risks for business in Ukraine, is gaining indisputable relevance.

The research was supported by the Ministry of Education and Science of Ukraine and per-
formed the results of the project 01220001749 "The formation of organizational and economic
principles for the prevention of threats to the social and economic security of Ukraine in the con-
ditions of a pandemic".

21 RISKS AND THREATS TO ECONOMIC CYBER SECURITY OF BUSINESS

The development of the digital economy in recent decades is a strategic direction of the world's
leading countries. In this regard, the current stage of society's development is characterized by the
integration of security aspects of economic and information processes, which requires the tran-
sition of the management system at both the macro and micro levels to a qualitatively new level.

The digital economy is a type of economy in which digital data are the key factors of production.
Their use as a resource makes it possible to significantly increase the efficiency, productivity, value
of services and goods, to build a digital society.

To date, the size of the digital economy, according to various estimates, is from 15.5 % to
17.5 % of world GDP. Aimost 40 % of the added value created in the global sector of information
and communication technologies is accounted for by the United States and China. It is predicted
that by 2030 the share of the digital economy in the GDP of the world's largest countries will reach
50-60 % [1, 2].

One of the indicators that characterizes the development of the digital economy is the Interna-
tional Digital Economy and Society Index (I-DESI), which is based on a comparative analysis of the
digital efficiency indicators of EU member states and 19 other countries of the world (Australia,
Albania, Bosnia and Herzegovina, Brazil, Canada, Chile, Iceland, Israel, Japan, Mexico, Montenegro,
North Macedonia, Norway, Serbia, South Korea, Switzerland, Turkey, United Kingdom, and the
United States) [3]. According to the results of 2022, the EU-27 member states are in the first
five positions out of the 10 TOP in the I-DESI index. Overall index scores remain higher for non-EU
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countries than for EU-27 member states in each year. Denmark had the highest I-DESI score.
It was also the leading country in the EU according to the 2021 DESI index. Iceland became the
leading country outside the EU (Fig. 2.1).

= Human capital =2 Connectivity =3 Integration of digital technology =4 Digital public services
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O Fig. 2.1 Digital Economy and Society Index, 2022
Note: compiled by the authors according to [4]

In general, in developed countries, the level of cyber security and indicators of the development
of the digital economy are on average higher than in developing countries.

Regarding the level of digitization of the economy of Ukraine, it is possible to note a signifi-
cant difference in various industries. In particular, in the field of financial services, communication
services, and logistics, national business entities use digital technologies on a par with global com-
petitors [5]. Along with a number of advantages, this creates new risks for Ukrainian business,
including threats to cyber security, and requires an appropriate response and a systemic approach
from both the state and business entities.

State policy is usually manifested in two main aspects — state support for development (con-
cepts, strategies, doctrines, state programs) and state regulation of relations (legislative acts) [6].
It is appropriate to note that starting from 2021, from the moment of adoption of the Informa-
tion Security Strategy of Ukraine and the Cyber Security Strategy of Ukraine, the foundations were
laid for the development of effective mechanisms for countering threats to the national economy in
the information sphere, including in cyberspace. The information security strategy of Ukraine out-
lines the need to strengthen the capabilities to ensure the information security of the state, its
information space, support with information means and measures of social and political stability,
state defense, protection of state sovereignty, territorial integrity of Ukraine [7]. The cyber security
strategy defines Ukraing's urgent need to ensure socio-economic development in the digital world,
which requires the acquisition of the ability to effectively deter destructive actions in cyberspace,
the achievement of cyber resilience at all levels, and the interaction of all cyber security actors [8].
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Taking into account the provisions of the strategies and other legal acts, it is legitimate to out-
line the place of cyber security of the economic sphere in the national security system (Fig. 2.2).
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O Fig. 2.2 Economic cyber security in
the national security system

Therefore, national security must be considered taking into account the processes of digi-
talization, which have radically changed the paradigm of socio-economic development. The latest
economic processes in cyberspace require adequate security measures. Economic cyber security
occupies a special place in the national security system, because cybercrimes in the form of cy-
ber espionage (theft of information about the latest technological developments, financial trans-
actions, etc.) and cyber-attacks can cause irreparable damage to strategically important objects of
both the public and private sectors. This is confirmed by official static data.

The public sector became the main target for cybercriminals in 2022: the number of at-
tacks on this sector increased by 95 % in the second half of 2022 compared to the same period
in 2021 (Fig. 2.3).

The increase in digitalization brought about by COVID-19 has not only increased the attack
surface for attackers, but has also allowed countries to use cyberwarfare as a tool to attack
other countries.

In recent years, India, the USA, Indonesia and China have remained the main target countries
for cyber-attacks (Fig. 2.4). Together, these four countries account for about 40 % of the total
number of public sector incident reports.

The Russian Federation's full-scale invasion of Ukraine was accompanied by coordinated cy-
ber-attacks on state institutions and critical infrastructure facilities. At the same time, the number
of cyberattacks against Russia increased by more than 600 % in support of Ukraine by activists.
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The high level of development of cyberspace and the organization of cyber threats indicates the
need to change the paradigm of cyber security strategy: it should be based not on responding to the
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fact, but on the principles of forecasting and planning protection against future actions of cybercrim-
inals. For this, it is necessary to constantly analyze modern trends in economic cyber threats [11].

At the macro level, the most dangerous trend is the use of cyber weapons in conflicts between
countries, which is taking on new forms. Cyberactivity plays a leading role in this destructive di-
alogue. Attacks on critical infrastructure and purposeful destabilization of the Internet in certain
countries open a new era of cyber-attacks.

The main cyber threats to business, i.e. the micro level, can rightly be identified as the following:

1. Phishing is one of the most common types of cybercrime, which leads to countless financial
losses every year. The goal is to steal sensitive data and credentials, such as login credentials or
credit card details, and trick people into allowing malware to be installed.

2. Malware — hackers develop malware to have persistent backdoor access to company de-
vices that is difficult to detect. They can then remotely control the device and use it to steal data,
explore the local network, or send spam from the infected device. 91 % of cyber-attacks start with
a phishing email, so phishing and malware are closely related.

3. Ransomware — this form of malware can cause catastrophic damage to a business. Ran-
somware blocks a firm's information system and deprives it of access to critical data until a ransom
is paid to return sensitive information and regain control of the systems. Ransomware presents
businesses with a difficult choice: pay the attackers or lose data and access to it. Most companies
choose to pay hackers, but even when business owners pay the ransom, they don't always get
access to their data.

4. Compromise of corporate e-mail (BEC — Business Email Compromise) is one of the most
expensive cybercrimes. The process begins with criminals hacking business systems in order to gain
access to information about their payment systems. They then deceive employees and encourage
them to make payments to bogus bank accounts instead of real ones. Fake payment requests can
be difficult to identify because they look almost identical to genuine requests. BEC can result in
huge financial losses for a business and it can take months to track down and recover payment
amounts, if at all.

9. Internal threats — some of the company's employees have access to confidential information.
Whether they are current or former employees, partners or contractors, 25 % of data breaches
are caused by insider threats. Unscrupulous employees act out of greed, or sometimes disgruntled
employees act out of hitterness. In any case, their dissemination of important information can
cause significant financial losses.

6. Inadvertent disclosure — employees may accidentally disclose confidential information and
cause financial damage to the company. A mistake could be as simple as accidentally sending an
email to everyone in the company. Companies with a large number of employees are at particular
risk if employees have access to core databases.

7. Storage intelligence — companies store huge amounts of data in the cloud and believe
that it is automatically protected. However, this is not always the case. Cybercriminals look to
unsecured cloud storage to access and exploit data. Cloud interfaces are not always supported by
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secure systems, making them easy prey for cybercriminals. Probably the most famous example of
this is the breach of an unsecured cloud S3 bucket containing vast amounts of classified National
Security Agency data. The data was breached in 2017 with serious consequences. Companies
should be aware that the storage of confidential information can be risky if appropriate precautions
are not taken.

8. Social engineering — involves the creation of fictitious persons and profiles by cybercriminals
on social networks in order to gain the trust of their victims and obtain the information necessary
to complete the operation. These relationships are used to achieve the ultimate goals of phishing
and installing malware to disrupt businesses, gain access to company data, and gain financial gain.
Any form of social interaction designed with the ultimate goal of deceiving a business can be clas-
sified as social engineering [12, 13].

Fig. 2.5 schematically presents threats to the cyber security of business entities according to
the 2022 report on global IT risks from Cisco Talos. The main causes of the most expensive data
leaks are related to the mentioned cyber-attacks [14].

Object of attack
(DNS-Server, etc.)
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Phishing Atta/cu/
4

Communication
interrupted

@ /
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Password
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Q Fig. 2.5 The most common types of cyber attacks

Financial losses from cyber-attacks are difficult to estimate. However, according to approxi-
mate estimates of experts, the world economy will experience losses measured in trillions of US
dollars. However, the greatest danger is not in the amount of money, but in the threat to the
business. So, every fifth company that was subjected to a cyber-attack was forced to close its
business. 48 % of companies experienced data or equipment loss, and of the 42 % that paid the
ransom, a quarter did not receive the promised data [15].
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The outlined risks and threats to the economic security of business require the implementation
of effective mechanisms for their prevention and neutralization both at the level of the state [16]
and at the level of business entities.

Taking into account the improvement of national legislation in the field of information and cy-
ber security, it should also be noted that in February 2023, the Protective DNS system was
implemented in Ukraine. It provides filtering of phishing sites, thus hindering the activities of cy-
bercriminals, and Ukrainians have received additional protection from fraudsters on the Internet.
When trying to go to a phishing site, Protective DNS redirects users to a page with a warning
about the threat and recommendations on cyber hygiene. More than 320 Ukrainian providers have
already joined the system, which are responsible for the security of their customers. Among them
are the largest market players — Kyivstar, Lifecell, Vodafone, Ukrtelecom, Datagrup and Volya.
In the first month of the system's operation, there are significant results — the volume of phishing
fraud in monetary terms fell by approximately 40-50 %, and the number of appeals from defrauded
citizens — by 30—40 %. In general, these are tens or even hundreds of millions of hryvnias every
month, which Ukrainians will not lose thanks to the operation of the system [17].

Thus, in the aspect of ensuring economic cyber security, it is necessary to establish an ex-
change of information about cyber incidents and develop close cooperation of the state with sci-
entific institutions and private companies, as well as international organizations. At the same time,
at the level of business entities, it is necessary to develop individual cyber security strategies and
mechanisms for their implementation.

2.2 CYBER SECURITY POLICY STRATEGY OF BUSINESS OF UKRAINE

The concept of security of any system is a complex concept that can be considered from dif-
ferent aspects and implemented in many ways and methods, but all active actions must be aimed
at the constant security of both the system as a whole and its individual elements, which ensures
the sustainable development of the system, timely detection, prevention and neutralization of real
and potential threats. Today, in the era of digitalization of almost all spheres of the economy, it
is necessary to pay special attention to the cyber security policy of economic entities [18]. In
modern conditions, the problem of economic cyber security of Ukraine is intensifying in connection
with military actions in the country, as well as the activation of European integration processes.
This requires a review of existing concepts of cyber security at the level of business entities and
improvement of priority ways of ensuring it. Since there are international standards that must be
met if it is planned to become part of the EU in the future, for example, in 2016, the European
Parliament adopted the General Data Protection Regulation (GDPR) [19]. Starting from the spring
of 2018, according to the GDPR, companies are obliged to:

— report information leaks;

— appoint a person responsible for data protection;
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— ask for user permission for data processing;

— make the data anonymous to preserve privacy [20].

All organizations operating on the territory of the European Union must comply with the-
se standards.

Business security in the information space is most necessary to be considered from the point
of view of protection against various types of attacks and prevention of existing cyber threats, that
is, against unauthorized access.

An analysis of current trends shows that over time, hacker attacks have proven to cyber
security experts that attackers (hackers) can be persistent, more creative and increasingly so-
phisticated in their attacks. Attackers have learned to adapt to changes in the IT landscape in
order to always act effectively when launching an attack. Although there is no Moore's Law or its
equivalent in the context of cyberattacks, it can be said that hacking methods are becoming more
sophisticated every year.

In the last few years, there has been a trend towards better attacks and methods of their
implementation, therefore the internal information and cyber security policy of any business entity
must be effective, flexible and dynamically adapt to existing cyber threats.

According to Verizon's 2022 Information Security Incident Investigation Report, the relation-
ship between a threat actor, their motivations, and their modus operandi varies by industry. Nev-
ertheless, the report states that the main attack vector is the state financial structures and the
banking sector. On January 25, specialists of the cyber security company Proofpoint published a
detailed analysis of ART TA444, which focuses on financial crimes in the interests of the leader-
ship of North Korea, the main targets of this cyber-attack: banks, financial institutions of many
countries around the world, as well as the circulation of cryptocurrencies. Therefore, there is an
urgent need for information protection of elements of the economic system of countries, including:
websites of state and private economic institutions, network equipment of computer systems,
methods of authentication and authorization, etc. Because, as a rule, business entities are focused
on profits, and often forget about compliance with cybersecurity policies.

On January 24, the cybersecurity company Cisco Talos released its final report on the state
of cybersecurity in 2022. In addition to the pronounced impact of the Russian-Ukrainian cyber
confrontation, the company's specialists note several ather important trends:

— dual purpose cyber security tools allow malicious actors to remain undetected in the af-
fected environment;

— criminals actively use legitimate utilities/systems (such as PowerShell) for their purposes;

— expanding the scope of using the traditional form of spreading viruses via USB [21].

Guidelines from cybersecurity infrastructures such as the International Organization for Stan-
dardization (SOC) 2700 or the National Institute of Standards and Technology (NIST) should be
used when creating the cybersecurity policy of economic entities. Many organizations, including
Microsoft, are implementing a zero-trust security strategy to protect remote and hybrid workers
(network users) who need secure access to company resources from anywhere. But any chosen
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cybersecurity policy strategy includes the core functions of protection, detection, response, pre-
vention, and recovery. Based on the main functions of modern cyber security strategies, the main
attention should be focused on methods of detecting and preventing intrusions.

Of course, in the issue of protecting the economy from cyberattacks on a national scale, under
the conditions of informatization, digitalization, and computerization, it is necessary to consider
the economic system at the level of each economic entity [22]. The network of any institution is a
complex system of communication between various elements of the economic structure, which is
implemented on the basis of computer systems of various functional purposes and network equip-
ment. From the point of view of information security, it is necessary to consider them as a comput-
er network, since most of the existing threats and attacks in cyberspace are carried out precisely
from the global Internet network to which all economic structures are connected (Fig. 2.6).

: Internet

\
Switch /
Softswitch
{Demilitarized |Zone)

Router

Server
VLANs

O Fig. 2.6 Example of placing IDS in the network

Detection of network attacks is currently one of the most acute problems of the secure use
of corporate networks. Large-scale epidemics of network worms, automated means of finding net-
work vulnerabilities — all this makes ensuring the security of local networks of any enterprise a very
time-consuming task. Now it is difficult to find a network that does not have such active means
of preventing attacks as an antivirus, a brandmauer or a firewall, etc. However, active attack de-
tection tools alone are not enough, because in cyber-attacks of any scale, the attacker scans the
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network using specially prepared scripts that identify potentially weak nodes. Selected nodes are
attacked, which consists in sending certain bits (packets, frames, etc.), and the attacker gains ad-
ministrative rights to them. Trojans (again certain types of active data attack prevention tools) are
installed on hijacked nodes and run in the background. Therefore, the process of scanning data with
the help of certain network scanners and sensors (which are included in the SBB, or are installed
separately for additional monitoring) is one of the key factors in protecting against hacker attacks,
since hacking mechanisms and all scenarios of cyber-attacks, regardless of their type (DoS, DDoS
attacks, etc.) consists first in the possibility of access, and then in the acquisition, blocking, editing
or destruction of data. In other words, when attacking a network, hackers send disguised data,
usually as service information, which are actually parts of hacking code. Therefore, a very important
element of information security of the economic sector is the development of effective monitoring
of cyber security system events, which consists primarily of filtering traffic (network data). Cur-
rently, there are many information security monitoring systems based on Zabbix, DellFoglight, and
Microsoft SCOM, among others, but the algorithm of their actions is well known to criminals, and
the hacking of such a system is a matter of time [18].

Based on the above, it is necessary to actively monitor suspicious actions and threats and take
action. Any security strategy will not be complete if there is no detection system, which means the
presence of the necessary sensors of the intrusion detection system (IDS), which are distributed
over the network and monitor actions (Fig. 2.6). Cybersecurity professionals must take advantage
of today's detection technologies that profile users and computer systems to better understand
anomalies and deviations from normal behavior and take preventive measures.

Therefore, the presence of a reliable and effective mechanism for detecting and preventing
intrusions, which are the main elements of monitoring, are quite important, as they are one of
the tools for building effective information security of financial institutions [23]. That is why this
section will consider such questions as:

— detection capabilities;

— intrusion detection systems (IDS — Intrusion Detection System);

— intrusion prevention systems (IPS — Intrusion Prevention System);

— behavioral analytics within the organization;

— behavioral analytics in the hybrid cloud;

— placement of IDS in the network.

Intrusion detection process

The current threat landscape requires a new approach to detection systems that relies on the
traditional complexity of fine-tuning initial rules, thresholds, and baselines. Dealing with multiple
false positives becomes unacceptable for many organizations. When preparing to defend against
attackers, the cybersecurity team should use a number of methods, which include:

— correlation of data from several sources;

— profiling;

— behavioral analytics;
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— detection of anomalies;

— assessment of activity;

— machine learning.

It is important to emphasize that some traditional security controls, such as protocol analysis
and signature-based antivirus software, still have their niche in the defense line, but are designed
to combat legacy threats. Of course, it is not necessary to remove antivirus software that to use
just because it doesn't have machine learning capabilities. This is still your host's security level.

On the other hand, the traditional mindset of cyber security professionals, which focuses only
on monitoring high-powered users, is over and can no longer be that approach. To identify current
threats, it is necessary to view all user accounts, profile them, and understand common behavior.
Active threat actors will attempt to compromise the average user, remain on the network, and
continue the intrusion through further propagation and privilege escalation. For this reason, there
must be detection mechanisms that can identify such behavior across devices, in different loca-
tions, and generate alerts based on data correlation, as shown in Fig. 2.7 [24].

CHAPTER 2

Behavioral Profiling
analytics
Anomaly

Machine detection
learning

Activity
score

Data correlation

Significant Alerts
)

O Fig. 2.7 Data correlation and natification process

When data is contextualized, the number of false positives is naturally reduced, which has a
significant impact on the security system.
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Speaking of detection, it is important to mention indicators of compromise (Indicator of Com-
promise, loC). When new threats appear in the natural environment, they usually have some kind
of behavioral pattern and leave their mark on the victim's system.

For example, in June 2017, a large-scale cyberattack on various businesses and organizations,
including a large number of financial institutions, was carried out using the Petya ransomware [25],
which executed the following commands on the target system to reschedule the restart:

schtasks /Create /SC once /TN «» /TR «<systemfolder>shutdown.exe /r /f» /ST <time> cmd.
exe /c schtasks /RU «SYSTEM» /Create /SC once /TN «» /TR «C:Windowssystem32shutdown.exe
/r/f» /ST <time>

Another indicator of the activity of this program is the scanning of the local network through
TCP ports 139 and TCP 445. These are important signs that the target system is under attack and
the culprit is Petya. Discovery systems will be able to collect these indicators of compromise and
issue alerts when an attack occurs. Using Azure Security Center as an example, some time after
detecting the Petya threat, the center automatically updates its security mechanism and can alert
users that their computer has been compromised, as shown in Fig. 2.8 [24].

Detected Petva ransomware indicators
DETECTION TIME |
A

SEVERITY © High

STATE Active

ATTACKED RESOURCE

SUBSCRIPTION

DETECTED BY B8 Microsoft

ACTION TAKEN Detected

ENVIRONMENT 58 Azure

RESOURCE TYPE E3 Virtual Machine

SUSPICIOUS PROCESS [ B

SUSPICIOUS COMMAND LINE  "cmd /¢ rundlI32 c:\ProgramData\perfc.dat.#1 30"
O Fig. 2.8 Detecting the Petya virus using Azure Security Center
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One of the options for using cyber security infrastructures in this aspect is the possibility to
register on the OpenlOC website (http://openioc.org) to receive information about new indicatars,
as well as to contribute to the security of cyberspace based on previous experiences. Using the
loC Editor (see the help section for the URL from which it can be downloaded), it is possible to cre-
ate your own indicator or browse an existing one. The cyber security team must always be aware
of the latest threats and loC.

Intrusion detection and prevention systems

An intrusion detection system (IDS) is a software or hardware tool designed to detect unau-
thorized access to or control of a computer system or network (mainly via the Internet). An IDS is
one of the most important cyber security considerations that can detect intrusions before and/or
after an attack [26]. As the name suggests, IDS is responsible for detecting a potential intrusion
and initiating an alert. What can be done with this alert depends on the policy of the detection
system [27]. In other words, IDS registers suspicious activities on the network and informs the
person responsible for information security about them. Simplified, it can be imagined in the form
of the scheme presented in Fig. 2.9.

The intruder  —-—-—- T S e e S e e
(Hacker) | { WEB servers |

Intrusion Detection System
DS

Monitaoring system

O Fig. 2.9 Schematic representation of IDS interaction

When creating an IDS policy, the following step-by-step steps must be taken into account:

— determine those responsible for IDS control and availability of IDS administrator rights;

— determine the procedure for processing incidents based on alerts generated by IDS;

— determine the IDS update policy;

— determine the location of the IDS in the network.

These are just a few examples of the primary steps that should help in planning and implement-
ing an IDS.

There are various variants of IDS classification, for example, IDS can be classified based on
their, Detection methods, Deployment method, and Response method [28]. IDS can be divided
into: network intrusion detection systems (NIDS) and host-based systems (HIDS) (Fig. 2.10).
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Network IDS Host IDS
(NIDS) (HIDS)

Intrusion Detection System
(IDS)

Statistical

O Fig. 2.10 Types of existing IDS

A HIDS node-hased system is installed on each computer in the network to analyze and monitor
traffic coming to the respective node, and from there HIDS also monitors and controls local file
changes and possible changes due to unauthorized access.

NIDS analyzes traffic to detect known attacks based on existing rule sets. NIDS detects
intrusions for the network segment in which it is installed. This means that in the case of NIDS,
placement becomes critical to garnering valuable traffic. This is where the cybersecurity team must
work closely with the IT infrastructure team to ensure IDSs are installed in strategically important
locations throughout the network. When planning NIDS placement, prioritize the following net-
work segments:

— Demilitarized Zone (DMZ);

— main corporate network;

— wireless network;

— virtualization netwaork;

— other critical network segments.

Sensors that are part of the NIDS look at network traffic or logs and pass them to analyzers
that look for information of a malicious nature in the received data and, in case of successful detec-
tion, send the results to the monitoring system. If the network sensors listen (analyze) traffic, that
means they won't consume too much network bandwidth. Let's note that in the IDS deployment
shown in Fig. 2.6, a detection system (which is actually a NIDS in this case) has been added to
each segment (using a SPAN port on the network switch).

NIDS, in turn, fall into two broad categories, signature and statistical.

A signature-based intrusion detection system will query a database of signatures (traces) of
already known attacks and known system vulnerabilities to check whether what has been detected
is a threat and whether an alert should be triggered. Signature methods describe an intrusion using
a formal model — it can be a character string, a semantic expression, etc. Signature analysis was
the first method used for intrusion detection. This method checks whether the sequences match
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the signature. A signature is a signature, a pattern, for example, it can be a characteristic string
of a program that indicates malicious traffic. The signature may contain a key phrase or command
that is associated with the intrusion. If a match is found, an alarm is raised. The signature method
protects against a hacker or virus attack only if its signature (for example, a fragment of the virus
body) is known in advance. The advantages of signature intrusion detection methods are low com-
putational complexity and low cost of deployment and application. The disadvantages of signature
methods include the low efficiency of detecting unknown attacks and the problem of the aging of
signature databases. Since it is the database of these signatures, it requires constant updating to
have the latest version available. A behavior-based IDS works by creating basic patterns based on
what it learns from the system. By learning normal behavior, it becomes easier to detect deviations.

Statistical methods are widely used to detect anomalies and are based on the construction of
a statistical profile of the system's behavior during the training stage. System behavior should be
normal during training. Further, for each parameter of the system functioning, it is necessary to
form an interval of acceptable values using some known law of probability distribution. Statistical
intrusion detection systems use a statistical approach and, after installation, are "learned" by the
administrator, who sets the policy of the detection system, corresponding to normal activity in the
network — types of traffic, connections between nodes, used protocols and ports. When detecting
network intrusions or significant traffic differences from the typical in a particular system, IDS
notifies the administrator. The statistical approach is highly sensitive to the correctness of the rec-
ognition rules. As a result, if the rules are set incorrectly, the system may trigger a false positive
and differ in the complexity of the settings.

An effective IDS must be both signature and statistical, because some attacks have a pro-
nounced signature, while others do not, but they cause deviations in the lower levels of the protocol
stack (TCP/IP), which is exactly what a statistical IDS can detect. In wireless networks, the task of
detecting intrusions is complicated by radio interference, refraction reflection, and signal scattering.

Regardless of the chosen one, a typical IDS has the capabilities shown in Fig. 2.11. In addition
to the functions of constant monitoring and analysis of what is happening, IDS systems perform
the following functions:

— collection and recording of information;

— notification of network administrators about the changes that have occurred;

— creation of reports for summarizing logs.

While these are the basic capabilities, the number of features will actually depend on the
vendor of the security tool (software and/or hardware) and the method used by the IDS. The im-
plemented IDS should be based on various detection methods and technologies, as well as flexibly
integrated with the general cooperative structure of the enterprise network [29]. IDS has got
many developments through its datasets, new technologies and methads but as the technologies
increases, the threats of attacking the system and data breaches also increases, so in order to
overcome this problem a hybrid framewaork for the intrusion detection has to be developed to
detect the intrusions from the intruder [28].
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An Intrusion Prevention System (IPS) uses the same concept as an IDS, but as the name
suggests, it prevents intrusions by taking corrective actions. These actions will be debugged by
the IPS administrator. It is worth noting that IPS is a subclass of IDS (active IDS) and is therefore
based on its attack detection methods. The ability to prevent attacks is realized due to the fact
that the network IPS is usually built into the network gap and passes traffic through it further if it
is recognized as safe [30]. IPS works, of course, slower than ordinary IDS, because it is necessary
to analyze and immediately pass traffic. IPS technology, in turn, in addition to the IDS functions
listed above, is able not only to identify the threat and its source, but also to block them. This
indicates the extended functionality of such a solution. IPS is able to perform the following actions:

— terminate malicious sessions and prevent access to the most important resources;

— change the configuration of the "protected" environment;

— perform actions on attack tools (for example, delete infected files).

Just as IDS is host-hased (HIDS) and network-based (NIDS), IPS is host-based (HIPS) and
network-based (NIPS). Placing NIPS on the network is critical, and the same guidelines as previ-
ously mentioned apply here. Consideration should also be given to positioning NIPS according to
traffic so that corrective actions can be taken if necessary.

IPS can typically operate in one or more of the following modes:

— based on the rules;

— based on the anomalies.
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Rule-based detection. When operating in this mode, IPS compares traffic against a set of
rules and attempts to verify that the traffic matches the rule. This is very useful when it is nec-
essary to deploy a new rule to block an attempt to exploit vulnerabilities. NIPS systems such as
Snort are capable of blocking threats using rule-based detection [30]. For example, the Snort rule
Sid 1-42329 is able to detect the Win.Trojan.Doublepulsar variant. Snort rules can be found here:
etc/snort/rules, and other rules can be downloaded from the official site.

Sometimes multiple rules are needed to neutralize a threat. For example, rules 42340 (Ano-
nymous SMB session IPC access attempt), 41978 (SMB remote code execution attempt),
and 42329-42332 (Win.Trojan.Doublepulsar variant) can be used to detect the Wanna-
Cry ransomware.

The advantage of using an open source NIPS such as Snort is that when a new threat becomes
available on the network, the community usually reacts quite quickly by publishing a new rule to de-
tect the threat. For example, when the Petya ransomware was discovered, the community created
a rule and posted it on GitHub. Although vendors and the security community are really quick to
publish new rules, it's still up to cybersecurity professionals to keep an eye out for new indicators
of compromise and create NIPS rules based on them.

Anomaly based detection. In this case, the anomaly is based on what the IPS classifies as
anomalous. This classification is usually based on heuristics or summation of rules. One of the
options is statistical anomaly detection, in which samples of network traffic are taken at random
moments of time and a comparison is made with the baseline state. If this sample deviates from
the baseline, an alert is triggered with further action.

It is worth noting that the UTM firewall, network sensors and any modern intrusion detection
and prevention systems are the optimal combination of IDS and IPS technologies.

The method of detecting malicious activity (malicious activity) as a behavioral and analytical
mechanism of cyber security

For the vast majority of companies on the market today, the core business is still conducted
within the organization. It's where mission-critical data resides, where most users work, and
where key resources reside. There are many attacker attack strategy scenarios, but they all
have common steps: infiltrate the local network, spread further, elevate privileges, and main-
tain communication with the command-and-control server until that server can complete its
mission. For this reason, the presence of behavioral analytics is required to quickly break the
attack lifecycle [24].

According to Gartner, it is very important to understand how users behave. By monitoring
legitimate processes, organizations can use User and Entity Behavior Analytics (UEBA) to detect
security breaches. There are many benefits to using UEBA's behavioral analysis system to detect
attacks, but one of the most important is the ability to detect attacks at an early stage and take
corrective measures to contain the attack.

Fig. 2.12 shows an example of how UEBA looks at different objects to decide whether an
intrusion alert should be triggered or not.
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O Fig. 2.12 Principle of UEBA operation

Without a system that can look at all the data at scale and make correlations not only by traffic
pattern, but also by user profile, the chances of false positives for security tools increase. For ex-
ample, when there is a UEBA system within the organization, which serves as the main tool for de-
tecting malicious activity through the analysis of the behavior of users and objects in the network.
The UEBA system knows which servers' users usually access, which resources they visit, which
operating system is used to access these resources, and it also knows the geographic location
of users. Fig. 2.13 shows an example of this type of detection from Microsoft's Advanced Threat
Analytics (ATA), which uses behavioral analytics to detect suspicious behavior. Let's note that in
this case the message is quite clear. It says that the administrator did not perform these actions
last month, as a result the data does not correlate with other accounts in the organization. This
warning cannot be ignored because it is contextualized, which means that it analyzes the data col-
lected from different angles to perform a comparison and decide whether to issue an alert or not.

The UEBA system within an organization can help the security team be more proactive and
gain more tangible data for accurate response. The UEBA system consists of several modules,
and another module is advanced threat detection, which looks for known vulnerabilities and attack
patterns. Fig. 2.14 shows how Microsoft ATA detects a Pass-the-ticket attack.

Because there are different ways to perform this attack, advanced threat detection cannot
only look for the signature, it must look for the attack pattern and what the attacker is trying to
do. This is much more efficient than using a signature-based system. It also looks for suspicious
behavior that comes from normal users who shouldn't be performing certain tasks. For exam-
ple, if a normal user tries to run NetSess.exe in the local domain, Microsoft ATA treats this as
traversal of SMB sessions, which, from the attacker's point of view, is usually done during the
reconnaissance phase. For this reason, Microsoft ATA issues a warning when the user attempts to
run NetSess.exe.
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Suspicion of identity theft based on abnormal behavior oPEN

Administrator exhibited abnormal behavior when performing activities that were not seen over the last month and are also not in
accordance with the activities of other accounts in the organization. The abnormal behavior is based on the following activities:

= Performed interactive login from 2 abnormal workstations.

= Requested access to 9 abnormal resources.

+ Exceeded the normal amount of working hours.
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O Fig. 2.13 Detection of suspicious behavior of a netwark user

Identity theft using pass-the-ticket attack oPEN

Nuck Chorris's Kerberos tickets were stolen from ADMIN-PC to VICTIM-PC and used to access 3 resources.

6:32 AM Aug

Nuck Chorris's Kerberos tickets
—
{s)
ADMIN-PC VICTIM-PC 3 resources DC1
TME STOLEN FROM (1) 1001 ACCESSED (3) VIA DOMAIN CONTROLLERS (1

L] aomin-pc L vienm-pe E 3 resources [\e pct

O Fig. 2.14 Pass-the-ticket attack detection using Microsaft ATA

Attackers will not only exploit vulnerabilities, but also take advantage of misconfigurations in
the targeted system, such as incorrect protocol implementation and lack of protection. For this
reason, UEBA will also detect systems that lack a secure configuration. Fig. 2.19 shows how
Microsoft ATA detects a service that provides access to account credentials because it uses the
LDAP protocol without encryption.
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O Fig. 2.15 Microsoft ATA warning to account credentials

Using the same principles previously discussed when looking at IDS, where to install UEBA
will vary depending on your company's needs and vendor requirements. Microsoft ATA, which was
used in the examples described in the section, requires the use of traffic mirroring with a domain
controller (traffic mirroring with a domain controller). ATA will not affect network throughput as it
will only listen to controller traffic.

When cybersecurity professionals need to take countermeasures to protect a hybrid envi-
ronment, they should expand their understanding of the current threat landscape and perform an
assessment to verify the ability to continuously connect to the cloud and assess the impact on the
overall security posture. In the hybrid cloud, most companies prefer to use the laaS model [31].
Although the adoption of this model is increasing, according to the Oracle study, the security as-
pect is still a major concern. According to an Oracle report, long-term users of laaS believe that the
technology will ultimately affect security. It actually has a positive impact, and this is where the cy-
ber defense team should focus their efforts to improve the overall detection process. The goal is to
use the power of the hybrid cloud to contribute to the overall security concept. The first steps are
establishing a good partnership with the deployed cloud provider and understanding what security
capabilities the provider offers and how those capabilities can be leveraged in a hybrid environment.
This is important because some capabilities are only available in the cloud and not on-premises.

Azure Security Center

The reason for considering using Azure Security Center to monitor a hybrid environment is that
the center agent can be installed on a local computer (Windows or Linux), on a virtual machine run-
ning on Azure or on AWS, which is quite relevant Today. This flexibility is important, and centralized
management is important for a cyber defense team. Security Center uses intelligent security tools
and advanced analytics to detect threats faster and reduce the number of false positives. Ideally,
using a single window system to visualize alerts and suspicious activity across all workloads, the
basic topology looks similar to that shown in Fig. 2.16.

When Security Center is installed on work computers, it will collect ETW (Event Tracing for
Windows), operating system log events, running processes, computer name, IP addresses, and
registered users. These events go to Azure and are stored in the personal workspace storage.
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Security Center will analyze this data using methods such as:
— cyber intelligence;

— behavioral analytics;

— detection of anomalies.
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O Fig. 2.16 Communication structure with the security center

After evaluating this data, the security center will trigger an alert based on the priority and add
it to the monitoring dashboard as shown in the Fig. 2.17.

Let's note that the first alert has a different icon and is called Security Incident Detected.
This is because it has been identified, and two or more attacks are part of the same command and
control server (the attackers' C8&C server) directed against a certain resource. This means that,
when the security center collects data in order to find the relationship between events, it does
this automatically and provides relevant alerts for analysis. When to click on this notification, the
following window will appear (Fig. 2.18).
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O Fig. 2.17 Microsoft Azure Security Center Notification Panel

In the lower part of this page in Fig. 2.18 shows all three attacks (in order of occurrence)
on the attacked resource VM1 and the severity level assigned by the Microsoft Azure Security
Center. Here is one important observation regarding the benefits of using behavioral analytics for
threat detection. This is the third notification (Fig. 2.18) Multiple Domain Accounts Queried. The
command that was executed to issue this alert is: netuser<username> /domain. However, to
decide that this looks suspicious, it is necessary to look at the normal behavior of the user who ex-
ecuted the command and compare that information with other data that, when analyzed in context,
would be categorized as suspicious.

As it is possible to see from this example, hackers use built-in system tools and a "native"
command-line interface to carry out their attack. For this reason, it is extremely important to have
a command line call logging tool available.

The security center will also use statistical profiling to build traditional baselines and anomaly
alerts that match the potential attack vector. This is useful in many scenarios. A typical example is
a deviation from normal activity. For example, suppose a host initiates an RDP connection 3 times
a day, but on a given day hundreds of attempts are made. When such a deviation occurs, an alert
should be issued to warn of it.
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s incident

00 Continue investigation

The incident which started on 2017-10-15T05:40:20Z and most recently detected
DESCRIPTION on 2017-10-15T06:26:13Z indicate that an attacker has attacked other resources
from your virtual machine VM1

DETECTION TIME Sunday, October 15, 2017 12:40:27 AM
SEVERITY O High
STATE Active
ATTACKED RESOURCE VM1
SUBSCRIPTION
DETECTED BY 28 Microsoft P
ENVIRONMENT 52 Azure ~
P
—
1. Escalate the alert to the information security team. f
REMEDIATION STEPS A e =L
2. Review the remediation steps of each one of the alerts o
()
Alerts included in this incident
DESCRIPTION COUNT  DETECTION TIME ATTACKED RESOURCE SEVERITY
U Successful RDP brute force attack 1 10/15/17 12:55 AM VM1 © High
U Suspicious SVCHOST process executed 1 10/15/17 01:00 AM VM1 O Low
' Multiple Domain Accounts Queried 1 10/15/17 01:04 AM VM1 O Low

O Fig. 2.18 Microsoft Azure Security Center Notification Panel (analysis)

Another important aspect of working with a cloud service is built-in integration with other
providers. Security Center can integrate with many other solutions such as Barracuda, F5,
Imperva and Fortinet for Web Application Firewall, among others for endpoint protection,
vulnerability assessment and next generation firewall. The image below shows an example of such
integration (Fig. 2.19).

Let's note that this alert was generated by the Deep Security Agent, and since it is integrated
with Security Center, it will appear on the same dashboard as other events detected by Security
Center.

It should be remembered that the security center is not the only solution that will monitor
systems and integrate with other security system providers. There are many Security Information
and Event Management (SIEM) solutions for information security and event management, such as
Splunk and LogRhythm, that will perform a similar type of monitoring.
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DESCRIPTION Deep Security Agent detected a malware
DETECTION TIME Monday, October 16, 2017 12:01:00 AM
SEVERITY O Low
STATE Active
ATTACKED RESOURCE M1
SUBSCRIPTION
N
= DETECTED BY Deep Security Agent
P
— ACTION TAKEN Detected
(=9
=T
- ENVIRONMENT I8 Azure
O
RESOURCE TYPE 3 virtual Machine
MALWARE Cookie_DoubleClick
INFECTED RESOURCE Internet Explorer Cache
SCANACTION Delete
SCANRESULT SUCCESS
TYPE AntiMalware
REMEDIATION STEPS Contact your Deep Security administrator.

O Fig. 2.19 Alert generated by Deep Security Agent

CONCLUSIONS

The principles of information security management according to the international standard
ISO/IEC 27001 state that an organization must develop, implement and maintain a coherent set of
policies, processes and systems to manage risks and threats to its information assets, thus en-
suring acceptable levels of information security risk. According to this standard, it is necessary to
develop an effective security policy for each enterprise depending on many factors (field of activity,
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network configuration, software, etc.).

Although cybercrime is quite an actual problem, protecting information in terms of confiden-
tiality, availability and integrity is not as easy as it might seem at first glance. It is important to
constantly use new methods of protection, because criminals are constantly working and looking
for new ways. That is why this section discusses modern and effective cyber protection tools for
business entities. Methods and algorithms of security systems against unauthorized intrusions are
usually developed for a specific object of protection. But regardless of the object of protection, it
will be a large commercial network, a state-level server or a mobile device of a simple user, there is
one common goal, which is to protect data as the main element of information security. To protect
any system, it is necessary to first detect an intrusion (attack), regardless of the type, it will be
viruses (classic file viruses or Ransomware), phishing, DDoS attacks, botnets, backdoors or other
hacking attempts, this is the task of intrusion detection systems. The next stage is to decide how
to eliminate this cyber-attack and, based on this experience, to create a reliable protection algo-
rithm against threats of this type, this is the task of intrusion prevention systems. There are differ-
ent operating practices of intrusion detection and prevention systems, but, as a rule, the algorithm
is the same, when detecting and eliminating attacks, the task of security systems is also to create
patterns of potential threats. In the further process of continuous monitoring and data scanning,
data is constantly compared with templates of user and service information, as well as with tem-
plates and indicators of threats based on previous experience, not only one's own, within the local
network or system, but also on a global scale [18]. That is, detection and prevention of network
attacks is one of the most important tasks of the company's network cyber security policy. That
is why this article considered various types of intrusion detection mechanisms and indicated the
advantages of their use. Intrusion prevention systems that work on the basis of rules and anomalies
are also analyzed in detail. Currently, there are various cyber protection systems (Acunetix, Azure
Security Center, Invicti (formerly Netsparker), ManageEngine Vulnerability Manager Plus, System
Mechanic Ultimate Defense, Microsoft Advanced Threat Analytics, SecPod SanerNow, Solar Winds
Security Event Manager) with a template database of all threats, which were discovered earlier in
the world. There are also many sites where it is possible to get information about new indicators
and patterns, as well as contribute to the cyber security IT community by sharing your attack types
if they are not available on this platform. It is very important that cyber-attack protection systems
compare all data on a wide scale and make correlations not only by the traffic pattern, but also by
the user profile, because otherwise the chances of false positives increase [18].

In this section, Microsoft ATA and Azure Security Center were used as an example, which
was used as a hybrid solution for behavioral analysis of computer network users. Based on the
considered concept of detection and prevention of intrusions, it is possible to build an effective no-
tification system for network protection, which is the basis of a cyber security strategy according
to international standards.

Therefore, creating an effective cyber security policy and managing it is a rather complex pro-
cess that requires a combination of various tools, methods and specialists. First, identify resources
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and assess risks, then create processes to address cybersecurity threats. Develop a plan to help
the cybersecurity team respond to security breaches. Track your goals and assess your security
level with the specialized solution outlined in this section.

CONFLICT OF INTEREST

The authors declare that they have no conflict of interest in relation to this research, whether
financial, personal, authorship or otherwise, that could affect the research and its results presen-
ted in this paper.

REFERENCES

1. Ukraina 2030E — kraina z rozvinutoyu cifrovoyu ekonomikoyu. Available at: https://strategy.
uifuture.org/kraina-z-rozvinutoyu-cifrovoyu-ekonomikoyu.html

2. Onyshchenko, S., Skryl, V., Hlushko, A., Maslii, 0.; Onyshchenko, V., Mammadova, G., Siv-
itska, S., Gasimov, A. (Eds.) (2023). Inclusive Development Index. Proceedings of the 4th
International Conference on Building Innovations. Lecture Notes in Civil Engineering Vol. 299.
Cham: Springer, 779-790. doi: https://doi.org/10.1007/978-3-031-17385-1_66

3. European Commission. International Digital Economy and Saciety Index 2022 — Executive Summa-
ry. Available at: https:/nqa.gov.ua/news/indeks-cifrovoi-ekonomiki-2022-zvit-evropejskoi-komisii/

4. European Commission. Digital Economy and Society Index (DESI) 2022. Available at: https://
digital-strategy.ec.europa.eu/en/library/digital-economy-and-society-index-desi-2022

5. Svistun, L., Glushko, A., Shtepenko, K. (2018). Organizational Aspects of Development Proj-
ects Implementation at the Real Estate Market in Ukraine. International Journal of Engineer-
ing & Technology, 7 (3.2), 447-452. doi: https://doi.org/10.14419/ijet.v7i3.2.14569

6. Glushko, A. D. (2013). Directions of Efficiency of State Regulatory Policy in Ukrain. World Ap-
plied Sciences Journal. Pakistan: International Digital Organization for Scientific Information,
27 (4), 448-453.

7. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 15 zhovtnia 2021 roku "Pro
Stratehiiu informatsiinoi bezpeky". Ukaz Prezydenta Ukrainy No. 685/2021. 28.12.2021.
Available at: https://zakon.rada.gov.ua/laws/show/en/685/2021 #Text

8. Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy vid 14 travnia 2021 roku "Pro
Stratehiiu kiberbezpeky Ukrainy". Ukaz Prezydenta Ukrainy No. 447/2021. 26.08.2021.
Available at: https:/www.president.gov.ua/documents/4472021-40013

9. Saxena, H., Mittal, A. (2022). Unprecedented Increase in Cyber Attacks Targeting Govern-
ment Entities in 2022. Available at: https://www.cloudsek.com/whitepapers-reparts/unprec-
edented-increase-in-cyber-attacks-targeting-government-entities-in-2022

N\
~
a
—
A
=
=
(]

56



2 ECONOMIC CYBER SECURITY OF BUSINESS IN UKRAINE: STRATEGIC DIRECTIONS AND
IMPLEMENTATION MECHANISM

10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Onyshchenko, S., Hlushko, A. (2022). Analytical dimension of cybersecurity of Ukraine in the
conditions of growing challenges and threats. Economics and Region, 1 (84), 13-20. doi:
https://doi.org/10.26906/EiR.2022.1(84).2540

Onyshchenko, V., Onyshchenko, S., Maslii, 0., Maksymenko, A.; Onyshchenko, V., Mamma-
dova, G., Sivitska, S., Gasimov, A. (Eds.) (2023). Systematization of Threats to Financial
Security of Individual, Society, Business and the State in Terms of the Pandemic. Proceedings
of the 4th International Conference on Building Innovations. Lecture Notes in Civil Engineering
Vol. 299. Cham: Springer, 749-760. doi: https://doi.org/10.1007/978-3-031-17385-1_63
Borenkov, A. (2023). TOP 10 Cybersecurity Threats to Businesses in 2023. Available at:
https://www.bdo.ua/en-gb/insights-1/information-materials/2023/top-10-cybersecuri-
ty-threats-to-businesses-in-2023

Onyshchenko, S., Bilko, S., Yanko, A., Sivitska, S.; Onyshchenko, V., Mammadova, G., Siv-
itska, S., Gasimav, A. (Eds.) (2023). Business Information Security Proceedings of the 4th
International Conference on Building Innovations. Lecture Notes in Civil Engineering Vol. 299.
Cham: Springer, 768-778. doi: https://doi.org/10.1007/978-3-031-17385-1_B5

Nayak, Mr. P., Sufiyan, M., Monisha, N. S., Bhaskar, M. G., Raju, M. (2022). Review Paper on
Cyber Security and Types of Cyber Attacks. International Journal of Advanced Research in Science,
Communication and Technology, 2 (1), 732-735. doi: https://doi.org/10.48175/IJARSCT-7043
Fedor, 0. (2022). 93 Must-Know Ransomware Statistics. Available at: https://www.antivi-
rusguide.com/cybersecurity/ransomware-statistics/

Glushko, A., Marchyshynets, 0. (2018). Institutional Provision of the State Regulatory Pol-
icy in Ukraine. Journal of Advanced Research in Law and Economics, 9 (3], 941-948. doi:
https://doi.org/10.14505/jarle.v93(33).18

Za pershyi misiats roboty systemy Protective DNS na ponad 30% zmenshylys vtraty ukrain-
tsiv vid finansovoho fishynhu. Available at: https://inshe.tv/suspilstvo/2023-03-16/747356/
Onyshchenko, S., Yanko, A., Hlushko, A., Maslii, 0., Skryl, V.; Onyshchenko, V., Mammad-
ova, G., Sivitska, S., Gasimov, A. (Eds.) (2023). The Mechanism of Information Security of
the National Economy in Cyberspace. Proceedings of the 4th International Conference on
Building Innovations. ICBI 2022. Lecture Notes in Civil Engineering Vol. 299. Cham: Springer,
791-803. doi: https://doi.org/10.1007/978-3-031-17385-1_67

Zhao, J., Yue, X., Feng, C., Zhang, J., Li, Y., Wang N. et. al (2022). Survey of Data Privacy Se-
curity Based on General Data Protection Regulation. Journal of Computer Research and De-
velopment, 59 (10), 2130-2163. doi: https://doi.org/10.7544/issn1000-1239.20220800
Schiitze, B.; Hibner, U. H., Wilson, G. M., Morawski, T. S., Ball, M. J. (Eds.) (2022). Data Pro-
tection and Data Security in the EU: the European General Data Protection Regulation. Nursing
Informatics. Cham: Springer, 437—-451. doi: https://doi.org/10.1007/978-3-030-91237-6_29
Aslan, 0., Aktug, S. S., Ozkan-Okay, M., Yimaz, A. A., Akin, E. (2023). A Comprehensive
Review of Cyber Security Vulnerabilities, Threats, Attacks, and Solutions. Electronics,
12 (6), 1333. doi: https://doi.org/10.3390/electronics 12061333

57

CHAPTER 2




N\
~
a
—
A
=
=
(]

ECONOMIC AND CYBER SECURITY

22.

23.

24.

25,

26.

27.

28.

29.

30.

31

Onyshchenko, S., Hlushko, A., Maslii, 0., Skryl, V.; Onyshchenko, V., Mammadova, G., Siv-
itska, S., Gasimov, A. (Eds.) (2022). Risks and Threats to Economic Security of Enterprises
in the Construction Industry Under Pandemic Conditions. Proceedings of the 3rd Interna-
tional Conference on Building Innovations. Lecture Notes in Civil Engineering Vol. 181. Cham:
Springer, 711-724. doi: https://doi.org/10.1007/978-3-030-85043-2_66

Onyshchenko, S., Yanko, A., Hlushko, A., Sivitska, S.; Onyshchenko, V., Mammadova, G.,
Sivitska, S., Gasimov, A. (Eds.) (2022). Increasing Information Protection in the Information
Security Management System of the Enterprise. Proceedings of the 3rd International Con-
ference on Building Innovations. Lecture Notes in Civil Engineering Vol. 181. Cham: Springer,
725-738. doi: https://doi.org/10.1007/978-3-030-85043-2_67

Makarenko, 0., Yanko, A. (2022). Concept of the system of detection and prevention of
networks. Control, Navigation and Communication Systems, 2 (68), 59-67. doi: https:/
doi.org/10.26906/SUNZ.2022.2

Diogenes, Y., Ozkaya, E. (2019). Cybersecurity Attack and Defense Strategies: Counter
modern threats and employ state-of-the-art tools and techniques to protect your organiza-
tion against cybercriminals. Packt Publishing Ltd.

Othman, S. M., Alsohybe, N. T., Ba-Alwi, F. M., Zahary, A. T. (2018). Survey on Intrusion
Detection System Types. International Journal of Cyber-Security and Digital Forensics, 7 (4),
444-462. doi: http://dx.doi.org/10.17781/P002525

Northcutt, S., Novak, J. (2002). Network Intrusion Detection: An Analyst's Handbook. Indi-
anapolis: New Riders Publishing, 478.

Kalaivani, A., Pugazendi, R. (2023). A Review on Intrusion Detection System and its Tech-
niques. Data Analytics and Artificial Intelligence, 3 (2), 132—137. doi: https://doi.org/
10.46632/daai/3/2/24

Li, J. (2022). Network Intrusion Detection Algorithm and Simulation of Complex Sys-
tem in Internet Environment. 2022 4th International Conference on Inventive Research
in Computing Applications, Coimbatore: IEEE, 520-523. doi: https://doi.org/10.1109/
ICIRCA54612.2022.9985720

Collins, M. (2017). Network Security Through Data Analysis: From Data to Action. O'Reilly
Media, Inc.

Chowdhury, P., Paul, S., Rudra, R., Ghosh, R.; Joshi, A., Mahmud, M., Ragel, R.G. (Eds.)
(2023). Cyber-Attack in ICT Cloud Computing System. Information and Communication Tech-
nology for Competitive Strategies. Lecture Notes in Networks and Systems Vol. 400. Singa-
pore: Springer,115-121. doi: https://doi.org/10.1007/978-981-19-0095-2_12

58



DOI:10.15587/978-617-7313-98-5.CH3

Oleksandr Kivshyk
© The Author(s) 2023

CHAPTER 3

STRENGTHENING THE SECURITY OF UKRAINIAN STRATEGICALLY
IMPORTANT ENTERPRISES AS A BASIS FOR THE NATIONAL
ECONOMY SUPPORTING AND RESTORING

RBSTRACT

The study is devoted to solving the problem of strengthening the security of strategically
important enterprises in Ukraine by developing effective forms of implementing the state regu-
latory policy in this direction. The issues of identification of strategically important enterprises
and the formation of their security at the state level as a basis for supporting and restoring the
national economy have been updated. The study assessed the level of Ukrainian economic security,
which confirmed the need to strengthen it, primarily through the revitalization of business entities.
Deregulation of entrepreneurial activity is the basis for the efficient and stable functioning of
Ukrainian businesses. In this aspect, considering the key provisions of the Draft Plan for the Re-
covery of Ukraine, the strategic directions for the deregulation of business activities in Ukraine,
including strategically important enterprises, have been determined. One of them is the state
regulatory policy institutional support regulatory policy improvement.

The analysis of the existing institutional support of the state regulatory policy in relation to
strategically important enterprises has been carried out. The basis for the formation of effective
forms of the state regulatory policy implementation of support and strengthening the security
of strategically important enterprises is the need to improve the current legislation, the forma-
tion of effective institutional and organizational support and the clustering of national economy on
the basis of strategically important enterprises with the possibility of creating integrated corpo-
rate structures.

The study proposes a model for the process of assessing the effectiveness of the implemen-
tation of the state regulatory policy to ensure the security of strategically important enterprises,
which provides the regulatory authorities with a tool to influence its level ensuring economic deve-
lopment and social stability in Ukraine in the future.

CHAPTER 3

KEYWORDS

Strategically important enterprises, security, economic security, state regulatory policy, busi-
ness environment, martial law, financial support, institutional support.
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The national economy of Ukraine has been functioning for the last year in the conditions of
unprecedented challenges and threats caused by the military aggression of the Russian Federation.
The support and restoration of the economic system depend on the efficiency of the economic enti-
ties activities, primarily those that are critically important in terms of ensuring national economy
security. The status of such economic entities can be legitimately defined as strategically important.
In the Ukrainian institutional environment, the concept of "strategic importance enterprising for
the state economy and security" has been used with the aim of ensuring the implementation of
national interests in the sphere of state property privatization and reducing possible threats to the
state economic security. In the conditions of war, the problem of identifying strategically important
enterprises and forming their security at the state level acquires special relevance and requires
the development of effective forms of state regulatory policy implementation of in this direction.

31 ASSESSMENT OF THE UKRAINIAN ECONOMIC SECURITY LEVEL

The military aggression of the Russian Federation, which entailed a number of unprecedented
threats, has actualized the issues of Ukrainian economic security strengthening as the basis for the
stahility of both country's functioning and ensuring national security generally. The study is based
on the application of both comparative analysis principles and the indicator method in assessing the
ecanomic security level. To summarize the data on the sample, descriptive statistics methods have
been used applying such statistical indices as the mean value and standard deviation, which enabled
to assess the impact of sub-indices on the Ukrainian economic security level.

According to the Guidelines for calculating the Ukrainian economic security level [1], the com-
ponents of economic security are: production, demographic, energy, foreign economic, investment
and innovation, macroeconomic, food, social, and financial security.

The production security indicator characterizes the state and development of the production
sector. Its level determines the efficiency of the use of the country's production capacities, the
possihilities of modernization and expanded reproduction, the innovativeness of production and the
competitiveness of the national economy.

Demographic security is defined as the state of protection of the country and society from de-
mographic threats. A sufficient level of demographic security ensures the development of Ukraine
on the basis of balancing the demographic interests of the state and society in accordance with the
constitutional rights of Ukrainian.

The energy security indicator is a state of the economy that ensures efficient use of energy
resources, a sufficient number of energy producers and suppliers in the energy market, and avail-
ability, differentiation and environmental friendliness of energy resources.

Foreign economic security implies coherence between foreign economic activity and national eco-
nomic interests. Its sufficiency is characterized by minimizing the state's losses from negative external
economic factors and the possibility of creating the necessary conditions for economic development.
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The investment and innovation security indicator allows to characterize the state of the eco-
nomic environment in a country. It shows the level of development of high-tech production, inte-
gration of research and production, and deepening of the national economy's specialization in the
production of high value-added products.

Macroeconomic security characterizes the achievement of a balance in macroeconomic repro-
duction proportions.

The food security indicator shows the ability of production to meet the needs of society for
food of appropriate quality, provided that it is balanced and affordable.

Social security characterizes the ability of a country to ensure a high standard of living for
its population.

The financial security indicator reflects the state of the country's financial system, the ability
to create financial conditions for stable social and economic development, the ability to ensure its
resilience to financial shocks and imbalances, and to create conditions for achieving the integrity
and unity of the country's financial system.

The structural components of financial security are as follows: banking security, non-banking
financial sector security, debt security, budget security, currency security, and monetary security.

Banking security characterizes the level of financial strength and stability of the country's
banking institutions, which, in turn, makes it possible to ensure a high level of efficiency of the
country's hanking system. The security of the non-banking financial sector determines the level
of development of the insurance and stock markets, and the satisfaction of society's needs for
financial instruments and services. Debt security characterizes the level of the country's domestic
and foreign debt, the efficiency of using domestic and foreign loans, and the optimal ratio of these
loans. The budgetary component of financial security is determined by the ability to ensure financial
stahility and solvency of public finances. The level of public confidence in the national currency and
its stability determine currency security. Monetary security is a state of the monetary system
that allows providing national economic entities with high-quality and affordable credit resources in
amounts and on terms favorable for achieving economic growth of the national economy.

In order to substantiate the priority areas for restoring Ukraine's economic development and
security, and to identify priority measures to support financial stability and restore critical infra-
structure, it is necessary to analyze the level of economic security by certain sub-indices. Such
an approach will allow to identify the level of each companent of ecanomic security and outline the
strategy of the state regulatary policy.

Based on the Guidelines for calculating the Ukrainian econamic security level and official data from
Ministry of Ecanomy of Ukraine, the absolute values of indicators of the economic security companents
have been calculated and integral indicators have been determined, summarized in the Tahle 3.1.

Based on the estimation of the average levels of the components of the economic security
integral indicator, it is legitimate to note that the following components are in the unsatisfac-
tory zone: production, demographic, energy, financial and social (within 40-59 %); in the dan-
ger zone (20-39 %] foreign economic, macroeconomic and investment and innovation. The most
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unstable situation during the period under study has been observed in the dynamics of energy se-
curity (standard deviation 5.87) and macroeconomic security (standard deviation 4.91). The most
stable indicators for 2013-2020 are investment and innovation (1.77) and social security (2.26).

© Tahle 3.1 Integral indicators of the Ukrainian economic security components for 2013-2020 years

o =5
Indicator @ T B L =2 2 g = = gg "-é '§
8§ SR R R R R 8B 8 E E &8 &3
Integral indicator of production 49 51 47 58 59 58 57 54 59 47 5413 4.61
security, %
Integral indicator of demographic 46 45 43 46 40 41 39 40 46 39 4250 2.88
security, %
Integral indicator of energy 39 47 45 58 54 53 49 49 58 39 49.25 5.87
security, %
Integral indicator of foreign 29 32 33 35 36 36 40 44 44 29 35.63 4.69

economic security, %

Integral indicator of investment 35 30 33 30 30 31 31 31 35 30 31.38 1.77
and innovation security, %

Integral indicator 39 33 30 38 37 40 45 43 45 30 3813 491
[ael of macroeconomic security, %
ﬁ Integral indicator of food 86 94 92 92 91 90 89 85 94 B85 89.88 3.08
E security, %
§ Integral indicator of social B2 57 55 56 989 59 60 59 B2 55 58.38 2.26
(353 security, %

Integral indicator of financial 90 40 35 38 40 45 42 40 50 35 4125 4.56
security, %

Integral indicator of economic 47 45 44 48 48 49 49 48 49 44 4725 1.83
security, %

Note: complied by the author according to [1, 2]

The presence of the noted problematic aspects in the Ukrainian economic security confirms
the level of the integral indicator (Fig. 3.1).

With the maximum value of the country's integral indicator level of ecanomic security at 100 %,
the largest was observed in 2018-2019. The drop in the level of economic security in 2015 is
associated with the military aggression of the Russian Federation in the east of the country, and
in 2020 with the COVID-19 pandemic and the quarantine restrictions caused by it [3].

The optimal zone for the level of economic security is an indicator of more than 80 % (80—100 %),
satisfactory 60—79 %, unsatisfactory 40-59 %, dangerous — the range of 20—-39 %, critical —
less than 20 % (0-19 %). For the entire analyzed period 2013-2020, the level of economic

62



3 STRENGTHENING THE SECURITY OF UKRAINIAN STRATEGICALLY IMPORTANT ENTERPRISES AS A BASIS
FOR THE NATIONAL ECONOMY SUPPORTING AND RESTORING

security was at an unsatisfactory level (40-59 %), but did not go beyond the safe zone. At the
same time, the predicted negative dynamics of the integral indicator, described by a polynomial
trend line, confirms the current realities in connection with the war in Ukraine.

y=-0.1212x*+1.6364x%-5.7424x+51
R®=0.8182

The level of economic security of Ukraine, %

2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Year

O Fig. 3.1 Dynamics of the level of ecanomic security of Ukraine in 2013-2020
Note: complied by the author

In order to strengthen economic security, public authorities should actively implement regula-
tory measures in the following areas.

1. Support domestic market. In order to stabilize and restore the national economy, it is neces-
sary to further reduce the regulatory and administrative burden on business, in particular through
the introduction of deregulation measures based on a risk-hased approach to develop business self-
regulation; introduce new and expand existing support tools for small and medium-sized businesses,
including financial ones [4]. It is legitimate to define the food and light industry, the IT sector as
a priority for the resuscitation of the domestic market. Regulatory support needs a machine-building
complex. Total defense spending in 2023 exceeds 1 trillion UAH. Thus, at least a partial renewal of
the capacities of the military-industrial complex through the use of enterprises of the machine-build-
ing complex can become a significant factor in the industrial production growth [5].

2. Support for monetary stability. It is worth noting that since the beginning of the full-scale
invasion of the Russian Federation, a number of financial support instruments have been used.
In April 2023, the Financial Stability Board created a working group for the development of the
domestic debt market with the participation of representatives of the National Bank of Ukraine and
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the Ministry of Finance of Ukraine. The working group was established as part of the implementa-
tion of the Memorandum on Economic and Financial Policy with the International Monetary Fund,
according to which Ukraine undertook to avoid emission financing of the state budget and develop
the domestic debt market by expanding and diversifying the circle of investors in government
securities, including through the return of non-residents to domestic bond market. In addition,
since May 2023, the procedure for assessing the stability of the banking system in wartime con-
ditions has begun. Also, in order to strengthen market incentives for banks to attract fixed-term
deposits of the population in the national currency, reduce risks for the foreign exchange market,
the operational design of manetary policy has been updated, providing for a reduction in the rate
on deposit certificates and the introduction of new limited three-month deposit certificates at
a fixed rate at the accounting level [6]. These changes help protect citizens' savings from infla-
tionary depreciation, reduce price pressures, and promote a culture of time savings in the hryvnia.

3. Restoration of balance in foreign and domestic trade. Military aggression has led to an in-
crease in the disproportion between the internal and external trade markets. Limiting the process of
currency laundering from the Ukrainian market should be an element of restoring economic security.

4. Restoration of infrastructure. The main task should be considered the restoration of the en-
ergy infrastructure, constantly suffering as a result of targeted enemy attacks. At the same time,
it is reasonable to consider as shifts the adaptation of both businesses and households to the risks
of deep blackouts, the improvement of the technology for protecting and restoring energy facilities.

Consequently, modern threats to the Ukrainian economic security are both modern military and
structural by nature. Attacks on infrastructure facilities, the occupation of some parts of Ukrainian
territory, the budget crisis and other challenges have exacerbated problems in the functioning
of the national economy. In order to restore Ukrainian economic development and security, it is
necessary to support the domestic market, take measures to further support financial stability and
restore critical infrastructure.

3.2 ANALYSIS OF BOTH BUSINESS ENVIRONMENT AND STATE REGULATORY POLICY
INTHE ASPECT OF STRENGTHENING ECONOMIC SECURITY UNDER MARTIAL LAW

The experience of the world's leading countries shows that a favorable business environment
is one of the main factors of economic growth. In this regard, the state regulatory policy should be
aimed at improving the regulatory environment, including through deregulation. Deregulation implies
the abolition of regulatory restrictions and inefficient control procedures, excessive licensing, out-
dated certification, monitoring and other restrictions on business activities.

Regulatory reform in Ukraine aimed at improving the business environment began in 1997
with the creation of a special institution for the development and implementation of regulatory
palicy in the field of entrepreneurship — the State Committee of Ukraine for Entrepreneurship
Development. Since then, the State Committee for Entrepreneurship Development has suspended
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about 90 regulatory acts that hindered business activity. The legislative basis for the formation
of a favorable regulatory environment was laid down by the Decrees of the President of Ukraine
"On Elimination of Restrictions Hindering the Development of Entrepreneurial Activity" of February 03,
1998 and "On Some Measures for Deregulation of Entrepreneurial Activity" of July 23, 1998.
These Decrees identified deregulation as one of the priority areas of reforming economy's state
regulation and outlined a number of priority measures to improve the business environment.
In 1998 and 1999, as part of implementation of the provisions of these decrees, the State Com-
mittee for Entrepreneurship Development reviewed, approved, and commented on more than
300 draft regulatory documents. In some cases, the economic benefits of deregulation amounted
to tens of millions hryvnia saved by entrepreneurs, consumers and the public sector. In general, the
conditional economic effect of the Committee's actions to deregulate business activities, according
to international experts (USAID), amounted to about $ 450 million [7].

Despite the positive results from the abolition of regulations that hindered the development
of entrepreneurship, these measures were not enough to bring about qualitative changes in the
business environment. There was a need to create a mechanism for effective influence on economic
and social processes, to introduce such principles of state regulatory policy that would ensure that
the process of creating a new regulatory act would best meet the needs of society.

In 2000, the President of Ukraine adopted the Decree of the President of Ukraine "On the Intro-
duction of a Unified State Regulatory Policy in the Field of Entrepreneurship", which laid down the foun-
dations and procedure for the implementation of state regulatory policy in the field of entrepreneur-
ship. In particular, it defined the procedure for adopting regulatory acts, which was aimed at improving
their quality and efficiency and reduced the costs of business entities and the state. At the same time,
by adopting the Law of Ukraine "On Licensing of Certain Types of Economic Activity", a new model of
state regulation of the licensing sphere is being formed as an integral part of the deregulation process.

The noted positive changes in the regulation of the regulatory framework for entrepreneurship
in 1997-2000 became the hasis for the legislative consolidation of the principles of state regula-
tory policy and the extension of their effect to the entire sphere of economic activity. In 2003, the
Law of Ukraine "On the Principles of State Regulatory Policy in the Sphere of Economic Activity"
was adopted, the norms of which met international standards, and their implementation allowed
to reduce state interference in the activities of business entities and partially eliminate obstacles
to the development of economic activity in Ukraine by introducing mandatory assessment of the
economic efficiency of regulatory acts.

In recent years, the state regulatory policy has been aimed at improving and simplifying the
legal regulation of economic relations, reducing the interference of state bodies in the activities of
business entities. The full-scale invasion of the Russian Federation has become an unprecedented
threat to the functioning of the business environment in Ukraine. This is confirmed by official data
from the Center for Innovation Development, the Office for Entrepreneurship and Export Develop-
ment, and the national project Diia.Business, according to which in 2022 there was the lowest
dynamics of opening new business entities over the past three years (Fig. 3.2).
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The level of country's economic security directly depends on the activity of economic entities.
The military anger of the Russian Federation led to the closure, temporary cessation of the func-
tioning of many companies, inflicted large financial losses on them due to the destruction of pro-
duction facilities, infrastructure, and the suspension of investment projects. Support, stabilization
and recovery of the national economy in times of war depend on the ability of economic entities
to adapt to changes in the external environment, in particular, the promptness of decision-making
in terms of maintaining production capacities, jobs, readiness for relocation and the level of state
regulatory policy effectiveness.

It should be noted that in the first six months of the war, more than 78 thousand business
entities closed, 419 went bankrupt. Since the beginning of the full-scale invasion of the Russian
Federation, only in July, the number of newly created entities exceeded the number (Fig. 3.3).

It should be noted that the total amount of direct damage caused by the aggressor state
during the year of the war to individuals — entrepreneurs and legal entities is estimated by experts
at $ 13 billion, of which $ 9 billion is damage caused to large and medium-sized businesses [2].

The need to preserve entrepreneurial potential and form the foundation for the return of
business, forced to suspend operations, required the introduction of operational regulatory tools
to support business entities. At the same time, the effectiveness of the implemented regulatory in-
struments was determined by the optimal combination of the levers of the state regulatory policy:
legal, administrative and economic. The ability to discuss the presence of legal levers in the struc-
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ture of regulatory policy enables it to be possible for certain legal acts to belong to regulatory ones.
At the same time, the concept of state regulatory policy, given in the Law of Ukraine "On the Fun-
damentals of State Regulatory Policy in the Sphere of Economic Activity", provides for the presence
of administrative and economic levers, the distinction between which is conditional. After all, in
order to use the economic regulator, public authorities must first make an administrative decision.
Any administrative regulator, encouraging enterprises to carry out certain actions, at the same
time indirectly affects individual economic processes [91.
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Implemented during March-December 2022, regulatory tools for resuming business activity
as part of the wartime state regulatory policy implementation included:

— business relocation program implementation to safe territories;

— financial support for business by unifying approaches, expanding goals and the circle of
participants for the state programs "Affordable loans 5—7-9 %" and "Affordable financial leasing
5-7-9 %" implementation, as well as the provision of loan guarantees on a portfolio basis; grant
programs implementation for starting a new business, developing entrepreneurship and train-
ing (micro-grants for creating your own business, grants for the development of a processing
enterprise, state funding for planting a garden, greenhouse development funds, a grant for the
implementation of a start-up, including IT sphere, funds for training IT specialties);

— formation of a state order for products in order to support the production activity of bu-
siness entities;

— amendments to the tax legislation in the direction of reducing the fiscal burden on busi-
ness entities;
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— implementation of a number of hills to deregulate the business environment, which included,
in particular, the digitalization of public services and the deregulation of the contractual labor
relations regime for small and medium-sized businesses [10].

These regulatory tools have enabled to intensify the business work, to minimize obstacles to
its development. According to the latest data from the Ministry of Economy, since the beginning
of the relocation program, 761 enterprises have moved to safe regions, of which 588 are suc-
cessfully operating in new places, 274 are in the process of searching for a suitable location or
method of transportation [11]. Since the launch of the program "Affordable loans 5-7-9 %", as
of December 2022, 17,359 loan agreements have been concluded for a total of UAH 72.24 billion
(including 13,089 loan agreements for a total of UAH 38.39 billion by public sector banks) [12].
Since the beginning of the government program "Own business" implementation, projects of more
than 3 thousand entrepreneurs have been financed for a total amount of about UAH 776.8 million.
Due to the expansion of the partnership program of the Export Credit Agency by joining it with
JSC CB "PrivatBank", which provides for lending to businesses for the foreign economic contracts
implementation under credit expert agency insurance coverage without additional material collate-
ral, it has enabled to simplify access to financing for business entities exporting products [13, 14].

As part of the financing program (in the amount of $ 2 billion) for agricultural enterprises
and small and medium-sized businesses, approved by the Board of Directors of the International
Finance Corporation (IFC) in December 2022, it has been planned to actively attract foreign
investors. A feature of the program is the permission of the IFC Corporation management, as
an exception for Ukraine, to cooperate with state-owned companies. The IFC Board of Directors
has approved two special projects for the private sector, both for the French company EnVivo,
which has agribusiness in Ukraine; war risk insurance (through MIGA) for Raiffeisen Bank [15].
In December 2022, the Entrepreneurship Development Fund signed a loan agreement with
AB "Ukrhashank" in the amount of UAH 150 million to finance investment projects of small and
medium-sized businesses in the field of energy saving as part of the project "Refinancing of
energy efficient investments energy supply". During the project implementation, new approaches
to lending are introduced, based on both international environmental and social standards of
the Sustainable Development Finance Policy [16].

Certain financial support for entrepreneurial activity through the implementation of credit,
state grant programs, programs for financing investment projects, primarily in the field of ener-
gy supply, as well as expanding partnerships for more efficient implementation of export mecha-
nisms, has become an important factor in strengthening financial stability and an engine of business
activity in high-risk conditions.

Amendments to the Tax Code enabled to introduce a new temparary mechanism for taxing
business entities aimed at supporting their functioning. In particular, it is rightful to note that
enterprises with an income of up to 10 billion hryvnias are given the opportunity to become payers
of the single tax of the 3" group, which provides for: a tax rate of 2 % of income (instead of 18 %
of income tax); VAT (20 %) is not applied to operations on the territory of Ukraine; there is no limit
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on the number of employees [17]. Changes in tax legislation, state programs implementation of
financial support for business enabled to conduct business even in wartime.

The deregulation of the business environment involved a number of measures implementation
to abolish requirements for obtaining licenses and permits for most types of activities, liberalizing
labor relations, abolishing inspections and the absence of sanctions for late reporting, simplifying
requirements for labeling food products, digitizing state services and services. Thus, by Resolution
No. 314 of March 18, 2022, the Cabinet of Ministers of Ukraine introduced the declarative prin-
ciple of acquiring the right to conduct economic activity without the need to obtain documents of
a permissive nature, licenses, etc. Adoption of the Resolution enabled to significantly simplify the
procedure for opening a business entity and became a significant step in the deregulation of econo-
mic activity, since instead of about 600 types of licenses and permits, only about 50 remained valid.

Changes to the Labor Code introduced during martial law contributed to the liberalization of
labor relations. Among the main innovations: the simplified system introduction of dismissal and
reduction of employees in the zone of active hostilities, the possibility of suspending the employ-
ment contract and increasing working hours from 40 to 60 hours per week, as well as reducing the
number of mandatory days off to one day.

Significant relaxations have taken place in the field of tax reporting and payment of taxes,
which simplifies the conduct of business activities in wartime conditions. In particular, taxpayers
received the right to submit tax and other reports within 90 calendar days after the abolition of the
legal regime of martial law, and therefore the responsibility for late submission of reports during
martial law and 90 days after its termination also does not be applied. Also, during the period of
martial law, financial sanctions do not be applied for violations related to the use of recorder of
payment transactions (RRP).

It is noteworthy the significant deregulation of economic activity in the agrarian sphere.
In addition to a number of legislative changes, which were aimed at supporting farmers by reducing
the price of fuel and preventing its potential shortage, the Ministry of Agrarian Policy and Food
of Ukraine during the martial law also canceled additional seed certification procedures, in parti-
cular, by recognizing foreign certificates, as well as the need registration of agricultural machinery.
The validity of the license for the storage, transportation and use of pesticides has been extended
for 90 days after its termination or cancellation.

Measures to deregulate entrepreneurial activity included the development of digitalization of
public services and services. At the end of May 2022, the Ministry of Digital Transformation,
together with the Ministry of Economy and BRDO (Better Regulation Delivery Office), announced
the introduction of a new service for business on the Diia portal — eDeclaration. This electronic do-
cument, which execution takes no more than three minutes, enables to immediately start business
and is intended to replace 374 types of permits. The Declaration service can be used by business
owners whase permits have expired; individual entrepreneurs who, under martial law, have changed
their place of doing business and need a license; entrepreneurs who changed the type of activity
in connection with the war. The Ministry of Digital Transformation also launched beta testing of
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a new service on the Diia portal — automatic registration of limited liability companies, aimed at
simplifying the registration procedure for business entities and saving time for public registrars.

Important measures in the direction of deregulation and improvement of the conditions for
the entrepreneurial activity implementation are the support by the Verkhovna Rada of Ukraine of
draft laws No. 5371 and No. 5161. The first is aimed at deregulating the regime of contractual
labor relations for small and medium-sized businesses and reducing the administrative burden
on entrepreneurial activity. At the same time, contractual regulation of labor relations involves
strengthening the principles of market self-regulation in terms of salaries, the workers' rights to
salaries and their protection, receiving annual paid holidays and holidays without pay. Draft law
No. 5161 introduces a new specific form of an employment contract with non-fixed working hours.
Accordingly, the employee enables to combine both official work with several employers and have
basic social guarantees.

In October 2022, the President of Ukraine signed the law "On Amendments to the Tax Code of
Ukraine and Certain Other Legislative Acts of Ukraine on the Peculiarities of Taxation of Entrepre-
neurial Activities of Electronic Residents", which has come into force on April 1, 2023 and provides
for a special status for foreigners to conduct business in Ukraine. The law is aimed at creating
favorable conditions for both foreigners and stateless persons who have received e-resident sta-
tus to register as an individual entrepreneur and conduct business without crossing the border.
The introduction of this regulatory tool enables to create a positive investment climate, contribute
to the national economy restoration and development, increase the gross domestic product and
tax revenues to the state budget.

The indicated measures of deregulation of entrepreneurial activity have become the basis for
the formation of a favorable regulatory environment in the context of martial law. Noting the pos-
itive changes, it is legitimate to note the need to continue deregulation. This is confirmed by the
data of a study conducted in November 2022 by the Center for Innovation Development, Office for
Entrepreneurship and Export Development, the national Action project and Advanter Group [18].
16 % of surveyed business entities noted a decrease in the tax burden, 12 % — improving the con-
ditions for doing business, 75 % — noted the need to continue the deregulation of entrepreneurial
activity under martial law as a basis for supporting and restoring the national economy of Ukraine.

Since the beginning of the full-scale invasion of the aggressor on the territory of Ukraine,
a number of regulatory measures have been taken to find additional sources of funding, attract
international organizations to provide grants, etc. One of the main state grant programs to sup-
port business in times of war is legitimate to define the project "ePo6oTa"/"eWork", which provides
for the provision of grants for the entrepreneurship start training and development. The grant
program is implemented in a number of areas, including the provision of micro-grants for starting
a business ("Own business"); providing grants for the implementation of Start-up; financing of
training in specialties in the field of IT; financing the development of orchards and greenhouses;
grants for the processing enterprise development. In the "Own business" direction, 900 applica-
tions for a microgrant were received in four months of 2023, and 136 winners enable to receive up
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to UAH 250,000 of financial support for the business projects implementation providing the
creation of more than 300 new jobs. In general, in 2023, UAH 1.8 billion is allocated in the
Ukrainian state budget of for 10,000 microgrants [19].

In March 2023, the Cabinet of Ministers of Ukraine announced the expansion of the list of
non-refundable grants under the Work program with areas for veteran businesses [20]. Thus, ve-
terans are able to receive up to UAH 250,000 of state funding to start their own business if one
new job is created. Co-financing is also provided (70 % of state financial resources and 30 % of the
entrepreneur's own funds) for both combatants' family members and combatants with experience in
doing business. At the same time, the size of the grant is UAH 500,000 and 1 million, respectively.

Another state business support program, which started on February 1, 2020, is the Afford-
able Loans 5—7-9 % program. As part of its implementation, since the beginning and till the end
of March 2023, business entities received loans from partner banks totaling UAH 185.58 hillion.
Since the beginning of the war launched by the Russian Federation against Ukraine, a number of
changes have been made to the program related to the unification of approaches, the expansion of
goals and the circle of participants, which enabled to provide financial support to a larger number
of business entities. The dynamics of the level of financial support for business under the program
"Affordable loans 5—7-9 %" is shown in Fig. 3.4.
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During the war period, under the program, loan agreements were concluded in the amount of
UAH 95.96 billion, of which UAH 870 million were investment loans; UAH 7.33 billion — anti-cri-
sis loans; UAH 4.37 billion — refinancing of previously received loans, UAH 26.54 billion — loans for
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agricultural producers; UAH 56.76 hillion — financing of anti-war goals. In order to economically
restore the affected regions, the Cabinet of Ministers of Ukraine, at the initiative of the Ministry
for the Reintegration of the Temporarily Occupied Territories of Ukraine, at the beginning of April
2024 decided to allow entrepreneurs from the territories of possible hostilities and de-occupied
territories to participate in the program [10, 21].

At the same time, international organizations are actively providing financial support to Ukrainian
business. Thus, within the framework of the USAID program "Competitive Economy of Ukraine",
grant projects "Business Continuity and Resumption" (financing the development of new products,
digitalization of business processes, development of organizational potential), "Support for business
participation in trade events" were launched. Grants for the implementation of business projects,
investment projects, business relocation are also offered by the European Bank for Reconstruc-
tion and Development, the German government company Deutsche Gesellschaft fiir Internationale
Zusammenarbeit (GIZ), the Danish Refugee Council (DRC), the European Union under the EU4En-
vironment program, the International Organization for Migration and the United Nations Agency
for Migration (grant program under the project "Development of small and medium-sized enter-
prises: Economic integration of internally displaced persons and business resumption") and others.

It is important that both state and international grant programs implemented in modern con-
ditions also aim to support innovative projects, develop the sphere of cybersecurity, healthcare,
education, infrastructure, that is, they are aimed at forming the basis for the post-war recovery
of the Ukrainian economy.

A certain financial support for business through the implementation of credit, grant state
programs, programs for financing investment projects, as well as the expansion of international
partnerships in this direction is an important factor in strengthening financial stability, a driver of
business activity in conditions of high wartime risks [22] and, of course, the basis for the national
economy successful recovery in the post-war period

The implementation of regulatory tools to support and develop the national economy should
be systematic and consistent and based on the principles of creating a favorable regulatory envi-
ronment. In order to restore the national economy, it is necessary to further reduce the regulatory
and administrative burden on business by introducing deregulation measures based on a risk-based
approach for the development of business self-regulation, which involves a transparent licens-
ing system formation and partnerships development both between business entities and state
regulatory authorities.

3.3 IMPROVING THE INSTITUTIONAL SUPPORT OF THE STATE REGULATORY POLICY IN TERMS
OF STRENGTHENING THE STRATEGICALLY IMPORTANT ENTERPRISES SECURITY IN UKRAINE

The national economy of Ukraine has been functioning for the past year in the face of un-
precedented challenges and threats caused by the military aggression of the Russian Federation.
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Support and restoration of the economic system depends on the efficiency of business entities,
primarily those that are critical in terms of ensuring the national economy security.

A constructive analysis of the current legislation enables to assert that there is no definition
of the concept of "strategically important enterprise". There is only a list of state-owned objects of
strategic importance for the state economy and security, as well as criteria for classifying business
entities as having strategic importance for the state economy and security.

For the first time, a list of enterprises of strategic importance was given in the Decree of the
Cabinet of Ministers of Ukraine "On approval of the list of enterprises of strategic importance for the
economy and security of the state" August 21, 1997 (repealed). At the same time, the criteria for
granting such status to business entities were determined six years later by the Decree of the Ca-
binet of Ministers of Ukraine "On determining the criteria for classifying enterprises (organizations)
as having strategic importance for the economy and security of the state" dated May 15, 2003.
Both the list and the criteria for classifying enterprises as strategically important were constantly
changing without proper scientific justification and official explanation.

It is worth noting that the Decree of the Cabinet of Ministers of Ukraine dated January 30, 2019
approved the Procedure for the formation and maintenance of the State Register of Import Substi-
tution and Cooperation in Strategic Industries, according to which the military-industrial complex,
aviation, space engineering (including shipbuilding), metallurgical and chemical industries. However,
there is no clear definition of the concept of "enterprises of strategic importance for the state
economy and security" in the legislation.

Scientists propose to consider enterprises of strategic importance as ensuring the economic
independence of the country, its statehood. R. Prokopiev proposes to define an enterprise that is
of strategic importance for the economy and security of the state as a business entity of the public
sector of the economy, which owns or holds objects of state property, including the corporate
rights of the state in the authorized capital of business entities and which is responsible for at
least one of criteria determined by the legislation of Ukraine on the specified legal relations, and/or
in the prescribed manner included in the list of enterprises of strategic importance for the state
economy and security [23].

The concept of "strategically important enterprise” is revealed in the studies of A. L. Balanda,
V. P. Pavlenko, O. lu. Rudchenko as an enterprise whose activities have a significant impact on the
national economy safety and efficiency, its innovative development, as well as the livelihoods of the
population through the implementation of scientific and technical, innovative, export, infrastructure
potential, the production of progressive, socially significant or import-substituting products due
to the presence of special operating conditions or a strategic effect as the ability to obtain an eco-
nomic effect or prevent losses due to the inability to realize the interests of the future development
of an enterprise or a relevant field of activity [24].

A number of scientists consider strategically important for the state defense, security and
economy such enterprises that contribute to the national interests implementation and national
security requirements in the military, social, economic, scientific and technological, environmental
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or other fields due to the presence of a strategic effect as the ability to provide a dominant long-
term impact on the situation in a certain industry (region, market) [25].

The main disadvantage of certain scientific approaches is the inclusion in strategically impor-
tant enterprises of exclusively subjects of economic state ownership. It is while the majority of
high-tech and innovative enterprises are privately or collectively owned.

In view of the foregoing, it is proposed to classify as strategically important enterprises of
any form of ownership that produce critically important, unique products (works, services), which
activities have a significant impact on the protection of national economic interests and the level of
both the national economy and the country as a whole.

The lack of a unified scientifically based approach not only to the interpretation of the content,
but also to the definition of the category that characterized strategically important enterprises,
the imperfection of the current legislation are the main reasons for the lack of an effective me-
chanism for state regulation of the strategically important enterprises activities in terms of ensur-
ing national interests and the national economy security.

The hasis for the development of effective forms of state regulatory policy implementation
in the direction of ensuring the strategically important enterprises security is the existence of an
effective institutional environment. Therefore, it is legitimate to determine the conceptual pro-
visions of institutionalism and neo-institutionalism as a theoretical and methodological basis for
studying the institutional support of state regulatory policy in the aspect of strengthening the
security of strategically important enterprises.

Institutional approach, i.e. the study of the activity and interaction of economic agents through
the prism of institutions, is recognized as a general research method, due to the emphasis on
the structural and functional principles of construction and the formal legal characteristics of the
economic system, it makes it possible to determine the interdependence and relationship between
changes in institutional structures and the activities of economic agents [26].

The deepening of the conceptual principles of the institutional support of the state regulato-
ry policy implies, first of all, the specification and systematization of the categorical apparatus.

The analysis of scientific approaches to the definition of the categories "institute" and "in-
stitution" enables to conclude that their economic content is homogeneous and the degree of
consistency differs. It is legitimate to consider the institution as a system, while the institution
is the institution basic indivisible element [27].

J. R. Commaons, a representative of the "old institutionalism", characterizes institutions
in a narrow sense, as "a system of laws or natural rights within which individuals act as prisoners"
and in a broad sense — "collective action to control, liberalize and expand individual activity" [28].
The concept of "institutions", according to the approach of the founder of neo-institutionalism
D. Nort, covers any kind of restrictions created with the aim of directing human interaction in
a certain direction [29].

Summarizing the views of representatives of the "new institutionalism", it is advisable to
define an institution as a system of norms and rules covering both formal and informal norms
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that regulate relations between economic entities and imply the existence of appropriate organi-
zational structures in order to achieve certain goals.

New institutionalism comprehends informal institutions as complementary to formal ones.
According to D. Nort's approach, formal institutions are rules formed by people, laws and consti-
tutions issued by the state and approved by parliaments, while informal institutions are unwritten
rules (customs, traditions, social conventions and codes of conduct). At the same time, unwritten
rules are deeper than formal ones, often complement them and even effectively affect the economy
if this influence manifests itself over a long period [30].

Institutions are a form of manifestation of institutions. The essential characteristics of this
category can be both legal norms and the procedure for establishing links between them, "which en-
ables to streamline (regulate) relations between subjects of law in order to give them a sustainable
character, for which appropriate organizational structures and control bodies are created" [31].
The concept of "institution" is basic for the theory of institutionalism and denotes a certain custom,
order adopted in society, as well as their consolidation through law or organization.

The contextual analysis enabled to define institutional support as a process of formation of in-
stitutions and institutions consolidated in the form of organizations (state bodies, enterprises, infra-
structure), laws and rules in the process of the economy functioning market mechanism evolution.

Institutional security of strategically important enterprises can be legitimately considered as
a set of state and non-state institutions that ensure the formation of legislative, organizational
and economic conditions necessary for the implementation of an effective state regulatory policy in
the direction of ensuring the strategically important enterprises security.

As part of the institutional support of the state regulatory policy, it is advisable to distinguish
two components:

— institutional and legal support is a normative form of functions implementation of state and
non-state institutions in the direction of ensuring the security of strategically important enterprises;

— institutional and organizational support is a system of organizations (authorities) that ensure
the formation of effective forms of state regulatory policy implementation in the direction of ensur-
ing the strategically important enterprises security.

To date, the system of legal acts regulating the activities of strategically important enterprises
in Ukraine includes the Decree of the Cabinet of Ministers of Ukraine "On determining the criteria
for classifying state-owned objects as having strategic importance for the state economy and se-
curity" dated November 03, 2010 and Decree of the Cabinet of Ministers of Ukraine "On appraoval
of the list of state-owned objects of strategic importance for the state economy and security"
dated March 4, 2015.

As has been mentioned above, none of the legislative acts defines the concept of "strategically
important enterprises"”, and the criteria for classifying business entities as such are exclusively
guantitative (product share on the market, average number of full-time employees, volume of taxes
paid) and they are based on belonging to a certain industry branches. Supporting the opinion of
a number of scientists [24, 251, given the significant shortcomings of quantitative indicators
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in the context of the dynamics of changes in the national and world economies, it is believed that
the criteria for determining strategically important enterprises should be supplemented with quali-
tative indicators. Qualitative characteristics, determined by an expert, enable to establish the value
of an enterprise for protecting national economic interests and strengthening the competitiveness
and the national economy security. In the context of the war launched by the Russian Federation
against Ukraine, this task is of strategic importance. The identification of enterprises that can
increase the national space security, including the economic one, strengthen the country's defense
potential and the implementation of the state regulatory policy to support their operation is the
basis for ensuring national security.

As for the institutional and organizational support, there is no specially authorized body respon-
sible for implementing the state regulatory policy of supporting and strengthening the strategically
important enterprises security. The lack of clear coordination and distribution of functional respon-
sibilities among public authorities complicates the formation of an effective mechanism for state
regulation of strategically important enterprises.

Thus, the institutional environment for ensuring security strategically important enterprises
in Ukraine can definitely be considered undeveloped. In order to form effective forms of the state
regulatory policy implementation to support and strengthen the strategically important enterprises
security, a number of measures must be taken.

1. To develop scientifically based legal approach to granting the status and determining the
features of the functioning of strategically important enterprises, which provides for the legislative
consolidation of the concept of "strategically important enterprises" and the addition of criteria for
classifying business entities to this category with qualitative indicators.

2. To improve the institutional and organizational support of the state regulatory policy to main-
tain and strengthen strategically important enterprises security, which determines the need to
create a specially authorized body and conduct systematic monitoring of the strategically important
business entities functioning.

3. To carry out clustering of the national economy based on strategically important enterprises
with the ability to form integrated corporate structures, which increase the level of competitive-
ness and the national economy security, and minimize threats to national interests.

Institutional provision of economic security in Ukraine requires clarification in determining the
forms, relationships, mutual influences of components, carrying out transformations to increase
its level. Thus, special attention requires the search for new methods, forms and means of the level
of economic security regulating.

It is worth nating that currently there is no normative definition of the concept of economic
security of either an enterprise or any other form of doing business in the current legislation
of Ukraine. However, in Ukraine there are separate legislative acts regulating certain aspects of the
enterprises economic security. In particular, the Law of Ukraine "On the basic principles of state
supervision (control) in the field of economic activity", which defines the general principles of state
supervision (control) over compliance with the law in the field of economic activity, as well as the
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Law of Ukraine "On the protection of economic competition”, which determines the procedure for
preventing unfair competition and ensuring equal conditions for all market players. At the same
time, there is no clear definition of the category "economic security of a business entity" in the
national legislation. In this regard, the problem of the lack of precise criteria and indicators of both
ecanomic security of economic structures state one remains, which could be used at the state level
to monitor and control the economic security level.

Considering the experience of the EU, let's note that the security of economic entities of the
EU countries is regulated by a number of legal acts, which include: Regulation (EU) 2016/679 on the
protection of individuals regarding the processing of their personal data and the free movement of such
data; Directive (EU) 2016/943 on the protection of know-how and confidential information; Direc-
tive (EU) 2019/770 on certain aspects of the implementation of electronic commerce in the internal
market; Regulation (EU) 2019/1020 on ensuring the free movement of goods on the internal market;
Directive (EU) 2014/95 on the disclosure of mistreatment, environmental liability and social behavior.

As for the practical experience of the EU member states in terms of ensuring the economic
security of business entities, in Germany one of the ways to determine the level of economic security
of enterprises is to use various business models and rating systems. For example, Deutsche Bank
assesses the financial performance of enterprises and assigns them a rating that reflects their level of
economic security. In addition, there are special rating agencies, such as Creditreform and Euler Her-
mes, which also assess risks and assign ratings to enterprises [31]. There is also a special economic
reporting system that obliges businesses to publish their financial statements and other information
about their activities. This allows assessing the financial stability and efficiency of enterprises and
determining their level of economic security level.

The country has developed a regulatory framework that regulates the issues of ensuring the en-
terprises economic security. In particular, according to the Restriction of Competition Act (GWB),
the German government has the right to inspect and control the activities of enterprises in mat-
ters of competition, as well as to prevent and eliminate the consequences of negligence and abuse
in the economic sphere. The Bankruptey and Reorganization Act (InsO) establishes rules and proce-
dures for the event that an enterprise cannot pay its obligations to creditors and provides for the
possihility of reorganizing an enterprise in order to maintain its activities and prevent bankruptcy.
The Personal Data Protection Act (DSGVO), which establishes the rules for the collection, storage
and use of personal data, is aimed at protecting private information and ensuring the security
of data processing [32].

In addition, there are special bodies that are engaged in ensuring economic security at different
levels. For example, the Federal Agency for Technical Supervision (TUV) checks the technical safety
of products and equipment used in factories; The Federal Occupational Safety Agency ensures the
safety and health of workers in the workplace.

It is important to note that the legal and regulatory framework for the security of economic
agents in Germany is quite developed and complex, and includes not only federal laws, but also the
laws of individual states, regulations, standards and recommendations.
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In France, at the level of state security agencies, which include, in particular, the Ministry of
the Interior, the Ministry of Economy and Finance, the Ministry of Defense and others, monitoring
and analysis of economic risks and threats are carried out. They monitor changes in the market,
track financial and economic risks, and study the situation in sectors of the economy that are
critical to national security [33].

In addition, the responsibility for ensuring economic security exists with the enterprises
themselves. Enterprises can independently analyze the economic security level and conduct internal
audits. There are a number of regulations that establish requirements for organizing the activities
of enterprises in order to ensure economic security. In particular, it applies to the Laws on the Mo-
dernization of the Economy (Loi de modernisation de I'économie) of August 4, 2008, which contains
provisions to promote competition, reduce bureaucracy and improve the regulation of enterprises;
"On the protection of enterprises and their territorial integrity" (Loi de sauvegarde des entreprises
et de leurs territoires) of August 6, 2015, containing provisions on protecting enterprises from
bankruptey, supporting both small and medium-sized enterprises, developing economically under-
developed regions and providing conditions for creating new jobs; "On financial security" (Loi de
sécurité financiére) of August 1, 2003, containing provisions for ensuring the financial stability and
reliability of the financial market functioning, regulating the activities of financial institutions and
protecting investors [34].

These regulations are designed to ensure the economic security of businesses in France, as
well as to increase their competitiveness and sustainability. They establish rules and requirements
for the activities of enterprises in various industries, which helps to increase the efficiency of
activities and reduce possible risks.

In addition, there are a number of tools helping enterprises to determine and ensure their
economic security. In particular, the French Association of Entrepreneurs and Employers (MEDEF)
analyzes economic risks and threats at the level of the national economy and develops proposals
for state policy in the economic security field not only government agencies, but also private com-
panies, since it is important for ensuring the sustainable development of the economy as a whole.

Ensuring the economic security of enterprises in France is based on the interaction of both
state bodies and business entities.

An important role in ensuring the economic security of enterprises in Poland is played by legal
acts regulating the functioning of business and ensuring its protection. Such acts include the Code
of Economic Law (Kodeks Spatek Handlowych), which establishes the rules for the implementation
of economic activities, as well as the protection of the entrepreneurs's rights in court; the Law
on Protection of Competition (Ustawa o ochronie konkurenciji i konsumentow), which purpose is
to prevent unfair competition and ensure equal conditions for all market players; Enterprise Sup-
port Law (Ustawa o wspieraniu przedsiebiorczosci), establishing support mechanisms for small and
medium-sized enterprises, enabling them to remain competitive and grow [35].

In addition, Poland has state programs and projects aimed at ensuring the economic security
of enterprises. Thus, the National Program for the Support of Small and Medium Business Go to
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Brand aims to increase the competitiveness of Polish companies and promote their development,
which is the basis for safe operation.

In Poland, the issues of economic security of enterprises are dealt with by various state
bodies and institutions. In particular, the activities of the Ministry of Development, Labor and
Technology (Ministerstwo Rozwoju, Pracy i Technologii) are aimed at ensuring the development of
the country's economy, creating favorable conditions for business development; National Bank of
Poland (Narodowy Bank Polski) deals with implementation of monetary policy, stabilization of the
financial system and protection of the interests of economic agents; Entrepreneurship and Innova-
tion Committee (Komitet do Spraw Przedsiebiorczosci and Innowacyjnosci) developts and implemen-
tates legislative acts aimed at supporting the development of entrepreneurship and innovation in
the country. These institutions are effectively cooperating in the direction of ensuring the economic
security of Polish enterprises.

Considering the European experience in ensuring the enterprises economic security, it is pos-
sible to formulate a number of recommendations for Ukraine: developing a comprehensive plan for
ensuring the enterprises economic security, including the necessary regulatory acts and mecha-
nisms to ensure their implementation; creating a centralized state structure responsible for enter-
prises economic security ensuring and coordination the activities of other state bodies; establishing
transparent business rules for businesses, including protecting the rights of entrepreneurs in court
and preventing unfair competition [36]; developing support mechanisms for both small and medium-
sized enterprises in order to maintain their competitiveness and growth.

3.4 MODELING THE PROCESS OF EVALUATING THE STATE REGULATORY POLICY EFFECTIVENESS
FOR ENSURING STRATEGICALLY IMPORTANT ENTERPRISES STRATEGY

Efficiency is a complex economic category that reflects the ratio between the obtained results
resources spent to achieve them. The content of the efficiency category is complex and multi-
faceted: there is no single definition of this concept.

The concept of "efficiency" is often identified with the category of "effectiveness". It due to the
fact that efficiency from the Latin efectus means result, effectiveness or efficiency. At the same
time, these terms are not identical. Based on this, the task of more accurate economic identifica-
tion of the efficiency category arises.

According to the classical definition of efficiency, the minimum advance of capital should lead
to the maximum surplus value. In modern conditions, this definition does not reflect the whole
essence and content of the concept of "efficiency". Like other most general categories of economic
science, the concept of efficiency is constantly evolving, and its content is gradually changing and
becoming more complex.

Some economists consider efficiency as the ability to bring an effect, the effectiveness of
a process, project, etc., which are defined as the ratio of the effect, result to the costs that
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ensured this result [37]. In turn, the effect is the result achieved in various forms of manifesta-
tion (material, monetary, social, etc.).

Many economists support the definition of efficiency as the effectiveness of a certain ac-
tion, process measured by the ratio between the obtained result and the costs (resources) that
caused it [38].

In the works of W. Kip Viscusi, J. M. Vernon and J. E. Harrington, devoted to the economic
theory of regulation, the effectiveness of regulatory policy is measured by maximizing the net be-
nefits that regulatory measures can bring to society [39].

Thus, the state regulatory policy effectiveness can be legitimately defined as the ability to
ensure the national economy development and improve the welfare of citizens based on balancing
the interests of business entities, society and the state.

The state regulatory policy effectiveness depends on the economic feasibility and effectiveness
of regulatory measures. Regulatory measures are proposed to be understood as measures that
are carried out by regulatory authorities through the adoption of relevant regulatory acts and are
aimed at ensuring the socio-economic development of both the country and regions, improving
the welfare of citizens [40].

Considering the provisions of the current regulatory framewaork in the field of state regulatory
policy implementation, it is legitimate to note the following. The Law of Ukraine "On the Fundamen-
tals of the State Regulatory Policy in the Sphere of Economic Activity" defines efficiency as one of
the principles of the state regulatory policy. At the same time, the regulatory policy effectiveness
is defined as ensuring that, as a result of the regulatory act, the maximum possible positive results
are achieved at the expense of the minimum necessary expenditure of economic entities, citizens
and the state.

It is legitimate to determine the following criteria for the effectiveness of the state regulatory
policy implementation:

1. Efficiency — the degree of achievement of both tactical and strategic goals.

2. Economic feasibility — the degree of resources usage in the process of achieving the set goals.

3. Quality — the level of compliance with legally established requirements for the production order.

Summarizing approaches to the interpretation of the concept of "efficiency", it can be argued
that efficiency is a complex category, which is formed under the influence of a combination of both
external and internal factors. In this regard, the process of evaluating the effectiveness of the
state regulatory policy implementation requires a comprehensive and balanced approach.

Since efficiency is a multi-vector and diverse category, its evaluation is a tool that can be
used to determine how the state regulatory policy implementation corresponds to the level of the
country's strategic goals, the level of the national economy development.

The study and generalization of domestic and foreign methods and techniques for assessing
the effectiveness of the state regulatory policy development enabled to develop a methodology
for assessing the effectiveness of the state regulatory policy implementation, based on balancing
the interests of stakeholders: the state, business entities and citizens. The process of evaluating
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the effectiveness of the state regulatory policy implementation includes a number of successive
stages (Fig. 3.9).

| | stage — determination of the state regulatory policy strategic goals |¢

]
I stage — determination of the basic directions where
the implementation effectiveness can be assessed, and criteria for their achievement

]

| 11l stage — development of a balanced scorecard |
¥

| IV stage — creating a system for calculating indicators |
]

V stage — calculation of both basic directions and a generalizing indicator
implementation effectiveness of state regulatory policy using the integral method of analysis

¥

- VIl stage — comparison of the actual state of the implementation
performance criteria with their planned state and to evaluate comparable results

¥

strategy is successfully
implemented

(]

continuous monitoring l—

real state
corresponds to
the planned one

yes

no

VIl stage — studying the reasons that caused the actual results
to deviate from the planned ones

¥

VIl stage — defining a system of measures to improve the efficiency of
the implementation of the state regulatory policy

CHAPTER 3

O Fig. 3.5 Scheme for assessing the state regulatory policy implementation effectiveness
Note: complied by the author

At the first stage, the strategic goals of the state regulatory policy are determined considering
the interests of the state (ensuring the growth of the national economy and its competitiveness in
the world market), business entities (profit maximization) and citizens (improving living standards
and ensuring the social guarantees implementation).

The second stage of the algorithm for evaluating the effectiveness of the state regulatory
policy implementation also involves the definition of performance criteria. In a general sense,
criteria is a sign on which basis the quality of both economic objects and processes has been
assessed, alternatives have been compared, and objects and phenomena have been classified.
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Thus, the criterion of implementation efficiency should be understood as either a sign or a set of
signs, on which hasis the current level of efficiency in the state regulatory policy implementation
and the ability to improve it have been determined. Such criteria should include, in particular,
the growth of gross domestic product at the macro level and the growth of revenues of busi-
ness entities at the micro level.

As a part of the third stage, a system of evaluation indicators has been developed and ap-
proved for each direction, and causal relationships of indicators, areas of implementation and
criteria for their evaluation have been determined.

The selection of indicators is quite important, since the reliability of the results assessing the
effectiveness of the state regulatory policy implementation depend on their objectivity and com-
prehensiveness. The formation of a system of indicators at the macro level has been legitimately
carried out on the basis of a representative sample in terms of the development indicators of the
production, financial, investment, foreign economic, scientific and technological, energy and social
spheres, and at the micro level — according to the indicators of the business sector. In this case,
it is advisable to use a typical selection method, which provides for a preliminary distribution of the
general population into relatively homogeneous categories, from which a random sample is then
proportionally carried out.

At the fourth stage, algorithms for calculating the estimated indicators for each direction have
been determined. Since the comprehensive methodology for assessing the effectiveness of the
implementation of the state regulatory policy includes both quantitative and qualitative indicators,
the definition of quantitative indicators is carried out by applying the appropriate formulas based on
statistical data, and qualitative indicators — by applying scoring based on the expert survey method.

The estimation of both basic directions effectiveness and the generalizing indicator effective-
ness of the state regulatory policy implementation using the integral method of analysis has been
carried out as a part of the fifth stage.

The next step is to compare the actual state of the implementation efficiency criteria with
their planned state, as well as evaluate the results of the comparison. If the actual level corre-
sponds to the planned one, then the regulatory activity of the authorities is directed to support
or increase. Otherwise, there is a transition to the seventh stage, at which the study of the
reasons for the unsatisfactory state of the efficiency of the implementation of state regulatory
policy is carried out.

The final stage provides for the determination of a system of measures to improve the efficien-
cy of the state regulatory policy in the areas indicated above.

Thus, the assessment of the effectiveness of the implementation of the state regulatory policy
is the basis for increasing its level. The maximum effect is possible only with a comprehensive and
systematic approach to the implementation of regulatory measures and mandatory monitoring of
their effectiveness, which should be carried out directly by the regulatory authorities. A special role
in ensuring the effectiveness of the implementation of state regulatory policy belongs to the State
Regulatory Service of Ukraine and its territorial offices.
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CONCLUSIONS

The assessment of the Ukrainian economic security level indicates the need to strengthen it,
primarily through the revitalization of business entities. Deregulation of entrepreneurial activity is
the basis for both efficient and stable functioning of business in Ukraine. In this aspect, considering
the key provisions of the Draft Ukraine Recovery Plan, it is advisable to determine the following
strategic directions for deregulating business activities in Ukraine.

1. Spreading the declarative principle of entrepreneurial activity with the simultaneous trans-
formation of the state supervision system (reorientation from controlling to service approaches,
increasing the level of advisory support to business entities).

2. Creation of the Unified register of permits and transfer of all licenses and permits in elec-
tronic form, especially in the territories where hostilities are taking place.

3. Introduction of a declarative principle for permits for construction work at industrial fa-
cilities, as well as construction work for the creation of processing enterprises in agriculture on
agricultural land.

4. Spreading the practice of digitalization of public services and full digitalization of licensing
and licensing procedures.

9. Increasing the level of involvement of business entities in the processes of development and
decision-making aimed at simplifying the regulatory environment (in particular, the development of
regulatory acts, their discussion and revision, which is provided for by the provisions of the Law of
Ukraine "On the fundamentals of state regulatory policy in the field of economic activity").

6. Improving the mechanism for protecting business from the state (institutionalization of the
Business Ombudsman Council, resuming the survey of business entities ABCA (Annual Business
Cost Assessment) considering their interests).

7. Ensuring the effective operation of the Economic Security Bureau as a key body in the field
of combating economic crimes.

Deregulation of entrepreneurial activity is the basis for business both efficient and stable
functioning in Ukraine. The implementation of regulatory tools to support and develop the national
economy should be systematic and consistent and based on the principles of creating a favorable
regulatory environment. In order to restore the national economy, it is necessary to further reduce
the regulatory and administrative burden on business by introducing deregulation measures based
on a risk-based approach for the development of business self-regulation, which involves the for-
mation of a transparent licensing system and the development of partnerships between economic
entities and state regulatory authorities. Considering the European integration course of Ukraine,
it is legitimate to determine the study of the experience of the EU countries in the regulatory envi-
ronment formation and its implementation in Ukraine as a promising direction for further research.

In the conditions of war, the objective condition for strengthening the country's defense ca-
pability, supporting and restoring the economy, strengthening the security of the national space
and protecting national interests is legitimately determined to ensure the operation and security of
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strategically important enterprises. Considering that security is implemented by business entities,
at the same time, the need to create a favorable institutional environment, which is the prerogative
of public authorities, has been noted. In this context, an analysis of the existing institutional support
of the state regulatory policy in relation to strategically important enterprises has been carried out.
The basis for the formation of effective forms of the state regulatory policy implementation of sup-
port and strengthening the security of strategically important enterprises is the need to improve
the current legislation, the formation of effective institutional and organizational support and the
clustering of the national economy on the basis of strategically important enterprises with the
possihility of creating integrated corporate structures.

The proposed model of the evaluation process provides the regulatory authorities with a tool to
influence the level of efficiency in the implementation of the state regulatory policy to ensure the safety
of strategically important enterprises. The main advantages of the process proposed model for assessing
the effectiveness of the state regulatory policy implementation can be legitimately identified as follows:

1) it is based on an integrated approach to assessing such a complex phenomenon as efficiency;

2] the main sources of information are official statistics;

3) it contains both guantitative and qualitative indicators;

4) it is not well-established and may change directions depending on the purpose of the analysis.

In general, the obtained results are the basis for the formation and implementation of the state
regulatory policy in the direction of strengthening the strategically important enterprises security
in the future ensuring economic development and social stability in Ukraine in the future.
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SEMANTIC ROLE LABELLING AND ANALYSIS IN ECONOMIC
AND CYBERSECURITY CONTEXTS USING NATURAL LANGUAGE
PROCESSING CLASSIFIERS

RBSTRACT

Semantic Role Labeling (SRL) is a crucial task in Natural Language Processing (NLP) that plays
a vital role in extracting meaningful information from text. In the fields of economics and cyber-
security, accurately identifying and analyzing semantic roles within text is crucial due to the rapid
increase in the amount and complexity of textual information. This abstract examines the significant
role of SRL and its application in ecanomic and cybersecurity contexts. It discusses the state-of-
the-art NLP classifiers used for this purpose. By examining the relationship between language
processing and these important areas, we aim to emphasize the importance of SRL in extract-
ing useful information and improving decision-making in a constantly changing digital environment.

The aim of the findings is to emphasize the significance of SRL in extracting valuable insights
from text, as it serves as a fundamental technique in NLP. It is utilized in the economic context
to analyze financial reports, news articles, and economic texts. It assists in decision-making and
market analysis. It aids in identifying important participants, actions, and objects in economic dis-
course, leading to better decision-making and market analysis. In the field of cybersecurity, SRL as-
sists parse and comprehending text data related to security, enabling faster responses to threats.
NLP classifiers and machine learning models utilize SRL to automate the analysis of large amounts
of text. These techniques are practically significant as they improve the ability to extract actionable
insights, assess risks, and make informed decisions by organizing unstructured text data.

The process of determining relevant information from a large corpus of data requires an optimal
methodological basis. Relevant textual data is collected from sources such as financial reports, news
articles, or cybersecurity incident reports. Textual data is cleaned, tokenized, and tagged with part-
of-speech labels in preparation for NLP analysis. Human annotators label semantic roles in the text,
identifying actors, actions, and objects. This creates a dataset that can be used to train classifiers. NLP
classifiers, including machine learning models, are trained using annotated datasets to identify semantic
roles. The accuracy and performance of the trained classifiers are evaluated using various metrics. NLP
classifiers are used to automatically identify and label semantic roles in new, unseen textual data. The
output helps extract insights, such as market trends or security threats, depending on the specific field.
Researchers improve classifier models by iteratively training and applying them to increase accuracy.
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In an age dominated by digital information and economic interdependence, the realms of eco-
nomics and cybersecurity have gained unprecedented significance. The vast amount of textual data
generated in these fields calls for advanced techniques to extract valuable information. Semantic
Role Labelling (SRL) has emerged as a powerful Natural Language Processing (NLP) approach
to analyze the complex relationships and roles of entities within text [1]. It aims to label words
in a sentence with different semantic roles for the verb in the sentence. SRL has gained significant
attention in computational linguistics and has become a leading task in the field [2]. It plays a crucial
role in understanding the meaning and structure of sentences, enabling various downstream appli-
cations such as information extraction, question answering, and machine translation.

The significance of understanding the semantic roles in economic and cybersecurity texts cannot
be overstated. In economics, we often deal with massive datasets, financial reports, and market
sentiment analysis, where identifying roles like "buye", "seller", "investor", or "regulator” is crucial for
informed decision-making. By accurately identifying the semantic roles of predicates in these texts,
NLP classifiers can assist in automating tasks such as sentiment analysis, trend prediction, and risk
assessment. Similarly, in the cybersecurity context, SRL can be used to analyze security-related
documents, incident reports, and online discussions to identify potential threats, vulnerabilities, and
malicious activities. By understanding the semantic arguments of predicates in these texts, NLP
classifiers can aid in detecting patterns, identifying key actors, and predicting future cyberattacks.

The use of NLP classifiers in these domains can provide valuable insights and assist in deci-
sion-making processes. The text discusses the importance of efficient inference and structured
learning techniques for accurate labeling in SRL (Structured Learning). It emphasizes the need for
efficient inference and structured learning to achieve accurate labeling. These techniques can en-
hance the accuracy and reliability of SRL classifiers in economic and cybersecurity applications [1].

One approach to SRL is the use of data-driven models based on supervised learning, which
have become the method of choice for semantic role labeling [2, 3]. These models leverage neural
architectures and adapt them to the SRL task. Lample et al. adapted a similar model used for
Named Entity Recognition and applied it to the SRL task. This approach demonstrates the potential
of leveraging neural networks for SRL in different domains [4].

To achieve accurate and reliable Semantic Role Labeling (SRL), it is essential to leverage exist-
ing resources such as annotated corpora of semantic roles and ontologies [4]. These resources
provide valuable knowledge and semantic mappings that can improve the performance of NLP clas-
sifiers. It proposes a method that leverages WordNet's upper ontology mapping and PropBank-style
Semantic Role Labeling (SRL) for parsing long texts. This approach demonstrates the potential of
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integrating ontological knowledge into SRL classifiers for a more comprehensive analysis. Semantic
Role Labelling and Analysis using NLP classifiers have significant potential to enhance decision-mak-
ing and situational awareness. By accurately labeling semantic roles and analyzing the relationships
between entities and predicates in texts, these classifiers can provide valuable insights and support
decision-making processes in these domains.

41 CONVENTIONAL PARADIGMS OF EMPIRICAL AND RATIONAL APPROACHES TO THE AMBIGUITY
OF LINGUISTIC DURING THE DEVELOPMENT OF NATURAL LANGUAGE PROCESSING

Conventional paradigms in empirical and rational approaches to the ambiguity of language
during the development of natural language processing have been extensively studied in the field of
computational linguistics and artificial intelligence. Researchers have explored various aspects of
language processing, including statistical natural language processing, individual differences in lan-
guage processing, unsupervised learning of morphological paradigms, and ambiguity resolution [5].

Early approaches to SRL relied on rule-based systems, although they have undergone significant
changes over time. These systems had a limited scope and necessitated extensive linguistic expertise.
The development of machine learning methods, especially deep learning, has transformed SRL by enabl-
ing models to learn from vast text corpora. With increased accuracy and scalability resulting from
this change, SRL is now more suitable for a variety of fields, including economics and cybersecurity.

The aim of linguistic science, in contrast, is to be able to describe and explain the wide range
of linguistic observations that we frequently come across in speech, writing, and other media.
An essential part of this process is recognizing the connections between linguistic expressions and
the outside world, the linguistic structures through which language expresses meaning, and the cog-
nitive aspects of how people acquire, produce, and comprehend language [6]. It has been suggested
that there are rules used to shape language utterances as a way to address the final issue with
rules. This fundamental method has a long history that dates back at least 2000 years. However,
in this century, it became mare formal and rigorous as linguists delved into complex grammars that
aimed to determine which utterances in a language were grammatically correct and which were not.

In the field of natural language processing, there has been extensive debate on the empiricist
and rationalist approaches to language. While the empiricist approach stresses the value of expe-
rience and sensory information, the rationalist approach places more emphasis on the role of innate
knowledge and mental structures in language acquisition [5, 6]. A rationalist approach completely
dominated the fields of linguistics, psychology, Al, and natural language processing from around
1960 to 1985. In the context of artificial intelligence, rationalist ideas can be regarded as support-
ing the effort to develop intelligent systems by manually hand-programming a large amount of initial
knowledge and reasoning processes into them in an effort to replicate what the human brain initially
contains. The rationalist school of thought contends that universal grammar and natural linguistic
talents make learning a language easier. They argue that humans are born with a set of cognitive
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mechanisms that are unique to language and facilitate the process of language learning [6].
The theory of generative grammar contends that all languages share underlying syntactic features,
which supports this point of view [7]. The rationalist approach also emphasizes the importance of
reflection and introspective methods for language comprehension [8].

Conversely, empiricists argue that language acquisition is largely influenced by exposure
to linguistic information and the statistical regularities present in the environment. According
to them, language can be learned without the use of innate information or mental processes
through a process of generalization and pattern recognition [9]. Empiricists emphasize the impor-
tance of corpora and data-driven methodologies in language research. They also emphasize how
the linguistic environment influences the development of language [8, 91.

Both empiricist and rationalist approaches have had an impact on the field of natural language
processing. The development of formal grammars and rule-based language processing systems was
influenced by the rationalist perspective [10]. To analyze and produce language, these systems
rely on explicit linguistic structures and rules. In contrast, the empiricist method has sparked the
growth of statistical and machine learning methods for language processing [11]. These methods
create predictions about language and learn patterns from large amounts of data. The fundamental
principle of empiricist approaches, however, is to assume that the mind does not initially possess
comprehensive collections of rules and guidelines specific to different aspects of language and
other cognitive domains (such as theories of morphological structure, case marking, and so on),
and that the mind instead develops over time. An empiricist approach to NLP contends that by se-
lecting an appropriate generic language model and then determining the parameter values through
statistical pattern recognition, we can acquire a deep and comprehensive understanding of the
structure of language. An empiricist approach to NLP contends that by selecting a suitable general
language model and then applying statistical, pattern recognition, and machine learning techniques
to a vast amount of language data, we can learn the complex and extensive structure of language.

An NLP system must understand the structure of the text, typically to a sufficient extent to
answer the question "Who did what to whom"? Conventional parsing algorithms simply attempt to
answer this question by considering potential grammatical structures for a specific set of words
within a specific category [12]. For instance, a typical NLP system will indicate that the sentence
in Fig. 4.1 has multiple syntactic analyses, also referred to as parses, based on a valid grammar.
The given parse tree represents a complex sentence stating that the central bank raised interest
rates in an attempt to manage inflation. This tree structure provides a visual representation of the
grammatical and syntactic elements of the sentence, facilitating understanding of its hierarchical
structure and the relationships between its various parts. A useful NLP system must be proficient
in distinguishing between words with similar meanings and words with different categories, syntac-
tic structures, and semantic scopes. However, when using symbolic NLP systems, expanding the
language coverage to include obscure formulations actually leads to more unwanted interpretations
for common phrases, and vice versa. This means that the goal of maximizing coverage while mini-
mizing ambiguity is fundamentally incompatible.
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O Fig. 4.1 A parse tree for a sentence "The central bank raised interest rates to curb inflation"

In the end, two opposing viewpoints on language learning can be seen in the rationalist and em-
piricist approaches to natural language processing. The empiricist method places more emphasis on
the role of experience and statistical regularities than the rationalist approach, which emphasizes
innate knowledge and mental structures. Both approaches have influenced the development of lan-
guage processing tools, with empiricist approaches guiding the creation of statistical and machine
learning techniques, and rationalist approaches influencing rule-based systems [13].

These issues are addressed by a statistical NLP technique that automatically learns lexical
and structural preferences from corpora. Instead of relying exclusively on syntactic categories,
such part of speech labels, to parse sentences, we understand that the associations between
words — that is, which words tend to cluster together — contain a wealth of information [5, 81.
It is possible to use this collocational knowledge as a window into deeper semantic linkages.
Because statistical models are stable, generalize well, and behave graciously in the presence of
errors and new data, they are particularly useful for solving the ambiguity problem. In order to suc-
cessfully provide disambiguation in large-scale systems that use naturally occurring text, statistical
natural language processing (NLP) approaches have taken the lead. Statistical NLP models' para-
meters can often be automatically estimated from text corpora. This not only reduces the reliance
on human labor in the development of NLP systems but also raises interesting scientific questions
about the process of language acquisition in humans [5].

For groups of words W in a vocabulary V that number in the tens or hundreds of thousands,
a statistical language model calculates the prior probability values P(W). Typically, the string W
is divided into sentences or other pieces that are presumed to be conditionally independent, like
utterances in automatic speech recognition. Decomposing the sentence probability in accordance
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with the chain rule and ensuring that the end-of-sentence symbol is predicted with a non-zero
probability in any context are two straightforward and sufficient methods to ensure proper norma-
lization of the model. W = w,,w,,...,w, results in:

P(W):H7:1P(Wi |W1’W2""’W/'—1)' 4.1

The language model is required to group the context W, , =w,w,,....w,_, into an equivalence
class determined by a function @ (W,_,) because the parameter space of P(w, |w,,W,....w,_,,)
is too large. The result is:

P(W) = H7:1P(Wk | CD(WH))- (4.2)

In a real application, word strings of limited length are encountered. The support of P(W)
should consist of strings of finite length. The probability distribution P(W) should assign a proba-
bility of 0.0 to strings of words of indefinite length. A language model must anticipate the specific
end-of-sentence symbol since the text is divided into sentences in a real-world context. If the
language model is straightforward, or in other words, if P(Wk |<I>(Wk_1))> e>0vw,W,_, af-
ter that we have P(< /5> <I>(Wk_1)) >e>0,VW,_,. It guarantees that the model gives the set
of word sequences with a fixed length a probability of 1.0 [13].

Finding appropriate equivalence classifiers and ways to assess the likelihood are the focus of
language modeling research. The (n—1)-gram equivalence classification, which defines (IJ(WM),
is the most effective paradigm for language modeling, leaving the problem of estimating probability
from training, and it defined like that:

(D(WM) =W Wy o Wis (4.3)

Natural language processing (NLP) is one of the many fields where Zipf's law has been seen
statistically. It claims that a word or term's rank is negatively correlated with how frequently it
occurs in a corpus [14]. In other words, the majority of terms only occasionally occur, but a select
minority do. For applications like semantic labeling, this law has been frequently used in NLP [11].
The generative modeling of natural languages is one area in which Zipf's law is applied in NLP. Re-
searchers can create models that produce realistic and cohesive writing and get insights into the
structure and qualities of a language by examining the frequency distribution of words in a corpus.

We can examine the correlation between the frequency of a word, denoted as f, and its position
in a list, referred to as its rank, r, by tallying the occurrence of each word (type) in a large corpus.
Subsequently, we can arrange the words in ascending order based on their frequency [13].

fotl, or fzi. (4.4)
r r
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Meaning that there is a constant k:

f*r=k (4.5)

f(r)= . (4.8

Its idea holds that both the speaker and the hearer are attempting to exert the least amount
of effort possible. A short vocabulary of common words saves the speaker's effort, whereas a wide
vocabulary of words that are individually rarer saves the hearer's effort by making communications
less ambiguous. The kind of reciprocal relationship between frequency and rank that can be seen in the
data proving Zipf's rule is said to be the most economically advantageous solution to these conflicting
needs. The biggest impact of Zipf's law for us, nevertheless, is the practical issue that most words
will have extremely scant usage data. We will only have a large number of samples for a few terms. As
we can observe, Zipf's law roughly holds, however it varies significantly for the terms with the highest
frequency. Additionally, a phenomenon that may be seen in many of Zipf's own research has been
recognized, namely that the product f and r tend to show a tiny bulge for terms of higher ranks [5].
Although it is only a generalization, Zipf's law is helpful in describing the frequency distribution of words
in human languages. It claims that there are a small number of highly common words, a substantial
number of terms with medium frequency, and a significant number of words with low frequency.

The broader link between rank and frequency in order to achieve a better fit with the empirical
distribution of words. that Mandelbrot discovers is as follows:

f=P(r+p)_B or logf =logP — B *log(r + p). 4.7

P, B are text parameters that together gauge how varied the vocabulary is in the text.
As in the original equation, there is still a hyperbolic distribution between rank and frequency. When
this equation is plotted on logarithmic axes, it closely resembles Zipf's law as a declining straight
line with slope B for large values of r. However, by appropriately selecting the other parameters,
one can construct a curve where the expected frequency of the most common terms is lower.

4.2 ANNOTATING LINGUISTIC STRUCTURE

The act of parsing can be seen as a simple application of the concept of chunking, which allows
to condense the description of a phrase by identifying higher level structural pieces. Learning
a grammar that explains the structure of the chunks one encounters is one approach to grasp the
regularity of chunks over various phrases. The issue with grammatical induction is this. The concept
of syntactic constituency holds that word groups can function as single entities, or constituents.
The process of creating a grammar includes creating a list of the language's components. Due to its
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exploration of the empiricist challenge of how to acquire structure from unannotated textual input,
grammar induction has received a lot of attention. It suffices to argue that, while context-free
or more complicated languages of the size required to handle a respectable percentage of the
complexity of human languages, grammar induction approaches are quite difficult to understand.
It is simple to introduce organization into a corpus of text. A chunked representation of sentences,
which we might understand as a phrase structure tree, will be produced by any algorithm for
creating chunks, such as one that recognizes common subsequences. The process of mechanically
examining a given sentence, seen as a sequence of words, in order to identify any potential under-
lying grammatical structures is known as parsing in the field of natural language processing [2].

Parsing requires a formal, grammar-based, mathematical representation of the syntax of the
target language. A formal grammar is made up of a set of rules that define how language con-
stituents, such as words, may be put together to make sentences and how sentences should be
put together. The subject-verb agreement, word order, and other purely syntactic details may be
the focus of rules, but other models may additionally include considerations like lexical semantics.
There are many different grammatical formalisms that rely on different syntactic theories, and the
structures that are produced by parsing, or parses, can vary greatly between these formalisms.
A phrase structure is an ordered, labeled tree that expresses hierarchical interactions among spe-
cific groupings of words called phrases [6]. It is one of the many formalisms that explain the syntac-
tic analysis of a sentence. Dependency structure, which indicates binary grammatical relationships
between words in a phrase, is another option for representation. There exist "shallow" representa-
tions of syntactic structures, in contrast to "deep" representations, where the maximum depth is
strongly constrained. Finite state approaches are commonly used to create such representations.

Parse structures are primarily significant because of the grammatical information they provide
to modules that carry out semantic, pragmatic, and discourse processing. This information is es-
sential for tasks such as text summarization, question-answering, and machine translation. Parsing
can be seen as a crucial element of traditional NLP systems, and the accuracy of the parses can
greatly affect the overall effectiveness of an application.

A natural language grammar often allows for a wide range of parses for a given input sentence.
This is because formal grammars often overlook important aspects of a language's structure,
meaning, and usage, leading to numerous parses that people would not consider logical. By com-
puting isolated portions of the parses and saving them in a table, significant practical issues in com-
putation and storage can be avoided. This has the benefit of allowing multiple parses to utilize the
same fragment. Tabular parsing is the correct term for this. Numerous tabular parsing techniques
can compute and store expanentially many parses while only requiring polynomial time and space.

Prababilistic parsing, which depends on the attribution of prababilities to grammatical rules, is
one special case of this. A parse's probability is calculated as the sum of the probabilities of the rules
used to construct it. By selecting the parse with the highest likelihood, disambiguation is achieved.
Contrary to approaches that rely on a deep understanding of linguistics for syntactic disambiguation,
probabilistic parsing and weighted parsing are successful due to their adaptability and scalability.
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Context-free grammar, or CFG, is a widely used formal method for representing constituent
structure in natural language. Phrase-structure grammars are another name for context-free
grammars, and Backus-Naur form, often referred to as BNF, is the formalization used. It wasn't
until Chomsky that the concept of basing a language on constituent structure was formalized [6].

To the left of the arrow, each context-free rule has a single non-terminal symbol that denotes
a cluster or generalization, and to the right, an ordered list of one or more terminals and non-
terminals. The lexical category or part of speech for each word is connected to a non-terminal in
the dictionary [6].

A context-free grammar (CFG) can be viewed in two different ways: as a mechanism for
generating new sentences and as a means of assigning a specific structure to a sentence. We can
interpret the arrow as meaning to "rewrite the symbol on the left with the string of symbols on
the right" if we think of a context-free grammar as a generator [15].

The formal language, as defined by a CFG, consists of the collection of strings that can be de-
rived from the selected start symbol. Each grammar must have a specific start symbol, commonly
referred to as 5. S is typically considered the "sentence" node because context-free grammars are
often used to generate sentences. The other nodes are defined in Tahle 4.1. Grammatical senten-
ces are those that can be produced from a grammar and are part of the formal language specified
by that grammar. Ungrammatical sentences are those that cannot be generated by a specific for-
mal grammar and do not belong to the language that the grammar defines. This is because context
can often determine whether a sentence belongs to a specific natural language.

A lexicon consists of words and symbols, while a collection of rules or productions defines the
different ways in which the symbols of a language can be combined and arranged. Together, these
components form a context-free grammar. Rule-free context: we can combine the previous rules
with others that describe details about the vocabulary specified by the four parameters T, N, R,
and S because G can be hierarchically embedded:

G=<TN,S5R>. (4.8)

Each of the parameters contains the following data:

— Tis set of terminal symbols that corresponds to words in the language (lexicon);

— Nis set of non-terminal symbols that express abstractions over the terminals (or variables);

— §is start symbol (one of the non-terminals);

— R is rules/productions of the form X—v, where X is a nonterminal and v is a sequence
of terminals and non-terminals (may be empty);

— A grammar G generates a language L.

As shown in the Fig. 4.2, h a given context-free grammar defines the rules for constructing
valid sentences. Context-free grammar rules specify the relationships between different consti-
tuents, such as subjects, verbs, objects, and modifiers. The parsing process disambiguates such
sentences and selects the most appropriate syntactic structure.
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© Table 4.1 Token label definitions of lexical parsing processes

Token Label Description

ADJP Adjective Phrase

ADVP Adverb Phrase

CONJP Conjunction Phrase

FRAG Fragment

INTJ Interjection

NAC Not a constituent

NP Noun Phrase

NX Head subphrase of complex noun phrase
PP Prepositional Phrase

QP Quantifier Phrase

RRC Reduced Relative Clause

S Simple declarative clause (sentence)
SBAR Clause introduced by complementizer
SBARQ Question introduced by wh-word
SINV Inverted declarative sentence

SQ Inverted yes/no question

uce Unlike Co-ordinated Phrase

VP Verb Phrase

WHADJP Wh-adjective Phrase

WHADVP Wh-adverb Phrase

WHNP Wh-noun Phrase

WHPP Wh-prepositional Phrase

The idea of derivation provides a language with its definition. If a set of rule applications can
transform one string into another, then the first string derives the second. More precisely, deriva-
tion is a generalization of direct derivation, according to Hopcroft and Ullman [16].

Let o, 0y, ..., O, be strings in (TUN)', m>1, such that o, derives o,

CHAPTER 4

o (4.9)

The language L produced by a grammar G can thus be properly defined as the set of strings
made up of terminal symbols that can be deduced from the prescribed start symbol S:

Lly={w|wisin T*and S derives w}. (4.10)
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T = {inflation, market, consumer,
rates, supply, demand, ma...}

[ N = {S, NP, VP, Noun, Verb, Adjective} ]

R={
S—NPVP
NP — Noun
NP — Adjective Noun S—g
NP — NP Noun -
VP — Verb
VP — Verb Noun
}

G=<TNSR>

O Fig. 4.2 Context-Free Grammar parsing example

A treebank is a corpus in which each sentence is tagged with a parse tree. In parsing, as well
as in linguistic studies of syntactic issues, treebanks are crucial. The process of mapping a group
of words to their parse tree is known as syntactic parsing.

Treebanks are generally made by parsing each sentence with a parse that is then hand-cor-
rected by human linguists. As shown in the Fig. 4.3, the constituency parsing (parse tree) provides
a hierarchical structure of the sentence, while the universal dependencies give a flatter represen-
tation of the syntactic relationships between words in the sentence. Both methods are used for
syntactic analysis in natural language processing, with dependency parsing being more compact and
favored for some tasks, while constituency parsing provides a hierarchical structure often used for

< deeper linguistic analysis.
(=4
[TT]
[—
% (RooT det(bank-3, The-1)
- (S amod(hank-3, central-2)
o (NP (DT The) (JJ central) (NN bank)) nsubj(raised-4, bank-3)
(VP (VBD raised) root(ROOT-0, raised-4)
(NP (NN interest) (NNS rates)) compound(rates-6, interest-5)
(S obj(raised-4, rates-6)
(VP (T0 to) mark(curb-8, to-7)
(VP (VB curb) advcl(raised-4, curb-8)
(NP (NN inflation)))))) obj(curb-8, inflation-9)
(W)
a b
O Fig. 4.3 Parsing type: a — constituency parsing (Parse tree);

b — dependency parsing
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It can be helpful to have a normal form for grammars when each production has a certain
form. A context-free grammar, for instance, is in Chomsky normal form (CNF) [B] if it is not null
and each production also has one of the following forms: A BC or A — a.

In other words, each rule has either two non-terminal symbols on the right side or one
terminal sign. Binary branching, or having binary trees (down binary branching to the prele-
xical nodes), is a feature of Chomsky normal form grammars. A weakly equivalent Chomsky
normal form grammar can be created from any context-free grammar. Chomsky adjunc-
tion is the production of a symbol A with a possibly infinite series of symbols B with a rule
of the type A—AB.

The context-free nature of our grammar rules gives rise to the advantage of dynamic pro-
gramming. Once a constituent has been identified in a section of the input, we can record its
presence and make it available for use in any subsequent derivation that might require it. This
saves time and storage because subtrees can be looked up in a table instead of being reanalyzed.
The Cocke-Kasami-Younger (CKY) algorithm, which is the most popular dynamic programming-bhased
parsing method, is presented in this section. A comparable strategy is chart parsing [13, 161,
and dynamic programming techniques are often referred to as chart parsing techniques with the
requirement of being in CNF.

Any context-free grammar (CFG) can be transformed into Chomsky normal form (CNF) while
still preserving the language, as long as it does not generate the empty string. Some defini-
tions of CNF allow the symbol S as an admissible rule to account for the empty string, as long
as S does not appear on the right-hand side of any rule. We'll use T to represent the table
used in the CKY algorithm. The table's elements, or items as we'll call them, are represented
by the notation Pli, A, j], where Ae N and 0<i<j<n, and n is the length of the input string
w=a,...a, It is best to think of the numbers j and j as input positions: the position 0 comes
before a,, the position i with 1<i<n—1, w separate the symbol placement a., and &, in w, and
the position n comes after a,.

The substring 4, ,...a, of w can be obtained from non-terminal A if an item P[i, A, j] is added
to the table. Considering that the algorithm's primary objective is to add item P[0, S, nl to the
table, this could be seen as a partial recognition outcome. Only when the input string is correct,
will this item be discovered at the end of the process.

Fig. 4.4 shows the display of the algorithm.

The algorithm considers substrings that end in j for each input location and determines
the non-terminals from which the substrings can be derived. The substrings a, of least
length are considered first, then the Chomsky normal form suggests that any parse of such
a substring must contain a single instance of the rule in the form A —a;. After that, sub-
strings a,,,...a, of greater lengths (j>i+-1) are taken into consideration. The CNF suggests that
if such a substring can be derived from A, then there is a rule A— BC (some B and C), where
i<k<j, and a,,,...4, and &,,...4, to &, and &, to & can be derived, respectively, for some
choice of k.
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End
__________ A
[
OUTPUT TABLE |
[
S,A|SA|SA |
Yes A A I
Plj, j1=Alul S I
[
[
[

Yes
Tli, j1=Alul

O Fig. 4.4 The Cocke-Kasami-Younger (CKY) algorithm

4.3 DEVELOPING MODELS FOR SEMANTIC ROLE LABELING

The first step in any research project involving Natural Language Processing (NLP) classi-
fiers is data collection. It is crucial to identify and gather relevant raw data sources [17]. These
sources should encompass a wide range of materials, including financial news articles, annual
reports, cyber incident reports, network traffic logs, and cybersecurity threat feeds.
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Data collection. Financial news articles serve as a primary source of textual data for the
economic aspect of the research. These articles are typically rich in content related to economic
events, market dynamics, company performance, and economic indicators. To collect this data,
we will consider various reputable financial news outlets and databases such as Bloomberg,
Reuters, CNBC, and financial news sections of major newspapers. The selection of these sources
will be based on their relevance, coverage, and the availability of structured and unstructured
data. Annual reports of companies are another valuable source of economic data. These docu-
ments provide in-depth information about a company's financial performance, strategic goals,
and risk assessments. The data will be collected from public sources, such as company websites,
financial regulatory authorities like the U.S. Securities and Exchange Commission (SEC), and
databases of publicly available annual reports. This data will be useful in understanding how
companies describe their financial status and outlook, and how they frame economic information
within their reports.

NLP systems require both correct and incorrect data for training and testing purposes. Obtain-
ing correct data is relatively easy, but obtaining data with errors like typos and misspellings is chal-
lenging. Generating incorrect data can be a solution, but it is difficult to ensure that the generated
texts correspond to real human mistakes. In this paper, the authors focused on collecting incorrect
texts and misspellings from players through an automated web application. They used this data
to build a model of common errors, which can be used to generate a large amount of authentic-look-
ing erroneous texts [18].

The cybersecurity aspect of the research necessitates the collection of data related to
cyber incidents. Cyber incident reports, often generated by Computer Emergency Response
Teams (CERTs) and security organizations, contain valuable information about security breaches,
attack vectors, and mitigation strategies. Sources for collecting cyber incident reports will include
both government and private organizations, such as the United States Computer Emergency
Readiness Team (US-CERT), the Center for Internet Security (CIS), and various industry-speci-
fic CERTs. These reports will provide insights into the language and semantics used to describe
cyber threats and incidents. For a deeper understanding of the cybersecurity context, network
traffic logs are an essential data source. These logs contain detailed information about network
activities, including traffic patterns, protocols, and communication behaviors. Data collection in
this category may involve partnerships with organizations that can provide anonymized network
traffic data, or accessing publicly available datasets and network monitoring tools. These logs
will help in analyzing the language and semantics used in network communications during cyber
incidents. To keep up with the rapidly evolving cybersecurity landscape, cybersecurity threat feeds
will be a valuable source of real-time data. These feeds provide information on emerging threats,
vulnerabilities, and malicious activities. Sources for collecting threat feeds include government
agencies, commercial threat intelligence providers, and open-source threat intelligence platforms.
The data from these feeds will enable the analysis of the language and semantic roles used in
describing emerging threats and vulnerabilities.
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It is imperative to ensure that the collected data aligns with the specific research objectives of
semantic role labeling and analysis [14]. The data will be chosen in such a way that it encompasses
a broad spectrum of economic and cybersecurity language, including event descriptions, indicators,
actors, and actions. The alignment will allow for meaningful analysis and classification of seman-
tic roles in the data, furthering our understanding of the language used in these domains [18].

Data preprocessing. Data preprocessing is a crucial stage in NLP research, where we trans-
form the collected raw data into a format that is suitable for analysis and classification [19]. Data
cleaning is the initial step in the data preprocessing process. It involves the removal of any noise,
irrelevant information, special characters, and inconsistencies present in the raw data. Financial
news articles, annual reports, cyber incident reports, and other sources may contain various forms
of noise, such as advertisements, metadata, HTML tags, and extraneous information not relevant
to the research objectives [20]. Cleaning the data ensures that we are left with only the textual
content that matters for our analysis.

Tokenization is the process of splitting the text into individual words or tokens. Tokens are the
basic units of text that can be analyzed independently. By tokenizing the data, we break down the text
into its constituent parts, making it amenable to further analysis. For example, the sentence "The
stock market is volatile" would be tokenized into the tokens: ["the", "stock", "market", "is", "volatile"].
To ensure consistency in the data and prevent case sensitivity issues, all text is converted to
lowercase [20]. Lowercasing ensures that words like "Economy" and "economy" are treated as the
same word during analysis. This step helps in creating a uniform text corpus for analysis. Common
words known as stopwords, such as "and", "the", "in", etc., do not carry significant meaning in the
analysis and can be removed from the data to reduce noise and improve processing efficiency.
However, it's important to note that in some cases, stopwords may be domain-specific and could
carry relevant information. This aspect will be considered when removing stopwords, ensuring that
domain-specific stopwords are retained if necessary [21].

Both economic and cybersecurity domains have their unique terminology, jargon, and linguistic
patterns. It is crucial to adapt the preprocessing steps to accommodate these domain-specific cha-
racteristics. For example, in the economic context, financial terms such as "GDP", "dividends", and
"NASDAQ" may need normalization, and currency symbols need to be handled consistently. In the
cybersecurity domain, domain-specific jargon like "DDoS attack", "malware", and "firewall" should be
treated in a manner that preserves their specific meanings. The data preprocessing pipeline involves
a sequential application of the above steps. Once the raw data has been cleaned, tokenized, lowercased,
and had stopwords removed, domain-specific preprocessing is applied to tailor the data for each re-
spective context [21]. This pipeline ensures that the data is transformed into a structured, noise-free,
and consistent format that can be used in subsequent stages of semantic role labeling and analysis.

Text annotation and Labeling. Text annotation is a fundamental step in NLP that involves mark-
ing specific elements of the text to identify and extract target semantic roles or entities. In the
context of our research, we aim to identify and label semantic roles in both economic and cyberse-
curity domains. These roles will provide the foundation for further analysis and classification [22].

102



4 SEMANTIC ROLE LABELLING AND ANALYSIS IN ECONOMIC AND CYBERSECURITY CONTEXTS
USING NATURAL LANGUAGE PROCESSING CLASSIFIERS

In the economic context, the identification of semantic roles is essential for understanding
the relationships and interactions between various entities and actions. The following are some of
the semantic roles that we will annotate and label in this domain:

1. Buyer: the entity or role responsible for purchasing goods or services.

2. Seller: the entity or role responsible for selling goods or services.

3. Investor: the entity or role involved in providing capital or funds for investment purposes.

4. Regulator: the entity or role responsible for enforcing rules and regulations within the
economic domain.

These roles capture the key entities and actions involved in economic activities and transactions.
Annotating and labeling them will enable to analyze how these roles are represented and the rela-
tionships between them in economic texts.

In the cybersecurity context, semantic role annotation is critical for understanding the dyna-
mics of cyber incidents, threats, and vulnerabilities. The following are some of the semantic roles
that we will annotate and label in this domain:

1. Attacker: the entity or role responsible for initiating a cyberattack.

2. Target: the entity or role that is the victim or the primary target of the cyberattack.

3. Exploit: the means or action used by the attacker to compromise a system or network.

4. Vulnerability: the weakness or flaw in a system or software that the attacker exploits.

These roles are central to understanding the various elements involved in cyber incidents and
attacks [23]. Annotating and labeling these roles will enable to explore how these roles are depic-
ted in cybersecurity-related texts and the relationships between them.

The annotation process involves manually identifying instances of the defined semantic roles
in the preprocessed text. This process may involve using specialized annotation tools or guide-
lines tailored to the economic and cybersecurity domains. Annotators will mark text spans or
assign labels to specific words or phrases that correspond to the roles identified. Understand-
ing the relationships between the annotated roles is a critical aspect of this research. In hoth
economic and cybersecurity contexts, the interactions and dependencies between roles can be
complex. Analyzing these relationships will provide insights into the structure and semantics of the
text data [22]. For instance, in economic texts, we may explore how buyers and sellers interact,
or how regulators oversee financial transactions. In cybersecurity, we can investigate the inter-
actions between attackers, targets, exploits, and vulnerabilities to gain a deeper understanding
of cyber incidents.

Ensuring consistency in labeling is crucial to maintain the quality and reliability of the
annotated data. Annotation guidelines and inter-annotator agreement assessments may be
used to validate the consistency of role labeling, especially in cases where multiple annotators
are involved.

Semantic Role Labeling. SRL is a key step that involves the identification and classification of
semantic roles within the text. For our research, we will focus on economic and cybersecurity texts
and employ appropriate SRL techniques to fulfill this objective.
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Selecting the right SRL model is vital to the success of our research. Given the specific nature
of our domains (economic and cybersecurity contexts), we must decide whether to use pre-trained
SRL models, develop domain-specific models, or adopt a combination of both approaches:

— pre-trained models: pre-trained SRL models, such as those based on large-scale general
corpora like OntoNotes or Universal Dependencies, can be a good starting point. They capture
a broad range of semantic roles and syntactic structures in natural language, making them poten-
tially useful for our analysis [24];

— domain-specific models: economic and cybersecurity texts often have unigue terminologies
and linguistic patterns. To address this, we may consider developing or fine-tuning domain-specific
SRL models. These models can be trained on domain-specific datasets, making them more attuned
to the intricacies of economic and cybersecurity texts [25].

The application of SRL techniques involves using the selected models to process the annotated
data and extract semantic roles. Some common SRL methods that can be employed for this pur-
pose include:

— dependency parsing: dependency parsing is a technique that analyzes the grammatical
structure of a sentence. It identifies the relationships between words and assigns labels to these
relationships. In the context of SRL, dependency parsing can be used to identify the roles that
different words play in a sentence, such as identifying the subject, object, and other dependents
of a verb [26];

— frame-based SRL: frame-based SRL is a method that involves identifying specific seman-
tic frames, which are predefined structures that capture the relationships between roles and
their associated arguments in a sentence. This method can be particularly useful for extracting
domain-specific roles and their respective arguments in economic and cybersecurity texts [25].

Once the semantic roles have been identified, the next step is to classify them into their
respective categories. In economic texts, this might involve classifying roles as "buyer", "seller",
"investor", or "regulator”. In cybersecurity texts, roles could be classified as "attacker", "target",
"exploit", or "vulnerability". Role classification provides a structured representation of the roles in
the text, making it easier to analyze and interpret the relationships between these roles.

To ensure the accuracy and quality of the SRL output, it is essential to evaluate the perfor-
mance of the chosen SRL madels. This evaluation can be done using standard metrics such as
precision, recall, F1-score, and inter-annotator agreement. The evaluation process helps measure
how well the SRL techniques are capturing the semantic roles within the text.

Model training and evaluation. After completing the Semantic Role Labeling (SRL) phase and
obtaining annotated data, the focus shifts to the critical stages of model training and evaluation.
Maodel training involves using the annotated data to train SRL models, considering choices such
as pre-trained models, domain-specific models, or a combination of both [27]. The training pro-
cess includes data preparation, model selection, feature engineering (for domain-specific models),
training procedures, and leveraging transfer learning techniques to adapt knowledge from pre-
trained models to the target domain [28].
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Fine-tuning is a crucial step in the model development process. It involves making adjustments
to the model's architecture and hyperparameters to ensure it performs optimally on the target
task. In the context of economic and cybersecurity texts, fine-tuning may involve adapting the
model to understand domain-specific terminology, syntax, and semantics [29]. This step helps the
model capture nuances and nuances that are specific to the respective domains.

Model evaluation is essential to measure the performance of the trained and fine-tuned SRL
models. It ensures that the models effectively extract semantic roles from economic and cyberse-
curity texts. The following metrics are commonly used for SRL model evaluation:

— F1 score: the F1 score is a halance between precision and recall and is particularly useful
when there is an imbalance between classes. It provides a single score that summarizes the mo-
del's performance;

— precision: precision measures the ratio of correctly predicted positive instances to the
total instances predicted as positive. In SRL, precision indicates how accurately the model labels
semantic roles;

— recall: recall measures the ratio of correctly predicted positive instances to the actual po-
sitive instances. In SRL, recall indicates the model's ability to capture all instances of the semantic
roles in the text;

— accuracy: accuracy measures the overall correctness of the model's predictions. It is the
ratio of correctly predicted instances to the total instances.

To ensure consistent performance and generalizability, cross-validation techniques can be em-
ployed, involving the splitting of data into multiple subsets for robust model evaluation. Fine-tuning
processes may also optimize hyperparameters, including learning rates, batch sizes, and regula-
rization parameters, aiming to find the optimal configuration for the best model performance. These
approaches collectively contribute to the development of effective SRL models tailored to the
specific demands of economic and cybersecurity texts.

Feature engineering. Feature engineering involves the extraction of relevant features from the
data, which can provide valuable linguistic information to improve the accuracy and effectiveness
of the SRL models.

Linguistic features are fundamental to understanding and representing the structure and
meaning of text. These features can include:

— part-of-speech (POS) tags: POS tags are labels assigned to each word in a sentence, indi-
cating the word's grammatical category (e.g., noun, verb, adjective). Incorporating POS tags into
the feature set can assist SRL models in understanding the syntactic roles of words in a sentence,
which is crucial for identifying semantic roles [301;

— syntactic dependencies: syntactic features capture the grammatical relationships
between words in a sentence. These dependencies help in understanding how words are con-
nected in terms of subject-verb-object relationships, modifiers, and more. Syntactic dependency
trees and labels can be used as features to provide additional context for semantic role iden-
tification [31];
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—n-grams: n-grams are contiguous sequences of n words from a text. By including n-grams as
features, we can capture the local context around a word or phrase, which is particularly useful in
disambiguating word senses and identifying semantic roles [30];

— word embeddings: word embeddings, such as Word2Vec or GloVe, represent words as con-
tinuous vector spaces, where words with similar meanings are located close to each other. These
embeddings can be used as features to provide semantic information, enabling the model to under-
stand word similarity and context [32].

Actionable model creation. The creation of actionable models represents the culmination of
the research efforts, where the semantic roles identified in economic and cybersecurity texts are
translated into practical applications. These models have the potential to drive informed decisions,
enhance security, and provide valuable insights in these domains. In the following chapters, we will
explore the practical implementation and real-world impact of these actionable models.

In the economic context, actionable models can be created to support various applications, including:

— investment decisions: semantic roles like "buyer", "seller", and "investor" can be leveraged to
inform investment decisions. By tracking the activities and sentiments associated with these roles
in financial news articles, the model can provide insights into market trends, potential investment
opportunities, or risks;

— sentiment analysis: analyzing the roles associated with sentiment-laden words and phrases
in economic texts can enable sentiment analysis. This can help in understanding market sentiment,
investor confidence, and public perception, which can be valuable for financial professionals and
decision-makers [20];

— sentiment analysis: analyzing the roles associated with Predictive models can be developed by
correlating semantic roles with financial indicators. For instance, identifying patterns in how buyers and
sellers are described in news articles and their impact on stock prices can aid in market predictions;

— regulatory compliance: models can be created to identify regulatory violations or non-com-
pliance by tracking the actions of regulators and the entities they oversee in annual reports and
financial documents.

In the cybersecurity context, actionable models can be developed for a range of applications, such as:

— threat detection: by analyzing semantic roles like "attacker" and "exploit" in network logs and cy-
bersecurity reparts, actionable models can be built to detect and respond to security threats in real time;

— incident response: models can be used to identify the roles involved in cyber incidents,
helping incident response teams understand the nature of the attack, its impact, and potential
countermeasures;

— threat intelligence: by analyzing semantic roles, such as "vulnerability" and "target", ac-
tionable models can provide insights into emerging threats, vulnerabilities, and potential targets,
assisting in proactive threat intelligence;

— security risk assessment: actionable models can assess security risks by monitaring the
roles and actions associated with different entities in a network. This can help organizations identify
weak points and vulnerabilities.
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The development of actionable models has the potential to provide significant benefits in both
economic and cybersecurity contexts. These models can enhance decision-making, improve secu-
rity, and enable proactive responses to changing conditions and threats.

Real world testing. Real-world testing is a crucial phase, as it allows us to assess how well the
models work in practical, dynamic settings.

Real-world testing involves applying the actionable models to different scenarios and assessing
their performance and usability [33]. These scenarios may include:

— economic analysis: testing the model's ability to provide investment recommendations or
sentiment analysis in real-time as new financial data becomes available;

— cybersecurity defense: assessing the model's effectiveness in real-time threat detection
and incident response within a live network environment;

— predictive capabilities: evaluating the model's predictive capabilities by monitoring its perfor-
mance over an extended period to gauge its long-term accuracy;

— usability in practical tasks: testing the model's utility in practical cybersecurity tasks, such as
security risk assessment, threat intelligence, and regulatory compliance monitoring.

Assessing model performance involves monitoring how well the actionable model performs
in real-time. Key metrics and indicators should be observed, such as:

— accuracy: how well the model's predictions match real-world outcomes;

— precision and recall: the model's ability to correctly identify and act upon semantic roles
in dynamic situations;

— latency: the time it takes for the model to process data and provide actionable insights.

The real-world testing phase provides an opportunity to evaluate the model's adaptability and
scalability. Can it accommodate new data sources, handle unexpected scenarios, and scale to meet
the demands of practical applications? These aspects are critical for assessing the model's long-
term usability. Real-world testing often uncovers areas for improvement. Gathering feedback from
users and stakeholders involved in the practical application of the model is invaluable. This feed-
back can guide iterative refinements and updates to enhance the model's performance and utility.

Usability testing focuses on how well the actionable model fits into the workflow of users.
Is it user-friendly, easy to integrate, and does it meet the specific needs of the users in economic
or cybersecurity roles? Real-world testing is the ultimate litmus test for the actionable models
developed in our research. It's where the rubber meets the road, and the effectiveness of these
models in practical economic and cybersecurity scenarios is demonstrated. The insights gained from
this phase will provide valuable feedback for further refinement and real-world deployment, ultimately
contributing to the real-world application of semantic role labeling and analysis. In the final chapters,
we will explore the broader implications and contributions of our research in these critical domains.

Iterative refinement. While we have developed actionable models that are ready for real-world
testing and deployment, it is important to focus on the importance of continuous refinement
and adaptation. In dynamic domains, staying current and responsive to changes in linguistic pat-
terns and domain-specific developments is essential.
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The worlds of economics and cybersecurity are in a state of constant evolution. New terminologies,
trends, and linguistic patterns emerge regularly. As a result, actionable models must be continuously
refined to stay relevant and effective [20]. The need for iterative refinement is driven by several factars:

— dynamic language use: language use evolves over time, and new terms and phrases enter
the lexicon. Iterative refinement allows models to adapt to these linguistic changes and remain
accurate in their predictions [34];

— understanding machine learning: from theory to algorithms [301;

— changing threat landscape: in cybersecurity, the threat landscape is constantly changing as
attackers develop new tactics and exploit novel vulnerabilities. Models must be updated to detect
these emerging threats effectively;

— market dynamics: economic markets are influenced by various factors, including geopolitical
events, economic policies, and global trends. Refinement is necessary to capture how these chan-
ges affect economic roles and actions;

— user feedback: feedback from users of the actionable models provides valuable insights into
areas where improvement is needed. Iterative refinement is a response to this feedback.

Iterative refinement also involves adapting to domain-specific developments in economics and
cybersecurity. Some ways to achieve this include:

— regular data updates: regularly updating the training data with the latest economic re-
ports, financial news, cybersecurity incidents, and threat reports to ensure that the model reflects
the current state of the domain;

— domain expertise: involving domain experts who can provide insights into the evolving land-
scape and guide model adjustments to account for new trends and terminologies;

— model re-training: re-training the model using up-to-date data and fine-tuning it to account
for changes in the domain;

— incorporating external knowledge sources: integrating external sources of domain know-
ledge, such as industry reports or expert opinions, to inform model adjustments.

User feedback is a central component of iterative refinement [34]. Ensuring that the action-
able models align with the needs and expectations of users is paramount. This may involve:

— user surveys and interviews: conducting surveys or interviews with users to gather their
input on model performance, usability, and areas for improvement;

— user training: offering training sessions to users to familiarize them with the model and
gather insights into how it can better fit into their workflow;

— user-driven feature requests: encouraging users to suggest new features or modifications
that would enhance the model's usability [34].

Iterative refinement is an ongoing process, and continuous evaluation is crucial to assess the
effectiveness of model updates. This evaluation should include the manitaring of key metrics, usabi-
lity testing, and the measurement of model performance in real-world scenarios.

Deployment and practical use. The ultimate goal is to ensure that the madel is capable of pro-
viding valuable insights and supports decision-making processes in these domains.
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The deployment of actionable models in real-world contexts involves several consider-
ations, including:

— infrastructure and scalability: ensuring that the necessary computational infrastructure is in
place to support the model's real-time processing needs and scalability to handle increasing data volumes;

— data integration: integrating the model with data sources, ensuring that it can access rele-
vant economic and cybersecurity texts or data feeds;

— user training: providing training and onboarding for users who will interact with the model to
ensure they understand how to utilize it effectively;

— security and compliance: ensuring that the deployment adheres to security standards and
regulatory compliance, especially in the cybersecurity domain where sensitive information is involved.

For practical use, the model should be designed to facilitate user interaction and interpretation
of results. This may include creating user-friendly interfaces, dashboards, or reports that allow
users to make informed decisions based on the insights provided by the model. Deployment is not
the endpoint but rather the beginning of an ongoing cycle of monitoring and continuous improvement.
Regularly evaluating the model's performance, gathering user feedback, and making necessary
refinements is essential to ensure that the actionable model remains effective in the long term.

4.4 METHODOLOGICAL FOUNDATIONS FOR DEVELOPING A SEMANTIC ROLE CLASSIFIER FOR CYBER
THREAT ANALYSIS AND ECONOMICAL SPHERE USING ARTIFICIAL NEURAL NETWORKS

ANNSs have been applied in the study of language in various ways. The multi-layered percep-
tron (MLP) is the most practical ANN architecture for statistical modeling. MLPs have been ex-
panded to represent both sequential and structured data and can be utilized for feature induction and
probability estimation. Language modeling and parsing have been their most effective uses in NLP.
MLPs can be reinterpreted as approximate versions of latent variable models, and they have served
as an inspiration for much of the recent research in machine learning techniques.

Artificial neural networks, or simply "neural networks", are a general term for a group of
computational models that have some characteristics in common with the networks of neurons
present in the brain. They are often built to be educated using data and comprise of a distributed
network of simple processing units. These were some of the earliest machine learning techniques
in the field of artificial intelligence (Al}, and they have had a significant impact on various areas of
machine learning research. The majority of ANN research within Al no longer has any neurological
underpinnings and is now mostly driven by engineering concerns [34]. Research in NLP has been
primarily driven by its applicability for engineering solutions.

Unsupervised representation induction during learning is another characteristic that is fre-
guently associated with ANNs. Some of the artificial neural networks (ANN) processing units do
not have predefined meanings; instead, they develop them during training. In other instances, such
as the unsupervised clustering of self-organizing maps, these units serve as the output of the
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artificial neural network (ANN). In other instances, these units serve as an intermediary repre-
sentation between the input and output of the ANN. These units are known as "hidden units"; they
are comparable to latent variables. The multilayer perceptron (MLP) and its recurrent variations
have been the most frequently used types of artificial neural networks (ANNs). MLPs are used for
sequence modeling, categorization, and function approximation.

Another trait that is usually linked to ANNs is unsupervised representation induction during
learning. Some of the processing units of an artificial neural network (ANN) gain their meanings
during training rather than having them predefined. These units are used as the artificial neural
network (ANN) output in other situations, such as the unsupervised clustering of self-organiz-
ing maps [24]. In other cases, these units act as a representational bridge between the ANN's
input and output. They are referred to as "hidden units" and are similar to latent variables.
The most popular varieties of artificial neural networks (ANNs) have been the multilayer percep-
tron (MLP) and its recurrent versions. Sequence modeling, categorization, and function appro-
ximation are all performed using MLPs.

In response to the argument that the perceptron algorithm could only learn a very small class
of problems, multi-layered perceptrons (MLPs) were created as it is possible to see in Fig. 4.5. The
perceptron algorithm learns to distinguish between output classes based on a linear combination
of its input features. Because of its linearity, a perceptron can only solve problems that can be
divided into classes of outputs by a line (or, more generally, a hyperplane) that can be drawn in the
input space. The XOR function is a clear example of a problem that cannot be linearly separated be-
cause there is no line that can divide the zero cases (0, 0, 1, 1) from the one cases (0, 1, 1, 0) [35].

The input layer consists of neurons (also called nodes) that represent the features or input
data for your problem. Each neuron corresponds to a specific feature, and these neurons pass
their values to the neurons in the first hidden layer. An MLP can have one or more hidden layers,
each consisting of multiple neurons. The number of hidden layers and the number of neurons in
each layer are hyperparameters that can be adjusted based on the complexity of the problem.
Each connection between two neurons (either between the input and hidden layers or between
hidden layers) has an associated weight. These weights are the parameters that the network
learns during training. The weights determine the strength of the connection and play a crucial role
in shaping the network's behavior. Activation functions are applied to the weighted sum of inputs
at each neuron to introduce non-linearity into the network. Each neuron in the hidden and output
layers typically has an associated bias term. The bias allows the network to model shifts in the
data that are not accounted for by the weights and is added to the weighted sum of inputs before
the activation function is applied.

The middle layers of MLPs contain processing units whose outputs are a continuous non-linear
function of their inputs. This addresses the restriction by incorporating multiple layers of units.
An MLP can transform the input space into a new set of features, where the output clas-
ses become linearly separable due to the presence of these middle layers, also referred to as
hidden layers. In reality, MLPs can approximate any arbitrary function due to the non-linearity of
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the hidden units [34]. Backpropagation is a straightforward learning procedure for MLPs because
the hidden unit functions are continuous [34].

The output of each neuron in a hidden layer is determined by the weighted sum of its inputs,
including the bias term, passed through the activation function. This output is then used as input to
neurons in subsequent layers. The output layer consists of neurons that provide the final output of
the network. The number of neurons in this layer depends on the specific problem you are trying to
solve. For classification tasks, you might have one neuron per class for softmax classification, while
for regression tasks, there might be a single output neuron. The loss function measures the difference
between the network's predictions and the true target values. The choice of the loss function depends
on the type of problem, e.g., mean squared error for regression or cross-entropy for classification.

During training, the network adjusts its weights and biases to minimize the loss function. This is
typically done using optimization algorithms like stochastic gradient descent (SGD) or its variants.
Backpropagation is a key technique for computing gradients and updating the weights. To prevent
overfitting, techniques like dropout, weight decay (L1 or L2 regularization), and early stopping can
be employed to make the network generalize better to unseen data. An MLP with multiple hidden
layers and appropriate activation functions can approximate complex functions and is widely used in
various machine learning tasks. The design of the network, including the number of layers, neurons
per layer, activation functions, and other hyperparameters, is highly dependent on the specific
problem being addressed.

Activation Function £

Input Layer Hidden Layer Output Layer

O Fig. 4.5 The multilayered perceptron graph

The pursuit of understanding and representing words in a manner that accurately captures
their semantic and syntactic connections has been a fundamental focus of research in Natural
Language Processing (NLP). We came across word vectors during our journey, and they have
revolutionized NLP applications. To grasp the fundamental principles of word embeddings, it is
essential to comprehend the connection between word vectors, artificial neural networks, and the
multi-layered perceptron (MLP).
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Words in a continuous vector space are represented numerically as word vectors, also
referred to as word embeddings. These embeddings provide syntactic and semantic connections
between words, enabling natural language processing (NLP) systems to comprehend meaning
and context. These compact numerical representations of words have opened new opportunities
for tasks such as sentiment analysis, machine translation, and document classification. At the
heart of this revolution lies the interaction between artificial neural networks and multi-layered
perceptrons, which collaborate to capture word semantics and predict their context.

Word2Vec and FastText are two well-known models that have dominated the development
of word vectors (Fig. 4.6). Both of these models train and generate word embeddings us-
ing artificial neural networks, specifically the multi-layer perceptron. The Word2Vec model
for word embeddings was first presented by Mikolov. The Continuous Bag of Words (CBOW)
and Skip-gram architectures are the two main architectures used by Word2Vec. Continuous
Bag of Words (CBOW) predicts the target word by using the words in its context. The goal is to
increase the likelihood of the target word given the context using a shallow neural network with
one hidden layer. On the other hand, skip-gram guesses context words from a target word.
Similar to CBOW, but with the aim reversed. In both situations, the word vectors are adjusted
to capture linguistic correlations after the training process has fine-tuned the neural net-

work weights [36].
Input Vocabulary Lossy
Corpus Builder Counting

Sentence l Vocabulary o .
Windows Content | DBynamic }deow Scaling

Builder Subsampling

Pruning
I
CBOW Skip-gram
Input Output
) Hidden )

x, | 0 — 01y
x, | 0 N A, v 0|y
Vector of word i 21 Vector of word j
. , .

Input - | . : _ : | .| - Input
Words x | 1 X Matrix W V X Matrix W N 1 Y, Words
x: 0 Embedding matrix hy Context matrix [] :
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One Hot Encode vector One Hot Encode

Backpropagation
Parameter | Hierarchical Softmax
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O Fig. 4.6 The architecture of Word2Vec model
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With a predefined vocabulary and a substantial text dataset as an initial input, Word2Vec can
commence text processing. Although the vocabulary is typically broad, it can be condensed to in-
clude only common words. As depicted in Fig. 4.7, each word in the dictionary is assigned a vector
representation using Word2Vec. Using a distributional similarity objective, Word2Vec aims to learn
word vectors from a text corpus. Predicting which words will appear in the context of other words
is necessary for this challenge. Operationally, Word2Vec utilizes the concepts of context words (0)
and center words (C). While context words are the terms that appear around the center word
in the text, center words are the words that are being considered.

P(W,.,|w) PW,.,|w,)
PW, ;| w) PW, ;| w)
D ’ instability ‘ ’ poses ‘ ’ signifiacant ‘ ’ threats ‘ ’ toward ‘ D
center word
\ J position t \ J
| windows with If;ngth of 2 for outsid[e context word |

O Fig. 4.7 Vector representation of the sentences using Word2Vec model

With a predefined Word2Vec uses the current word vectors to calculate the probability of
a context word occurring, given the center word, based on the model. The goal is to adjust the
word vectors to maximize the probability assigned to words that actually occur in the context
of the center word. This adjustment is performed iteratively as the model processes the text.
The central component of Word2Vec is the objective function, which is a cost or loss function
that requires optimization. The objective function aims to maximize the likelihood of the context
words surrounding the center words. and a substantial text dataset as an initial input, Word2Vec
can commence text processing. Although the vocabulary is typically broad, it can be condensed to
include only common words. Each word in the dictionary is assigned a vector representation using
Word2Vec. Using a distributional similarity objective, Word2Vec aims to learn word vectors from
a text corpus. Predicting which words will appear in the context of other words is necessary for
this challenge. Operationally, Word2Vec utilizes the concepts of context words (0) and center
words (C). While context words are the terms that appear around the center word in the text,
center words are the words that are being considered [37].

The likelihood is formally defined as the product of the probabilities of predicting context words
for each center word. However, for the sake of computational simplicity, Word2Vec converts pro-
ducts into sums and utilizes log likelihood instead. Word2Vec works with the average log likelihood.
The sum of log likelihoods is divided by the number of words in the corpus. Word2Vec employs
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a minimization objective function (denoted as J(0)) rather than maximizing it. By minimizing this
objective function, the model aims to maximize its predictive accuracy:

LOTTT P ey [w,:0) (4.11)

j#0
1 1
J(6)=—logL(0) = _?z;zwgmmgp(wm |w,:0). (4.12)
j#0

Each word in the lexicon has a vector representation thanks to Word2Vec. The context and
meaning of words are captured by these vectors.

Each word is associated with two-word vectors: one for its use as the center word and
another for its use as a context word. The mathematical calculations and optimization procedure
are made easier by this method. Although it could appear a little strange, it is a sensible decision
that will help with word vector creation.

Word2Vec uses a specific equation to determine the likelihood of a context word arising given
the center word. The description refers to "the expression in the middle bottom of my slide",
indicating that the precise equation is shown visually rather than in the text [37]. However, the
exact equation is not provided in the text:

exp (ugvc)

exp(u’v )
Zwev ( w ‘7)

By adding the vector representations of the two words, U(0) and V(C), the probability of
a context word (0) occurring given a center word (C) is calculated. The dot product compares the
similarity between the vectors representing the letters "0" and "¢". A larger dot product indicates
a higher degree of similarity and a greater likelihood. Exponentiation transforms everything into
positive values, while probability distribution is created by normalizing the entire lexicon through
summation. Similarity is indicated by positive values, while dissimilarity is indicated by negative numbers.

The softmax function is used to transform these dot product values into a probability distribu-
tion. The dot product is transformed by the softmax function, which guarantees that all values are
positive. The outcome is then normalized to create a probability distribution. More related terms
are given higher odds in this distribution.

The objective is to minimize the average negative logarithm probability of the model's predic-
tions, or the objective function (J of theta). Optimizing the model's parameters, which in the case of
Word2Vec are the word vectors, is necessary to minimize this function. Two vectors — the context
vector and the center vector — are included in the parameters for each word:

P(p|c)= (4.13)

exp(x;)

R" —(0,1)", soft max(x,) = ST oolr)
j=1 f

=p. (4.14)
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Calculus is used to modify the word vectors and reduce the loss function. The gradients, which
indicate the direction of the steepest descent, are computed by the model. The word vectors are
iteratively updated using these gradients in gradient descent algorithms to improve their ability
to anticipate context words. The text explains how to utilize the chain rule to unravel intricate
expressions and simplifies the process of calculating derivatives by dividing it into multiple steps.

An expectation, which is an average across all the context vectors weighted by their probabi-
lities, is the result of the derivative calculation. The derivative in softmax-style models is calculated
by subtracting the expected value from the observed value. If the model predicts word vectors that
are similar to the observed context words, it is considered effective:

0" =0" — aA,J(6). (4.15)

There are various approaches to visualizing word vectors. One common approach is to utilize di-
mensionality reduction techniques, such as t-SNE, to project the high-dimensional word vectors into
a lower-dimensional space that is more easily visualized [38]. This enables the exploration of clusters and
patterns within the word vector space. Another approach involves visualizing word vectors in a semantic
space, where words with similar meanings are positioned close to each other. This can be achieved by
plotting the word vectors on a semantic map or by employing interactive visualization tools [38]. These
visualizations aid researchers and practitioners in understanding the semantic relationships between
words and exploring the structure of the word vector space. In addition to visualizing word vectors, there
are methods available for enriching word vectors with subword information. By considering subword units,
such as character n-grams, in addition to whole words, the word vectors can capture more detailed in-
formation about word morphology and compositionality. This is particularly useful for languages with rich
morphology or for tasks that require an understanding of word formation and derivation. Furthermore,
word vectors can be adapted and fine-tuned using various techniques. For instance, one study proposed
adapting word vectors using a tree structure to incorporate visual semantics [39]. By combining visual
features with word vectars, the resulting representations can capture both the visual and semantic as-
pects of words. This can be advantageous for tasks such as image captioning or visual question answering.

Tools and Software. For this research, we utilized the GloVe (Global Vectors for Word Representa-
tion) pre-trained Word2Vec model. The selected dataset, glove.6B.100d.word2vec, has a vector dimen-
sionality of 100 and includes a large vocabulary size. To process and analyze the data, we utilized well-
known Natural Language Processing (NLP) libraries. These included NLTK for tokenization and stemming,
Gensim for integrating the Word2Vec model, and scikit-learn for constructing and training the classifiers.
The machine learning framework used in this study was scikit-learn, which is a robust and versatile
library for machine learning tasks. Deep learning techniques were implemented using the Keras library.

Hardware. Our experiments were conducted on a machine with an Intel Core i7 processor, 16 GB
of RAM, and SSD storage. As well as on a high-performance computing cluster equipped with multiple
CPUs, a dedicated GPU, ample RAM, and ample storage. This infrastructure facilitated the efficient
processing of the large-scale dataset and the training of complex neural network architectures.
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Data. The dataset used in this research comprises economic and cybersecurity text data
collected from reputable sources, such as financial reports, research papers, and cybersecurity
incident reports. The dataset is extensive, containing a diverse range of texts, which enables
a comprehensive analysis of semantic roles in various contexts.

Preprocessing. Prior to analysis, the data underwent rigorous preprocessing steps. This in-
volved tokenization, which breaks down the text into individual words, stemming to reduce words
to their root forms, and domain-specific transformations to enhance the relevance of the data in
economic and cybersecurity contexts.

Feature extraction. Word2Vec embeddings were used to convert words into numerical vectors.
The Word2Vec model used a window size of 5 and employed negative sampling to generate precise
word representations. These embeddings served as crucial features for subsequent semantic role
labeling and analysis tasks.

Neural Network Architecture. Word2vec uses neural networks for training. TWord2vec uses
neural networks for training. The following layers are presented:

— as many neurons as there are words in the training vocabulary make up one input layer;

— the dimensionality of the generated word vectors determines the size of the hidden layer,
which is the second layer, in terms of neurons;

— the output layer, which has the same number of neurons as the input layer, is the third and
final layer.

One-Hot Encoding is the simplest method of converting words into vectors. The size of this vector is
determined by the number of words in the vocabulary, and each word has its own vector. The word rep-
resenting itself is encoded at position 1, and all additional locations are encoded at position 0. The input
layer receives the one-hot encoding of the center word. We train our neural network by randomly ini-
tializing the weights. Here, the neural network updates its weights using the backpropagation approach.
The central word receives our input and produces a specific outcome. The softmax classifier is process-
ing the output. Because the softmax classifier can convert the output into a probability, it is utilized.
This vector indicates which terms in the lexicon are most likely to be associated with the input word.

Every time a relevant word's one-hot encoding is inputted, the weights between the hidden and
output layers and the input layer are adjusted to ensure that the output corresponds to the paired
word. The weights are adjusted based on the calculated difference between the current output
and the predicted input. The vectors we need to locate are the weights between the input layer
and the hidden layer. The fact that each of these words has a context and assaciation makes them
significant. Words with similar vectors or closer spacing are used in the same context.

Input parameters. The input parameters for the neural network included the Word2Vec em-
beddings that represented the words in the text data. These embeddings, combined with additional
domain-specific features, provide comprehensive input for the semantic role labeling classifier,
ensuring a nuanced analysis of the text.

Training and Evaluation. The LSTM network was trained using the Adam optimizer with a suit-
able learning rate. The dataset was divided into training, validation, and test sets to facilitate model
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training and evaluation. Performance was assessed using evaluation metrics such as F1-score,
accuracy, precision, and recall, providing a comprehensive view of the classifier's effectiveness
in capturing semantic roles in economic and cybersecurity texts.

Limitations and Assumptions. Several limitations were identified during the research, including
potential biases in the data sources and the inherent limitations of the Word2Vec model in cap-
turing highly nuanced semantic relationships. Additionally, assumptions were made regarding the
relevance and accuracy of the selected features, recognizing the necessity for additional research
to improve the model and overcome these limitations.

Output Data. The analysis yielded valuable insights into the semantic roles present in economic and
cybersecurity texts. The output data includes detailed semantic role annotations, which highlight key
relationships within the texts. Visualizations and graphs were generated to present the findings, pro-
viding a clear and concise representation of the semantic structures in the analyzed texts (Fig. 4.8).
Additionally, the research provided valuable implications for economic analysts and cybersecuri-
ty experts, enabling them to enhance their understanding of textual data in their respective fields.

O Fig. 4.8 Visualization of economical, cybersecurity and other non-connected words clustering
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The three-dimensional PCA (Principal Companent Analysis) visualization of words from diverse
categories, including economic, cybersecurity, and non-connected words, provides valuable insights
into the semantic relationships and similarities among these words. Through clustering, words
within the same domain tend to group together, indicating their semantic proximity. Economic
terms, such as "economics", "market", and "investment", form a distinct cluster, while cybersecu-
rity-related words like "cybersecurity”, "hacking", and "firewall" create another cohesive cluster.
Non-connected words appear scattered, highlighting their lack of semantic correlation.

The clustered words can be leveraged for textual analysis tasks. Understanding the seman-
tic context of words within specific domains can aid in sentiment analysis, topic modeling, and
document classification, especially in economic and cybersecurity-related texts. Semantic cluster-
ing can enhance content recommendation systems. By identifying related terms, businesses can
recommend relevant articles, research papers, or products to users based on their interests in
economics or cybersecurity. The identified semantic relationships can contribute to constructing
knowledge graphs, connecting economic concepts, cybersecurity terms, and other domains. This
interconnected knowledge can be valuable for educational purposes or data-driven decision-making.

CONCLUSIONS

Semantic role labeling (SRL) plays a critical role in extracting important information from text,
particularly in the fields of cybersecurity and economics. When it comes to interpreting financial
reports, news stories, and economic literature, SRL is crucial. It assists in identifying important
actors, events, and objects, which ultimately enhances decision-making and market analysis. This
emphasizes the usefulness of deriving meaningful insights from textual data. In the field of cyberse-
curity, SRL (Semantic Role Labeling) is essential for understanding and processing text data that is
related to security. It automates the analysis of large volumes of text, enabling faster responses to
security concerns. In order to organize unstructured text data, evaluate risks, and make informed
decisions in response to evolving security issues, NLP classifiers and machine learning models
utilize SRL (Semantic Role Labeling).

The visualization provides a snapshot of word relationships but lacks contextual depth. Under-
standing the nuances of word meanings within sentences and paragraphs is crucial for conducting
more precise semantic analysis. The quality and bias of the underlying data used to train the Word2Vec
model can impact the clustering results. Biased data may result in distorted word representations,
which can impact the accuracy of semantic relationships. Future research can explore advanced word
embedding models, such as contextual embeddings (e.g., BERT), that capture word meanings based
on surrounding context. These models provide more nuanced semantic representations, which can
enhance the accuracy of clustering. Integrating textual data with other modalities, such as images,
audio, or video, can enhance semantic analysis. Multimodal approaches enable a more comprehensive
understanding of cancepts, particularly in domains where visual or auditory cues play a significant role.
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Overall, the findings suggest that self-regulated learning (SRL) can play a vital role in economic
analysis and cybersecurity risk management. By accurately identifying and classifying semantic
roles, NLP classifiers can facilitate the extraction of valuable information from textual data, there-
by enabling more informed decision-making processes in economic contexts. In the cybersecurity
domain, Security Risk Management (SRL) can aid in the detection and prevention of cyber threats,
thereby enhancing the overall security posture of organizations and critical infrastructure. Future
research can explore advanced word embedding models, such as contextual embeddings (e.g.,
BERT), which capture word meanings based on surrounding context. These models provide more
nuanced semantic representations and can improve the accuracy of clustering.

However, further research is needed to address the challenges associated with SRL, such as
the scarcity of annotated data for specific economic and cybersecurity domains. Additionally, the
development of more robust natural language processing (NLP) classifiers and the integration of
semantic role labeling (SRL) with other NLP techniques hold promise for advancing the application
of SRL in these contexts. It highlights the potential of SRL in improving economic analysis and
enhancing cybersecurity measures. by utilizing NLP techniques to extract valuable insights from
textual data and mitigate risks in these domains. Future research should focus on addressing the
challenges and further advancing the application of self-regulated learning (SRL) in economic and
cybersecurity contexts.
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THEORETICAL AND PRAXEOLOGICAL APPROACHES
TO MONITORING THE STATE OF FINANCIAL SECURITY OF UKRAINE

RBSTRACT

In today's conditions of globalization and constant changes in the financial market, the issue of
preserving financial security is becoming extremely important for every country. Financial security
not only determines the stability of the national economy, but is also the basis of the well-being of
citizens and the ability of the state to perform its social and economic functions. The purpose
of this study is a comprehensive substantiation of the theoretical and methodological foundations
and practical methods of monitoring the state of financial security of Ukraine in conditions of eco-
nomic turbulence as a factor ensuring the preservation of the state's financial system.

Taking into account the fact that the methodical approach to calculating the level of economic
security of Ukraine does not involve a regional assessment, a methodical approach to monitoring
the security state of the financial stability of the regions has been developed. The given methodo-
logical approach includes the following sequence of actions: division of the component "financial se-
curity of the region" into subcomponents; creation of a list of indicators for each financial security
subsystem of the region; normalization of these indicators within the subsystem, determination of
their importance for each separate subsystem of financial security of the region; generalization
of indicators into complex indicators for assessing the state of financial security of the region in the
context of various subsystems; ranking of regions according to the obtained values; calculation of
the integral indicator of the state of financial security for individual regions and research periods, as
well as grouping of regions based on the obtained results; comparing the state of financial security
of regions based on the calculated values of the integral indicator of the state of financial security
and highlighting specific aspects that are specific to each region.

Alist of 22 indicators of the state of financial security of regions has been created, which meets
the following criteria: it is scientifically based, characterized by the availability of statistical data and
suitability for mathematical and other types of analysis, highlighting the change of a phenomenan or
process over time, unambiguous interpretation. It is proved that the selected indicators of the state
of financial security of the regions are not in a strong relationship, and are also interconnected with
the state of financial security of the state, which generally confirms the proposed hypothesis that the
formed matrix of data of the identified indicators can characterize the state of financial security of the
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region, testify to specific problems and special opportunities in the region, and, accordingly, to be used as
input information in the process of calculating the integral indicator of the financial security of the region.

On the basis of the proposed methodology for assessing the state of financial security of regions,
integral indicators of the state of financial security of regions of Ukraine were calculated, which are
actually the result of collapsing indicators by subsystems into a system index for a certain region, high
values of which characterize a relatively stable value of financial security of a certain region, and low
values signal its dangerous or critical condition. The regions of Ukraine were clustered according to
the ranges of the financial security of the regions, according to the results of which the regions were
divided into 4 groups: with a critical state of financial security of the region (0.000-0.381) (Luhansk,
Donetsk regions), a dangerous state (0.382-0.499), a satisfactory state (0.500-0.618) and con-
ditionally high (0.619-1.000) (Dnipro, Kyiv, Poltava regions).

KEYWORDS

Economic security, financial security, management of the financial security system, monitoring
of financial security, national security.

In today's conditions of globalization and constant changes in the financial market, the issue of
preserving financial security is becoming extremely important for every country. Financial security
not only determines the stability of the national economy, but is also the basis of the well-being of
citizens and the ability of the state to perform its social and economic functions. Since the beginning
of the Russian military invasion on February 24, 2022, the National Bank of Ukraine fixed the official
exchange rate, and in the summer of 2022 increased it by 25 %, introducing additional restrictions
on the foreign exchange market to ensure the macro-financial stability of the state. At the beginning
of 2023, the difference between the official and cash exchange rates in Ukraine did not exceed
10-11 Y%, and market fluctuations were minimal even during massive shelling. Thanks to administra-
tive measures and the support of the international community, it was possible to preserve Ukraine's
international reserves. According to data at the end of January 2023, their level (29.9 billion USD)
exceeded the volume of reserves before the military invasion by 9 %. So, the financial security
of Ukraine is preserved now in extremely difficult conditions. Artificial restrictions that have been
introduced in the field of currency security, which is an important component of financial security,
work temporarily and may generate new risks over time. To avoid this, the National Bank of Ukraine
constantly monitors the situation, analyzes possible scenarios and prepares appropriate solutions.

The purpose of this study is a comprehensive substantiation of the theoretical and methodologi-
cal foundations and practical methods of monitoring the state of financial security of Ukraine in con-
ditions of economic turbulence as a factor ensuring the preservation of the state's financial system.
In accordance with the purpose of the study, the following theoretical, methodological and prac-
tical tasks were set: to reveal the conceptual basis for assessing the state of financial security
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of the state; to investigate the security condition of the financial system of Ukraine as a basis for
ensuring the economic security of the state; to develop a methodological concept for the transfor-
mation of approaches to monitoring the financial security of Ukraine.

Scientists, including: S. Akinleye, R. Dauda, 0. Iwegbu, 0. Popogbe [1], G. Datsenko et al., made
a significant contribution to the development of the scientific paradigm of monitoring the security
state of the financial system of states [2], N. Davydenko, Yu. Bilyak, Yu. Nehoda, N. Shevchenko [3],
K. Garskaite-Milvydiene, N. Maknickieng, M. Tvaranaviciené [4], Md. Hossain, U. Jahan, R. Rifat, A. Rasel,
M. Rahman [5], V. Kovalenko at al. [6], M. Kryshtanovych, R. Shulyar, M. Svitlyk, 0. Zorya, N. Fatiuk-
ha [7], M. Kunytska-lliash [8], S. Onyshchenko, I. Shchurov, A. Cherviak, 0. Kivshyk [9], P. Panda [10],
A. Poltorak, 0. Khrystenko, A. Sukhorukova, T. Moroz, 0. Sharin [111, N. Reshetnikova, Zh. Gornostagva,
Yu. Chernysheva, I. Kushnareva, E. Alekhina [12], H. Salkic, A. Omerovi¢, A. Salkic, M. Kvasina [13],
N. Sirenko et al. [14], N. Vyhovska, I. Voronenko, A. Konovalenko, V. Dovgaliuk, I. Lytvynchuk [15], X. Xie,
M. Qsifiska, M. Szczepaniak [18], S. Yekimov, O. Prodius, T. Chelombitko, A. Dudnyk, V. Chernyak [17],
S. Yekimov, V. Purtov, |. Buriak, D. Kabachenko [18], S. Yekimov, V. Sarychev, N. Malyuga, L. Shkuli-
pa [19] and others, the scientific results of which highlight the current canclusions of security theory,
the classification of factors and conditions that are a prerequisite for the creation of threats financial
security, the role and place of financial security in general theories of international relations.

51 CONCEPTUAL BASES FOR ASSESSING THE STATE OF FINANCIAL SECURITY OF THE STATE

The financial security of the country means the state in which the operations of the internal and
external financial system do not disrupt the normal functionality of this complex system and do not
cause obstacles to the formation of favorable financial conditions for its balanced development. This
state can be measured using the aggregation of indicators reflecting the state of monetary, curren-
cy, banking, budgetary, tax, debt security, as well as the security of the non-banking financial sector.

Having analyzed the genesis of regulatory and legal provision of financial security, it was found
that for the further development of the scientific approach, it is necessary to apply a systematic
approach for a deep understanding of the nature of such a complex phenomenon as security, and
consider it in various aspects, such as financial, economic, national. This approach will contribute
to the creation of a complex systemic regulatory framework that will help implement an effective
mechanism for ensuring the country's financial security.

It should be noted that imperative globalization processes are characterized by both unifying
and polarizing consequences. Proponents of globalization focus attention on its positive results,
noting that globalization is a source of additional freedom and progress, the formation of an impetus
for economic development,, a global network of information, logistical and transport advantages, the
development of the investment mechanism and the acceleration of the introduction of innovations,
while opponents of globalization argue that it can cause TNCs to absorb established markets, eco-
nomic inequality, social tensions, and loss of cultural identity.
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The division of the concept of "financial security" was carried out according to the object of
protection, and this analysis made it possible to identify the following structural components: finan-
cial security of households, business entities, territorial communities, economic sectors, regions,
the state and the global financial space. This distribution confirms that financial security actually
determines the conditions for the functioning and development of industries and regions, as well
as for society as a whole and each of its individuals in particular. At the same time, the financial
security of the state combines all accumulated risks, confirming the existence of interdependence
between all objects of protection and the general financial security of the country.

The author's view on the systematic taxonomy of the state's financial security and its place in
the national security system is presented, in which the state's financial security is conventionally

(¥e)
o divided into three subsystems: the security of state finances; security of the financial market;
"['_" cyber security of the financial sector (Fig. 5.1).
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In our opinion, the financial sector is the most vulnerable to cyber attacks. It is financial in-
stitutions, given their key role as intermediaries in monetary transactions, that become the main
targets for cyber attacks, among which: illegal actions on ATMs, financial transactions, destruction
of files, introduction of malicious programs into banking systems, incidents affecting internal pro-
cesses and extortion. Such attacks can cause significant material losses and harm the reputation
of financial institutions. That is why a separate subsystem — "cybernetic security of the financial
sector" has been singled out in the structure of financial security.

Let's summarize the indicators of the state of financial security of the state, which are pro-

posed for use by domestic legislation [20], in the Table 5.1.

L

© Table 5.1 Complex of indicators of the state of financial security of Ukraine P~

- . =

Indicator Calculation method Notes E

1 2 3 =

. ==

Bank security (353
Share of overdue credit LA LA, — overdue loan debt, million UAH;

debt to the total volume of L—jMOD %

loans granted by banks to

residents of Ukraine, %

Ratio of loans and deposits ~ LAC

of banks issued in foreign FTe Ui
currency, %

The specific weight of foreign  FC

capital in the total structure ﬁx’IOO %
of the authorized capital of

banking institutions, %

Ratio of loans and depo- LA +IA
sits (long-term), times RD, , +RD,,
Return on assets, % BP

—_- 0,
AV %100 %

Ratio of liquid assets and AL g
liabilities (short-term), % L D
The specific weight of the as-  BA

sets of the 5 largest banking BT:X“]O %
institutions in the total assets

of the banking system, %

st

LA — loans granted to residents of
Ukraine, million UAH

LAC - loans granted to residents of
Ukraine in foreign currency, million UAH;
RDC - deposits raised from residents
in foreign currency, million UAH

FC — foreign capital in the authorized
capital of banks, million UAH;

BC — authorized capital of banking
institutions, million UAH

LA, ; — loans granted to residents for

a term of 1 to 5 years, million UAH;
LA ; — loans granted to residents for

a term of more than 5 years, million UAH;
RD, 5 — deposits attracted for a period of
1 to 5 years from residents, million UAH;
RD_ — deposits attracted for a period
of more than 5 years from residents,
million UAH

BP — hank profit after tax, million UAH;
AV, — value of assets of banking institu-
tions, million UAH

AL - liquid assets, million UAH;
L,, — liabilities (short-term), million UAH

BA, — volume of assets of the 5 largest
banking institutions, million UAH;
BA — assets of banks, million UAH
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© Continuation of Table 5.1

1

Security of the financial market (non-hanking)

Insurance penetration
level, %

Capitalization level of listed
companies, % of GDP

Volatility level of the indica-
tor of the First Stock Trading
System (hereinafter - FSTS),
the number of critical devia-
tions (=10 %)

The specific weight of insur-
ance premium income of the
3 largest insurance companies
in the structure of insurance
premium income, %

2

GIP .

ﬁxﬂ]ﬁ o

CSE .

@MUO Jo

o 0, T,FSTS >90 %;

S0 T FSTS <90 %;
_FSTS, .

T,FST8 = =% 100 %

t-1

% 1009
100 %

GIP — gross insurance premiums,
million UAH;

GDP — gross domestic product,
million UAH

CSE — assessment of the market value of
capital that is traded on stock exchanges
in the form of shares, million UAH

T — every Friday of the period

IP, — insurance premiums of the 3 lar-
gest insurance companies (excluding
life insurance), million UAH;

IP — insurance premiums, million UAH

Debt security

Ratio of public debt (state

5D

5D — amount of public debt,

and state-guaranteed) to ﬁx’lﬂo % million UAH

GDP, %

Ratio of gross external debt  GED X AR, «100 % GED — gross external debt, million USD;
to GDP, % GDP AR, — average exchange rate of the UAH
Weighted average yield EN: B IB — yield on domestic state loan bonds;
of domestic state loan = n — the number of periods

bonds, % n

EMBI+Ukraine index (Emerg-  weighted average spread of Eurobonds of Ukraine to the yield level

ing Markets Bond Index) of US bonds

Ratio of international reserves  RA %100 % RA — volume of reserve assets,

to gross external debt, % GED 0 million USD

Budget security

Ratio of the state budget %MUO % 5B, — state budget deficit, million UAH
deficit to GDP, % GDP

Deficit of budgetary and 5A,—CB, 1000 SA, — deficit of the general government
extra-budgetary funds of GOP =100 % sector, million UAH;

the general government CB, — deficit of the consolidated
sector, % of GDP budget, million UAH

GDP redistribution through ~ CB, <100 % CBr — revenues of the consolidated

the combined budget, % GDP budget, million UAH
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© Continuation of Table 5.1

1 2 3
Ratio of debt repayment and 5B, + 5B, 100 % 5B, — public debt service, million UAH;
service payments to state SBR x 0 SBr — repayment of public debt,
revenues, % million UAH;

SBR — state budget revenues,

million UAH
Currency security
The average change in the AR ARy, — average UAH to USD exchange

exchange rate of the UAH ~ "2p
to the USD for the period

Gross international reserves IR
of Ukraine, months of m
imports

Share of loans formed in LA,
foreign currency in the total 4 x100 %
amount of loans, %

Balance of purchase and sale C,-Cy
of foreign currency (by popu-
lation), billion USD

rate (current year);
AR, .1 — average UAH to USD
exchange rate (previous year)

IR — international reserves of Ukraine,
million USD;
AIL — average monthly level of imports,
million USD

LAf, — loans granted in foreign currency
to residents, million UAH

CHAPTER &

C,, — volume of sold currency, billion USD;
Cy, — volume of purchased currency,

billion USD

Dollarization of the money D - D, +0D, +SE, 100 D, — dollarization of the money supply, %;
supply, % ms — M ’ 1D, — transferable deposits (foreign
8 currency);
0D,, —other deposits (foreign currency);
SE;, — securities (foreign currency);
M, — maney supply [14]
Monetary and credit security
The specific weight of cash M, Mj — cash in circulation, million UAH;
in the structure of the money 7 M, — money supply, million UAH
supply, % 8
The difference between loan LA, —RD,, LAy, — loan rates, %;
and deposit rates, % of points RD,, — deposit rates, %
Weighted average interest L4,  —CP/ LA,,... — weighted average interest rate
rate on loans in UAH relative on loans in UAH, %;
to the consumer price CPI — consumer price index
index, % points
Share of consumer loans LA, %100 % LA,, — consumer loans granted
in their overall structure, %  [A to households
Share of loans (long-term) in LA, LA. ., — loans for a term of more than
their total amount, % 2R AR +1Ay, 5 years (foreign currency);
Ut 0] ZzN”‘1 x100 % LA, - loans in national currency for

a term of more than 5 years

Note: summarized by the authors
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The main methodology, which in the legislative and regulatory space illuminates the mecha-
nisms for assessing the financial security of Ukraine, is presented in the Methodological recom-
mendations [20], approved on October 29, 2013, which have "informational, advisory, explanatory
nature and are not mandatory" [20].

The above recommendations summarize the approaches that allow to quantitatively assess
the state of economic stability of Ukraine and the level of financial security as its key component.
This methodology contains a list of indicators, their recommended values, as well as procedures
for calculating the overall indicator of economic security and its components. These methodological
recommendations are based on a complex analysis of indicators of economic stability in order
to identify possible threats and are used by the Ministry of Economic Development, Trade and
Agriculture of Ukraine for a comprehensive assessment of the level of economic security [20].
Accordingly, this technique should be used to monitor the components of financial security in order
to make management decisions regarding the analysis, prevention and elimination of real and po-
tential threats in the field of finance.

To assess the level of financial security, it is necessary to assess the state of its compo-
nents (their integral indices) using the analysis of the values of a set of indicators selected accord-
ing to the principles of reliability, representativeness and information availability. So, for example,
Ukraine's debt security is characterized by a set of numerical indicators that can be highlighted in
the form of a vector. The set of indicators (components of the vector) is partly based on statistical
data, and partly on data obtained by the method of expert evaluation.

Indicators of the level of financial security of the state are interconnected indicators of the
state of the financial system, which quantitatively reflect the level of risk and have a high sensitivity
and signaling ability to warn scientists, the state and market participants about probable threats
that arise as a result of changes in macroeconomic conditions, and adoption management decisions
in the field of finance.

Let's note that for each of the indicators of the state of financial security, the set of which is
divided into three types depending on their economic content (stimulators, destimulators, mixed),
ranges of characteristic values are defined.

5.2 ANALYSIS OF THE STATE OF FINANCIAL SECURITY OF UKRAINE AS A BASIS FOR ENSURING
THE ECONOMIC SECURITY OF THE STATE

The security of state finances is classified into budgetary, debt, currency and tax security of
the state, which we have singled out. Taking the above as a basis, let's analyze the state of these
subsystems during 2009-2022, using the Methodology [20].

It is advisable to consider the state's debt security as the optimal ratio between borrow-
ing (internal and external) taking into account certain indicators, such as the cost of servicing and
the total amount of public debt [21, 22].
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Let's analyze the value of the above-mentioned indicators in 2009-2022 and summarize the nor-
malized indicators in the integrated index of the state of debt security for their further forecasting in
the medium term. The input data for determining the set of debt security indicators proposed by the
Ministry of Economic Development and Trade of Ukraine are presented in the Tahle 5.2.

© Tahle 5.2 Input information for calculating indicators of Ukraine's debt security

Years

GDP of Ukraine, hillion UAH

2009 2010 2012 2013 2014 2015

913.3 1082.6 1408.9 1454.9 1566.7 1979.5 e
2016 2017 2019 2020 2021 2022 ﬁ
2383.2 2982.9 3974.6 41941 5459.6 5191.0 E
GDP of Ukraine, hillion USD =9
2009 2010 2012 2013 2014 2015 5
117.2 136.4 175.8 183.3 131.8 90.6

2016 2017 2019 2020 2021 2022

93.3 112.2 153.8 155.6 199.8 160.5

State debt of Ukraine (state and state-guaranteed), hillion URH

2009 2010 2012 2013 2014 2015

316.9 432.2 515.8 5841 1100.6 1572.2

2016 2017 2019 2020 2021 2022

1929.8 2141.7 1998.3 2551.9 2671.8 4071.7

Public debt of Ukraine (state and state-guaranteed), hillion USD

2009 2010 2012 2013 2014 2015

39.69 54.29 64.50 73.08 69.79 65.51

2016 2017 2019 2020 2021 2022

70.97 76.31 84.36 90.26 97.95 111.34

Gross foreign debt of Ukraine, hillion USD

2009 2010 2012 2013 2014 2015

103.4 117.3 135.1 142.1 126.3 118.7

2016 2017 2019 2020 2021 2022

113.5 116.6 121.7 125.7 129.7 132.0

Official international reserves, hillion USD

2009 2010 2012 2013 2014 2015

26.5 34.6 24.5 20.4 7.5 13.3

2016 2017 2019 2020 2021 2022

158 18.8 25.3 29.1 30.9 28.5

Note: summarized by the authors based on data [23-25]
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Let's present the data on the aggregate state debt of Ukraine in Fig. 5.2.
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Note: calculated by the authors based on [25]

In our opinion, it is appropriate to analyze the dynamics of the gross domestic product of
Ukraine simultaneously in the national monetary unit and in USD. Let's highlight the graphically
obtained indicators of Ukraine's GDP for 2009-2022 in Fig. 5.3.
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O Fig. 5.3 Dynamics of Ukraine's GDP for 2009-2022
Note: summarized by the authors based on [25]

Analyzing the data of Fig. 5.3, it is appropriate to pay attention to the fact that the GDP of the
state, calculated in the national monetary unit, has a steady upward trend (from 913.3 hillion UAH
according to the results of 2009 to 5191.0 billion UAH in 2022). The GDP of Ukraine, defined
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in USD, steadily increased during 2009-2013 (from 117.2 billion USD in 2009 to 183.3 bil-
lion USD in 2013), in 2014 the indicator decreased to 131, 8 hillion USD or by 28 % compared
to 2013. During 2015-2017, the studied indicator did not exceed the value of the crisis year
of 2009 at all, being in the range of 90.6-106.3 hillion USD. As of the end of 2022, the GDP
of Ukraine, defined in USD, amounted to 165.5 billion USD. Using the statistical data highlighted
in the Tahle 5.3, let's calculate the absolute values of indicators of the state of debt security of

Ukraine and present them in the Table 5.3.

® Table 5.3 Dynamics of Ukraine's debt security

Years e
Ratio of public debt (state and state-guaranteed) to GDP, % (x,) o~
2009 2010 201 2012 2013 2014 2015 l.'[I—'.'
34.7 38.9 359 36.6 401 70.2 78.4 %
2016 2017 2018 2018 2020 2021 2022 o
81.0 71.8 60.9 50.3 60.9 48.9 78.4

Ratio of gross external deht to GDP, % (x,)

2009 2010 201 2012 2013 2014 2015

88.2 86.0 77.4 76.8 77.5 95.8 131.0

2016 2017 2018 2018 2020 2021 2022

121.7 103.9 87.7 78.2 80.8 64.8 82.2

Weighted average yield of domestic loan honds, % (x,)

2009 2010 2011 2012 2013 2014 2015

12.2 10.4 9.2 129 131 134 131

2016 2017 2018 2018 2020 2021 2022

9.2 10.5 17.8 16.9 10.2 1.3 18.3

EMBI+Ukraine index, % (x,)

2009 2010 2011 2012 2013 2014 2015

1606.2 556.0 949.4 765.2 680.9 2226.0 2374.6

2016 2017 2018 2019 2020 2021 2022

5909 691.4 825.5 770.3 1011.9 1082.0 1093.0

The ratio of international reserves to gross external debt, % (x;)

2009 2010 2011 2012 2013 2014 2015

25.63 29.47 25.19 18.17 14.37 5.96 11.20

2016 2017 2018 2019 2020 2021 2022

13.69 16.12 18.15 20.78 23.18 23.85 21.59

Note: calculated by the authors according to the data in the Tahle 5.2 based on the methodology [20]
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Analytical data of Tahle 5.3 show that the ratio of public debt to GDP increased from 34.7 %
in 2009 to 78.4 % as of 2022, which exceeds the legally established threshold (critical) level.
Let's draw attention to the fact that the value of this indicator has been in a permanently critical
state since 2014 (Fig. 5.4).
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O Fig. 5.4 Dynamics of debt dependence of Ukraine
Note: summarized by the authors based on [25]

During the period of sovereign development, in our opinion, there was an atmosphere of too
rapid increase in the state's debt obligations, which caused a weakening of the activity of the
inflow of foreign investments due to an objective increase in the level of risk for foreign investors.
Let's agree with the opinion about the emergence of a debt spiral, i.e. a situation where the budget
deficit requires additional government borrowing, accordingly, the public debt and the costs of
its maintenance increase, which again cause the budget deficit [26].

Having analyzed the comparative data on the size of the public debt of different countries of
the world and their credit ratings, as well as the data of the medium-term Strategy for the ma-
nagement of the public debt of Ukraine for 2021-2024 [21], 15 peer countries (Table 5.4) were
selected for the analysis of the level of debt dependence (Fig. 5.5).

Comparing the structure of the total debt of Ukraine and the average similar indicators for
the formed groups of countries (Fig. 5.5), there are indisputable statements that the indicator
of the specific weight of external public debt in Ukraine (78.4 %) is significantly higher than the
average indicators in the three analysis groups (38-56 %), in addition, the structure of public
debt by instruments also has its own characteristics: the specific weight of marketable securities
is lower than the average indicators of analytical groups, and the non-marketable public debt,
on the contrary, is higher.
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© Table 5.4 The set of countries selected for comparison of levels of debt dependence of Ukraine, 2023

Developing countries that sig-

nificantly influence the economic

development of their region

Countries selected hy the crite- Countries with similar credit
rion of geographical proximity  ratings of international rating

("Development" group) to Ukraine ("Region" group) agencies ("Rating" group)
S&P Moody's Fitch S&P Moody's Fitch S&P Moody's  Fitch
Turkey Poland Pakistan
BB- Ba2 BB+ BBB+ A2 A- B B3 B
Nigeria Bulgaria Macedonia
B B2 B+ BBB- Baa2 BBB BB- NR BB+
Thailand Croatia Iraq 7o)
BBB+ Baa1 BBB+ BB+ Ba2 BB+ B- Caal B- o
Uruguay Czech Republic Lebanon r-[|_-1
BBB Baa2 BBB- AA- A1 A+ B- B3 B- %
Serbia Ghana o
BB Ba3 BB B- B3 B
Hungary Ukraine
BBB- Baa3 BBB- B- Caa2 B-

Note: created by the author using data [21] and rating agencies S&P, Moody's, Fitch

O Fig. 5.5 Comparative data on the structure of the total debt of Ukraine and similar

countries by group, 2023

90
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o Group "Development” & Group "Region" = Group "Rating" @ Ukraine

Note: created by the author using data [21] and rating agencies S&P, Moody's, Fitch

Loans from international financial organizations and governments of foreign countries in the
structure of the total public debt of Ukraine make up 48 %, which is significantly more compared to
the average indicators of all comparison groups. The structure of state debt in relation to currency
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is also highlighted. Thus, Ukraine recorded the lowest rate of public debt denominated in the na-
tional currency (29 %), compared to the average rates for all analytical groups (42—55 %), which
definitely increases currency risks. In international practice, the analysis of the level of foreign
debt per person is also used. Note that Ukraine's gross external debt per person increased from
2,245.3 USD in 2009 to 3207.8 USD in 2023. Let's present the dynamics of normalized values of
indicators of Ukraine's debt security for 2009-2023 in the Tahle 5.5.

@ Table 5.5 Dynamics of normalized values of indicators of Ukraine's debt security
Years
Ratio of public debt (state and state-guaranteed) to GDP, % (x,)

2009 2010 20M 2012 2013 2014 2015
0.71 0.60 0.68 0.67 0.60 0.17 0.15
2016 2017 2018 2019 2020 2021 2022
0.15 0.17 0.20 0.39 0.20 0.42 0.15
Ratio of gross external debt to GDP, % (x,)

2009 2010 20M 2012 2013 2014 2015
0.16 0.16 0.18 0.18 0.18 0.15 0.11

2016 2017 2018 2019 2020 2021 2022
0.12 0.13 0.16 0.18 0.17 0.30 0.17
Weighted average yield of domestic loan honds, % (x,)

2009 2010 20M 2012 2013 2014 2015
0.18 0.26 0.38 0.17 0.16 0.16 0.17
2016 2017 2018 2019 2020 2021 2022
0.16 0.25 0.12 0.13 0.28 0.19 0.12
EMBI+Ukraine index, % (x,)

2009 2010 20M 2012 2013 2014 2015
0.12 0.54 0.55 0.36 0.42 0.09 0.08
2016 2017 2018 2019 2020 2021 2022
0.51 0.46 0.32 0.35 0.20 0.18 0.18
Ratio of international reserves to gross external deht, % ()

2009 2010 20M 2012 2013 2014 2015
0.27 0.32 0.27 0.18 0.14 0.06 0.11

2016 2017 2018 2019 2020 2021 2022
0.14 0.16 0.18 0.21 0.24 0.25 0.22
Integrated index of deht security, % Ur;)

2009 2010 20M 2012 2013 2014 2015
0.30 0.38 0.41 0.32 0.30 0.13 0.12
2016 2017 2018 2019 2020 2021 2022
0.21 0.23 0.19 0.25 0.22 0.28 0.17

Note: calculated by the authors taking into account the methadology [20]
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Therefore, having studied the state and trends of debt security of Ukraine, let's come to the
conclusion that the vast majority of indicators of the state of debt security during the last period
are in the zone of critical values, which confirms the negative influence of the state of debt security
of the state on the level of its financial security [27, 28].

Let's analyze the state of budget security of Ukraine for 2009-2022 and summarize the
results of the analysis in Table 5.6.

The intense hostilities in Ukraine, which began on February 24, 2022, led to the fact that the
Government immediately introduced a number of measures in connection with martial law. Among
these measures was the reorientation of the country's budget to military needs and spending on
the most necessary social and humanitarian goals, which are aimed at supporting the population
and internally displaced persons, as well as ensuring the operation of critical infrastructure. Due to
a shortage of domestic resources in a war-torn economy, significant amounts of foreign aid from
international partners have helped to finance priority expenditures on time and in full, including pen-
sions, social benefits, salaries of medical and educational personnel, as well as spending on security,
defense, health care. self and education [29].

© Tahle 5.6 Dynamics of the state of budgetary security of Ukraine

Years

Ratio of deficit/surplus of the state hudget to GDP, % (x,)

2009 2010 201 2012 2013 2014 2015
-3.89 -5.94 -1.79 -3.79 —4.45 -4.98 —2.28
2016 2017 2018 2019 2020 2021 2022
—2.94 -1.60 —1.66 —1.96 -5.18 -3.63 —17.62
Deficit of budgetary and extra-budgetary funds of the general government sector, % of GDP (x,)
2009 2010 201 2012 2013 2014 2015
-2.02 -0.71 -0.86 -0.53 0.05 -0.23 -0.11
2016 2017 2018 2019 2020 2021 2022
0.13 0.03 -0.21 -0.01 —0.31 1.06 9.25
GDP redistribution through the combined hudget, % (x,)

2009 2010 201 2012 2013 2014 2015
29.89 29.05 30.27 31.62 30.43 29.1 32.94
2016 2017 2018 2019 2020 2021 2022
32.84 34.09 33.28 32.45 32.82 30.45 42.31
The ratio of service payments and repayment of the state debt to hudget revenues, % (x,)
2009 2010 2011 2012 2013 2014 2015
18.54 17.02 26.86 26.76 33.58 47.42 59.22
2016 2017 2018 2019 2020 2021 2022
37.48 59.80 37.80 46.67 47.21 46.61 34.43

Note: calculated and systematized by the authors based on the methadology [20]
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Let's present the normalized indicators of budget security of Ukraine for 2009-2022 and
summarize the results of the analysis in Table 5.7.

© Tahle 5.7 State dynamics of normalized indicators of budget security of Ukraine

Years

Ratio of the state budget deficit to GDP, % (x,)

2009 2010 201 2012 2013 2014 2015
0.62 0.21 1.00 0.64 0.51 0.40 0.94
2016 2017 2018 2019 2020 2021 2022
0.81 1.00 1.00 1.00 0.36 0.70 0.06
Deficit of budgetary and extra-budgetary funds of the general government sector, % of GDP (x,)
2009 2010 201 2012 2013 2014 2015
1.00 0.86 0.83 0.89 1.00 0.95 0.98
2016 2017 2018 2019 2020 2021 2022
0.96 0.99 0.96 1.00 0.94 0.82 0.1
GDP redistribution through the comhbined budget, % (x,)

2009 2010 2011 2012 2013 2014 2015
0.81 0.90 0.78 0.69 0.77 0.89 0.60
2016 2017 2018 2019 2020 2021 2022
0.61 0.49 0.57 0.64 0.61 0.77 0.17
The ratio of payments for repayment and maintenance of the state debt to hudget revenues, % (x,)
2009 2010 201 2012 2013 2014 2015
0.17 0.19 0.12 0.12 0.10 0.07 0.05
2016 2017 2018 2019 2020 2021 2022
0.09 0.05 0.08 0.07 0.07 0.07 0.09
Integral indicator of budget security of Ukraine, % ()

2009 2010 2011 2012 2013 2014 2015
0.64 0.52 0.68 0.58 0.58 0.56 0.64
2016 2017 2018 2019 2020 2021 2022
0.61 0.64 0.65 0.67 0.48 0.58 0.10

Note: calculated and systematized by the authors based on the methadology [20]

During 2022, the arrival of international financial aid and the recovery of export earnings con-
tributed to the maintenance of relative macro-financial stability and the gradual stabilization of infla-
tionary and devaluation expectations due to the reduction of volatility in the foreign exchange market.

As of January 1, 2023, international reserves of Ukraine amounted to 28.5 billion USD. During
2022, international reserves decreased by 7.9 %, but foreign currency receipts from interna-
tional partners made it possible to form the volume of international reserves, which corresponded
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to 3.6 months of future imports. According to the results of 2022, the surplus of the current
account of the balance of payments amounted to 8.6 billion USD. This was largely the result of re-
ceiving grants from international partners and the reduction of payments for investment income.
The negative balance of trade in goods and services increased due to a sharp decrease in exports
of goods and services by 29.9 %, while imports decreased by only 3.9 %.

Therefore, the security level of the budgetary sphere of Ukraine during the analysis period
ranged from 64 % in 2009 to 10 % according to the results of 2022, which is characterized as
a critical value of the security state of the budgetary sphere of Ukraine.

The next subsystem of the security of state finances and, accordingly, the financial security
of Ukraine, the state of which must be analyzed, is currency security, which in the official metho-
dology of the Ministry of Economic Development and Trade is considered as the state of exchange
rate formation, which is characterized by the stability of the national currency and the trust of
the population in it, and in in which the conditions for attracting foreign investments, progressive
development of the economy, and integration aspects are being formed in the state [20].

The first indicator of assessing the state of currency security is the average indicator of chan-
ges in the official exchange rate of the UAH to the USD, which is determined by dividing the average
official exchange rate in the current period by a similar indicator in the previous period (Fig. 5.6).
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Official exchange rate of the UAH against the USA dollar, average for the period,
UAH/100 USA dollars
—e— Index of changes in the official exchange rate, average for the period

O Fig. 5.6 Dynamics of changes in the official exchange rate of Ukraine
Note: summarized by the authors based on data [24]

It should be noted that during the war, the fixed exchange rate made it possible to preserve
the stability of the financial system, and for the population and business to partially adapt to life
in extremely difficult crises. Over time, these restrictions have caused more problems than good.
In 2023, the exchange rate of the national currency is already determined according to general
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practice based on the exchange rate for currency transactions on the interbank market. The main
prerequisite for such changes was a slowdown in inflation. The second prerequisite was signifi-
cant foreign exchange reserves of more than 40 billion USD. The third prerequisite was the yield
level of UAH deposits (about 15 %), which covers both inflation and exchange rate fluctuations.
Let's note that the National Bank cites the accumulation of imbalances in the national economy
among the reasons for the above-mentioned changes. An artificially strong national currency sig-
nificantly reduces the income of exporters and the income of the state budget. In addition, in the
conditions of martial law, the vast majority of budget expenditures, which are not directly related
to the defense of the state, are financed with the help of international partners, which comes in
foreign currency. Accordingly, a weaker UAH makes aid from international partners larger in UAH
equivalent, and the government gains room for maneuvers with the financing of social expenditures
due to the exchange rate difference.

The next indicator of Ukraine's foreign exchange security status highlights information on Ukraine's
gross international reserves, expressed in months of imports (Fig. 5.7).
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O Fig. 5.7 Dynamics of Ukraine's international reserves

Note: summarized by the authors based on data [24]

According to the Methadology [20], the optimal value of this indicator is 5 months, and
the range of values [3; 5] is considered satisfactory. Therefore, even during the war period,
as of the end of 2022, international reserves amount to 28.5 billion USD, which corresponds
to 4.08 months of imports. The next disincentive indicator of the currency security of Ukraine
is the share of foreign currency loans in the total volume of loans. According to the results of
expert assessment, it is considered that the optimal value of this indicator should not exceed
20 % [20], while a value of 50 % indicates a critical state of this indicator. For the period
2016-2018, the value of the indicator exceeds 40 %, which signals a dangerous or even critical
state of the indicator (Fig. 5.8).
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O Fig. 5.8 Loans in foreign currency in Ukraine
Note: calculated by the authors based on data [24]

The next indicator of the mixed type of state of currency security of the state in the system
of its financial security is the balance of purchase and sale of foreign currency by the population,
the optimal value of which is a value close to zero. This indicator is calculated in billion USD by
subtracting the amount of currency bought by the population from the amount of currency sold.
The peculiarity of the dynamics of the values of this indicator is that during 20092013 the
volume of sold currency exceeded the volume of purchased currency in the population and the
balance of this value was in the range [2.9; 13.4], and since 2014 the situation has changed, and
exceeded the amount of currency purchased from the population. Despite this feature, the nor-
malized values of the indicator during the entire period under study are in the zone of dangerous
and critical values, which indicates the presence of certain problems in the process of ensuring
the currency security of the state.

The indicator-disincentive of the security state of the currency sphere is the dollarization
of the money supply (5.1), the optimal value of which should not exceed 15 %, while a value
of 30 % is already considered critical in the process of analyzing the state of financial secu-
rity of Ukraine:

_ 10, +0D, +SE,

D f.100, (5.1

ms
3

where D, . — dollarization of the maney supply, %; TD,, — transferable deposits (foreign currency);
0D,,— other deposits (foreign currency); SE,, — securities (foreign currency); M, — maney supply [20].
Let's summarize the obtained values of indicators of the state of currency security of Ukraine
for 2009-2022 in the Tahle 5.8.
It is impossible to ignore the systematization of the received normalized values of indicators
of the state of currency security of Ukraine for 2009—-2022 (Tahle 5.9), which will be summa-
rized in the integral index of currency security of the corresponding period.
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Therefore, there is an indisputable statement that during the studied period, the state of
currency security cannot be assessed as satisfactory. A positive trend, in our opinion, was the
upward dynamics of the integral indicator of the state of currency security during 2014-2021, ac-
cordingly, it is possible to speak with caution about positive trends and strengthening of the state
of currency security, however, military actions on the territory of Ukraine have catastrophically
worsened and the state of currency security of Ukraine.

® Tahle 5.8 Dynamics of the state of currency security of Ukraine

Years
Te) Change in the official exchange rate of the URH to the USD, average for the period (x,)
ﬁ 2009 2010 201 2012 2013 2014 2015
E 152.99 98.20 100.50 100.25 100.00 148.81 183.68
% 2016 2017 2018 2018 2020 2021 2022
116.99 104.11 102.26 95.04 104.29 101.22 118.50
Gross international reserves of Ukraine, months of imports (x,)
2009 2010 20M 2012 2013 2014 2015
2.80 4.40 3.80 3.00 3.50 1.80 3.00
2016 2017 2018 2018 2020 2021 2022
3.00 3.20 3.30 4.90 4.80 3.80 4.08
Share of foreign currency loans in the total volume of loans, % (x,)
2009 2010 2011 2012 2013 2014 2015
50.85 46.03 40.31 36.75 33.82 46.31 55.81
2016 2017 2018 2019 2020 2021 2022
49.43 43.87 4278 36.85 36.68 28.90 27.73
Balance of purchase and sale of foreign currency (hy population), hillion USD (x,)
2009 2010 2011 2012 2013 2014 2015
0.57 -9.70 -13.40 -10.20 -1.20 2.40 1.50
2016 2017 2018 2019 2020 2021 2022
2.50 2.10 1.50 0.20 1.10 1.20 23.10
Dollarization of the money supply, % ()
2009 2010 201 2012 2013 2014 2015
29.1 29.1 304 321 27.2 32.6 32.2
2016 2017 2018 2018 2020 2021 2022
329 31.9 29.2 28.7 26.9 23 32

Note: calculated by the authors based on the methadology [20]
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® Table 5.9 Dynamics of normalized values of indicators of the state of currency security of Ukraine

Years

The average change in the exchange rate of the UAH to the USD for the period (x,)

2009 2010 20M 2012 2013 2014 2015

0.17 1.00 1.00 1.00 1.00 0.17 0.14

2016 2017 2018 2018 2020 2021 2022

0.35 0.99 1.00 0.98 0.97 1.00 0.33

Gross international reserves of Ukraine, months of imports (x,)

2009 2010 2011 2012 2013 2014 2015 Lo
0.72 0.94 0.88 0.80 0.85 0.32 0.80 &1
2016 2017 2018 2019 2020 2021 2022 E
0.80 0.82 0.83 0.99 0.98 0.88 0.91 5
The share of foreign currency loans in the total volume of loans, % (x,)

2009 2010 201 2012 2013 2014 2015

0.20 0.36 0.52 0.61 0.69 0.36 0.18

2016 2017 2018 2019 2020 2021 2022

0.22 0.43 0.46 0.60 0.61 0.82 0.85

Balance of purchase and sale of foreign currency (hy population), hillion USD (x,)

2009 2010 2011 2012 2013 2014 2015

0.98 0.05 0.03 0.04 0.95 0.90 0.94

2016 2017 2018 2019 2020 2021 2022

0.90 0.92 0.94 0.99 0.96 0.95 0.05

Dollarization of the money supply, % ()

2009 2010 2011 2012 2013 2014 2015

0.26 0.26 0.20 0.19 0.39 0.18 0.19

2016 2017 2018 2018 2020 2021 2022

0.18 0.19 0.25 0.29 0.41 0.65 0.19

Integral index of currency security, % (x;)

2009 2010 20M 2012 2013 2014 2015

0.41 0.47 0.47 0.47 0.67 0.34 0.40

2016 2017 2018 2018 2020 2021 2022

0.43 0.59 0.61 0.67 0.68 0.75 0.40

Note: calculated by the authors according to the information in the Table 5.8 based on the methodology [20]
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The main idea of the structure of the financial security of Ukraine proposed by us is that
the security of the financial market, as an important component of the financial security of the
state, consists of the security of the banking sphere, the monetary sphere and the sphere of
the non-banking financial sector. Accordingly, it is time to review the state of these components,
the results of which will be the basis for developing strategic vectors for improving the state of
security of the financial market of Ukraine and, accordingly, its financial security. Developed and
efficient insurance companies, banking institutions and other elements of the financial market are
a guarantee of the development of the state's financial system.

The first component of the security of the financial market is banking security of Ukraine,
which in the methodology of the Ministry of Economic Development and Trade is considered
as the level of financial stability of banking institutions, which, regardless of the conditions
of the functioning of the banking system, forms the possibility of its protection from destabiliz-
ing factors [20].

One of the priority indicators of the state of banking security, which characterizes certain
trends regarding changes in its level, is the specific weight of overdue debt on loans (x,), the opti-
mal value of which is set at the level of 2 %, and the critical value at the level of 7 %.

The military aggression against Ukraine caused, among other things, the cessation of the long-
term trend of a gradual decrease in the share of non-performing loans (NPL), which was observed
since 2018. During this period, the volume of NPLs decreased by almost 300 hillion UAH, and their
share in the loan portfolio decreased from 55 % to 27 % as of March 1, 2022. From March to
May 2022, the share of non-performing loans remained almost stable, taking into account the
change in regulatory requirements for credit risk assessment. From June 2022, banking institu-
tions began to recognize NPLs. As of January 1, 2023, the share of non-performing loans increased
to 38 %, and the total amount of non-performing loans from March to December 2022 increased
by 127 billion UAH and amounted to 432 billion UAH.

One of the indicators of the state of banking security of the state according to the Methodol-
ogy [20] is the ratio of loans and deposits issued by banking institutions in foreign currency. It is
quite logical that the optimal range for this indicator is a value close to 100 %, and more precisely
the range from 90 % to 110 %. Note that absolutely dangerous values for this mixed type indica-
tor are values lower than 50 % and higher than 180 %. Let's note that according to the results of
2022, this indicator was only 40.86 %, which corresponds to a critical level.

The ratio of foreign capital in the authorized capital of banking institutions is also determined
as an indicator, the analysis of which makes it possible to assess the state of banking security
of the state. So, the optimal range for this mixed-type indicator is considered to be from 20 %
to 25 %. The results of monitoring the state and development of trends in the increase of foreign
capital in the total authorized capital of banking institutions prove that in 2015-2017, about half
of the available authorized capital of banks was formed at the expense of foreign capital, which
was a dangerous signal for forecasting and assessing the state of banking security in Ukraine.
During 2018-2021, it was at the level of 28 %, which corresponded to a satisfactory level of

144



5 THEORETICAL AND PRAXEOLOGICAL APPROACHES TO MONITORING THE STATE OF FINANCIAL SECURITY OF UKRAINE

banking security. According to the results of 2022, the share of foreign capital in the authorized
capital of banking institutions was 14.3 %.

In order to carry out a comprehensive assessment of the state of banking security in
Ukraine, the ratio of long-term loans and deposits is also calculated. The optimal value of the in-
dicator should not exceed one, and a value close to 3 is considered critical. Thus, the normalized
values of the indicator provide grounds for concluding that since 2015 the values have been in
the range of critical indicators that ensure the level of banking security in this area at a level
no higher 20 %. Thus, according to the results of 2022, long-term loans exceeded long-term
deposits by 3.6 times, which signals the distrust of the stakeholders of the hanking system in
keeping funds in it.

A mixed-type indicator in the process of analyzing the state of banking security in Ukraine is the
profitability of the assets of banking institutions for the corresponding period, the optimal values of
which should be in the range [1; 1.5]. The analysis revealed that the actual values of the indicator
approached the optimal range only in 2018, in which the return on assets was 1.7 %, which cor-
responds to 92 % of the safety level of this indicator. The minimum value of the analyzed indicator
was recorded in 2016 and was —12.6 %.

The ratio of liquid assets of banking institutions to their short-term liabilities of the corre-
sponding period is considered in the process of assessing the state of banking security as the sixth
indicator of a mixed type, the optimal values of which should be close to unity. This indicator is one
of the economic norms established by the NBU for the purpose of control. It defines the minimum
actual volume of assets to effectively ensure the fulfillment of obligations. The NBU regulations
stipulate that the value of this indicator should not be less than 60 %. It should be noted that in
the Methodology of the Ministry of Economic Development and Trade [20] 60 % is a value that is
actually in the range of critical values.

One of the indicators for assessing the state of banking security is the specific weight of
the assets of the 5 largest banking institutions in the total assets of the state's banking system.
As of January 1, 2023, the largest banking institutions were four banks with a state share:
JSC KB "PrivatBank" (total assets — 734.413 billion UAH), JSC "Oschadbank" (total as-
sets — 298.158 billion UAH), JSC "Ukreximbank" (total assets assets — 256.500 billion UAH),
JSC "Ukrgasbank" (total assets — 146.351 billion UAH), as well as one bank of foreign bank-
ing groups JSC "Raiffeisen Bank Aval" (total assets — 187.290 billion UAH). Accordingly, accord-
ing to the results of 2022, the total assets of these 5 largest banking institutions amounted
to 1,622.712 billion UAH, or 68.94 9% of all bank assets.

System data on the state and certain trends of changes in the level of banking security indica-
tors are presented in the Tahle 5.10.

Values of indicators of banking security in accordance with the approved methodology [20]
should be translated into normalized values, which are calculated and systematized in the Table 5.11.

Fig. 5.9 presents the dynamics of the values of the integral index of banking security of Ukraine
for 2009-2022 and the forecast made using the polynomial trend line of the 6™ degree (R>=0.68).
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© Tahle 5.10 Dynamics of the absolute values of indicators of the hanking security of Ukraine

Years

Share of overdue credit debt to the total volume of loans granted by hanks to residents
of Ukraine, % (x,)

2009 2010 201 2012 2013 2014 2015
5.64 11.20 9.60 8.90 10.90 16.30 24.80
2016 2017 2018 2019 2020 2021 2022
28.20 54.50 52.80 48.40 41.00 30.00 38.00
Ratio of loans and deposits of hanks issued in foreign currency, % (x,)
2009 2010 201 2012 2013 2014 2015
Lo 215.94 190.20 153.00 118.80 124.10 152.70 168.60
ﬁ 2016 2017 2018 2019 2020 2021 2022
E 134.50 109.40 117.00 83.50 68.50 62.00 40.86
§ The specific weight of foreign capital in the general structure of the authorized capital of hanking
o institutions, % (x,)
2009 2010 2011 2012 2013 2014 2015
36.70 40.60 41.90 39.50 34.00 32.50 44.00
2016 2017 2018 2019 2020 2021 2022
48.80 48.80 28.00 28.70 28.10 28.00 14.30
Ratio of loans and deposits (long-term), times (x,)
2009 2010 201 2012 2013 2014 2015
6.17 3.75 3.10 2.37 1.76 2.83 3.89
2016 2017 2018 2019 2020 2021 2022
413 3.28 3.80 3.80 3.30 3.50 3.60
Return on assets, % (x;)
2009 2010 2011 2012 2013 2014 2015
-4.38 -1.50 -0.80 0.50 0.10 -4.07 -5.50
2016 2017 2018 2019 2020 2021 2022
—-12.60 -1.90 1.70 4.30 2.40 410 -0.50
Ratio of liquid assets and liahilities (short-term), % (x;)
2009 2010 201 2012 2013 2014 2015
35.88 91.19 94.73 90.28 89.11 86.14 92.87
2016 2017 2018 2019 2020 2021 2022
92.09 98.37 93.50 91.00 86.80 89.10 85.90

The specific weight of the assets of the 5 largest hanking institutions in the total assets of the
banking system, % (x;)

2009 2010 20M 2012 2013 2014 2015
32.54 37.00 36.60 38.60 40.00 43.40 93.6

2016 2017 2018 2019 2020 2021 2022
55.6 59.7 60.2 61.4 58.7 55.4 68.94

Note: calculated by the authors
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® Table 5.11 Dynamics of normalized values of indicators of the state of banking security of Ukraine

Years

1 2 3 4 5 6 1

Share of overdue credit debt to the total volume of loans granted by hanks to residents of
Ukraine, % (x,)

2009 2010 201 2012 2013 2014 2015

0.34 0.13 0.15 0.16 0.13 0.09 0.06

2016 2017 2018 2019 2020 2021 2022

0.05 0.03 0.03 0.03 0.03 0.05 0.04

Ratio of loans and deposits of hanks issued in foreign currency, % (x,)

2009 2010 2011 2012 2013 2014 2015 Lo
0.17 0.19 0.47 0.91 0.86 0.47 0.31 ﬁ
2016 2017 2018 2019 2020 2021 2022 E
0.71 1.00 0.93 0.46 0.22 0.28 0.16 §
The specific weight of foreign capital in the total structure of the authorized capital of banking (&)
institutions, % (x,)

2009 2010 2011 2012 2013 2014 2015

0.53 0.39 0.39 0.42 0.64 0.70 0.36

2016 2017 2018 2019 2020 2021 2022

0.31 0.31 0.88 0.85 0.88 0.88 0.54

Ratio of loans and deposits (long-term), times (x,)

2009 2010 2011 2012 2013 2014 2015

0.10 0.16 0.19 0.36 0.61 0.24 0.15

2016 2017 2018 2019 2020 2021 2022

0.15 0.18 0.16 0.16 0.18 0.17 0.17

Return on assets, % (x;)

2009 2010 201 2012 2013 2014 2015

0.05 0.13 0.24 0.80 0.64 0.05 0.04

2016 2017 2018 2019 2020 2021 2022

0.02 0.11 0.92 0.16 0.64 0.17 0.30

Ratio of liquid assets and liahilities (short-term), % (x;)

2009 2010 201 2012 2013 2014 2015

0.02 0.01 0.01 0.01 0.01 0.01 0.01

2016 2017 2018 2019 2020 2021 2022

0.01 0.01 0.01 0.01 0.01 0.01 0.01

The specific weight of the assets of the 5 largest hanking institutions in the total assets of the
banking system, % (x;)

2009 2010 20M 2012 2013 2014 2015
0.90 0.72 0.74 0.66 0.60 0.53 0.33
2016 2017 2018 2018 2020 2021 2022
0.29 0.21 0.20 0.20 0.23 0.29 0.02
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© Continuation of Tahle 5.11

1 2 3 4 5 6 1
Integrated index of hanking security, % ()

2009 2010 20M 2012 2013 2014 2015
0.29 0.24 0.31 0.47 0.50 0.29 0.18
2016 2017 2018 2019 2020 2021 2022
0.22 0.26 0.45 0.26 0.31 0.26 0.18

Note: calculated and systematized by the authors according to the data in the Table 5.10 based on the
methodology [20]

Z So, having carried out a comprehensive assessment of the state of financial security of Ukraine
"['_"' for 20092022, let's summarize the normalized values of the integral index of the security state
% of the financial system of Ukraine in Fig. 5.10.
i
60.00
50.00
40.00
30.00
20.00
10.00  y=0.0032x"—39.024x>+196648x"~ 5E-+08x+8E+11x2—BE+14x-+2E+17
R*=0.6786
2008 2010 2012 2014 2YU’|6 2018 2020 2022 2024
ears

O Fig. 5.9 Dynamics of values of the integral index of banking security of Ukraine
Note: presented by the authors according to the data in the Table 5.11 based on the methodology [20]
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20

20
y=0.0007x—8.5152x5+ 429075/~ 1E+08x*+ 2E+11x2—1E+14x-+ 5E+ 16
10 ' Re=0.7388

0
2008 2010 2012 2014 2016 2018 2020 2022 2024
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O Fig. 5.10 Dynamics of the integral index of the security state of the financial system of Ukraine, %
Note: calculated by the authors
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Therefore, the data obtained in the process of calculations testify to the dangerous state of
financial security of Ukraine.

5.3 METHODOLOGICAL CONCEPT OF TRANSFORMATION OF APPROACHES TO MONITORING
THE STATE OF FINANCIAL SECURITY OF UKRAINE

The methodology of the Ministry of Economic Development and Trade of Ukraine, which in the
legislative and regulatory space of Ukraine is the main methodology that illuminates the mechanisms
of assessing the economic security of Ukraine, the structural element of which is financial security,
was studied. The shortcomings of this technique, which cause incorrect results of assessing the
state of financial security, are outlined, and directions for its improvement are proposed, including:

1. Timely revision of weighting coefficients, which numerically characterize the importance of
a certain indicator in comparison with other indicators of the state of financial security.

Among the available methods for calculating the weighting coefficients, the method of sensi-
tivity theory is the most optimal. The use of this method is recommended when there is a macro-
economic model, the initial data of which are indicators of the level of financial security of the
state and its subsystems. Thus, the weighting factors for individual indicators (a,) are determined
by assessing how much the integral indicator (0] reacts to changes in the normalized state indi-
cators of financial security subsystems (y) (5.2):

. DAY '
;|DIAV |

Using the method of the sensitivity theory to determine the weighting coefficients provides an
opportunity to specify these coefficients in different periods of the study, which can be an advantage
of this method, in our opinion. However, it is worth considering that using this method can signifi-
cantly complicate the process of assessing financial security, requiring additional effort and time.

In the case when there is no macroeconomic model that has indicators of financial security
and its subsystems as input data, the method of principal components is used to calculate the
weighting coefficients (5.3), the input data of which are the dynamic series of certain indicators:

. ¢ |d]
= Seld]

where ¢, — contribution of indicator | to the total variance of a set of indicatars; d,— factor loadings [30].

Using the method of principal components, it is possible to obtain weighting coefficients with fixed
values that remain constant throughout the study period. This, in our opinion, can cause a distortion of
the evaluation results. Correlation-regression analysis and statistical approaches, as a rule, reveal ge-
neral patterns without paying attention to the peculiarities of specific periods, such as crisis moments.

(5.2

(5.3)
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Game methods can also be used in the calculations of weighting factors to assess the financial
security of the state. Subsystems of financial security are presented in the form of matrices,
where rows correspond to different time periods, and columns reflect normalized indicators for
these subsystems. The resulting matrices for financial security subsystems are considered as
matrices of a zero-sum game, where the gain of the first player is equal to the loss of the second.
After determining the optimal mixed strategies for bath players (F,, F.), the second mixed strategy
can be considered as a certain set of weighting coefficients in the calculation of the general indica-
tor of the state of financial security of the country (FS) in the additive form (5.4):

F§, = 2(@*1)”, (5.4)
i=1
or in multiplicative form (5.5):

e (5.5)
) i )

Therefore, analyzing the existing methods for calculating the weighting coefficients of indi-
cators of the country's financial stability, it is possible to conclude that depending on the specif-
ic stages of economic development, different approaches to determining these coefficients can
be used. Possible methods include expert judgments, game approaches, principal component me-
thods, and sensitivity theory methods, each with its own advantages and limitations.

2. The maximum replacement of the use of subjective expert evaluations in the process of
calculating weighting coefficients of indicators in favor of methods with a higher level of objectivi-
ty (method of principal components; game methods; modeling methods).

3. Systematic updating of the list of indicators of the state of debt security, taking into ac-
count structural changes in the state's economy (including the replacement of the EMBI+Ukraine
index indicator with the indicator of the sovereign credit rating of Ukraine, determined by the
authoritative international rating agency Standard & Poor's).

4. Taking into account the non-linearity of economic processes, the application of the multipli-
cative form of the integral indicator of the state of financial security (5.6) instead of the additive
form, among the shortcomings of which the significance of the integral indicator under the condi-
tion of zero data of individual indicators is highlighted, as well as the compensation of the value of
the integral index for certain indicators at the expense of others:

Fs, =1:[y;',F, where ;a,. =1anda >1. (5.6)

The region is one of the structural components, which is allocated according to the object
of protection in the structure of financial security. The term "financial security of the region" is
considered as the conditions for the financial development of a specific region within the state,
under which internal and external threats do not lead to negative processes in a complex system
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and do not prevent the creation of favorable financial conditions for the sustainable development
of the region.

Therefore, in the process of monitoring the financial security of the region, it is necessary to cal-
culate a certain complex indicator, the value of which will indicate the level of financial stability in the
region, the investment climate, entrepreneurial activity and the standard of living of the population.

Ensuring the financial stability of Ukraine's regions is an important element of guaranteeing the
overall financial stability of the state. This connection arises as a result of decentralization reforms
aimed at creating effective local self-government to provide affordable and high-quality public ser-
vices, establishing institutions of civic participation, creating a safe environment for residents, as
well as coordinating the interests of local communities and the central government. Consequently,
the quality of the performance of their functions by local government structures has a great impact
on local tax policy, the formation of local budget revenues, the provision of insurance and banking
services, the investment climate in the region and the standard of living of the population. These
circumstances substantiate the need for a systematic and operational analysis of the financial sta-
bility of the regions of Ukraine in order to determine the strengths and weaknesses of the current
state, diagnose opportunities and potential threats.

Methodological approaches [20] do not provide for a regional section of the assessment.
It is possible to adapt the methodology for calculating the level of financial security of the state to
the specifics of the regions, however, most indicators are based on statistical information at the
state level and, accordingly, cannot highlight the specifics of regional development.

In order to assess the security level of the financial stability of the regions of Ukraine, their
further analysis and comparison, as well as to identify the main problems, opportunities and pos-
sible threats, a methodical approach to monitoring the security level of the financial stability of the
regions is proposed. This approach differs from those currently used, as it provides an opportunity
to quickly assess the state of financial stability of individual regions of Ukraine and to identify
specific threats and reserves specific to each region. This information can be used for further
measures to increase the financial stability of specific regions.

At the first stage of the proposed methodical approach to the analysis of the financial security
of the region, the category "financial security of the region" is decomposed into separate inter-
connected subsystems: financial security of the community of the region; economic entities of the
region and their entrepreneurial activity; sectoral financial security of the region; security by the
level of financial autonomy.

At the second stage, the list of quantitative indicators in the subsystems of the security level
of financial stability of the region, which are interconnected with the state of financial security of
the state, is formed. These indicators signal the degree of threats, are characterized by sensitivity
to changes in the financial situation in the region, and can be used in the decision-making process
in the field of financial policy.

The formed list of indicators must meet the following criteria: be scientifically based and be
characterized by the availability of statistical data for the operational analysis of the financial
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security of the region. Let's also note that the complex of selected quantitative indicators should
be characterized by suitability for mathematical and other types of analysis, coverage of changes
in a phenomenon or process over time, and unambiguous interpretation.

The selected indicators should be checked for multicollinearity, accordingly, indicators with
a strong connection according to the Chaddock scale should be excluded from the system of in-
dicators. In addition, we have to prove that the set of selected indicators are interconnected with
the state of financial security of the state, which will confirm the hypothesis that the formed data
matrix of the identified indicators can be used as input information in the process of calculating the
integral indicator of the state of financial security of the region.

Formation of a set of indicators of the state of financial security of the region took place taking
into account the principles of reliability, representativeness and information availability.

So, 22 financial indicators are selected, which are calculated by region and systematically
published in the reports of the Ministry, which were previously checked for the presence of cor-
relations. It has been verified that they are not in direct functional dependence. Each the selected
indicators provides important information about the state of the financial security of the region,
therefore, their comprehensive application is proposed for a comprehensive analysis.

A hypothesis is put forward, according to which the totality of these indicators objectively cha-
racterizes the state of financial security of the region, as well as specific problems and opportunities.

To prove or disprove this hypothesis, the basic ideas of the polynomial algorithm for the extra-
polation of parameters of stochastic systems [31] were applied, on the basis of which a polynomial
power correlation-regression model was developed for assessing the financial security of the region
of Ukraine according to formula (5.7):

n N
Y (i) =MX ()] +;2(xw( D) =MX(G)])8 e (=N 1), (5.7)
j=1w=
where yi”’N)(’I, i) — state of the financial security of the region (realization at a point and a random
sequence, provided that n elements are used with the highest order of stochastic connections N);
M[X(i)] — mathematical expectation of the state of financial security of the region; x" (/) —em-
pirical values of indicators of the state of financial security of the region; M XW(/')] — mathematical
expectation of indicators of the state of financial security of the region; S(%)WW ((/ —’I)N+’I) -
weighting factors [31].
Tahle 5.12 presents the calculated values of the state of financial security, calculated using
the obtained polynomial correlation-regression model mﬁk"") (’I, i) , as well as the amount of error.
The determined values of the safety level of financial stability based on the values of 22 indi-
cators, which are determined by region, differ insignificantly from the empirical values (the average
level of erroris 0.18 %), which justifies the statement about the relative accuracy of the forecasts
made using this model and proves the declared hypothesis , that the set of selected indicators can
objectively characterize the security state of the financial stability of the region and sufficiently ac-
curately signal the presence of specific problems and opportunities of a specific region of the state.

152



5 THEORETICAL AND PRAXEOLOGICAL APPROACHES TO MONITORING THE STATE OF FINANCIAL SECURITY OF UKRAINE

© Tahle 5.12 Results of approbation of a methodical approach to monitoring the level of financial security
using a polynomial correlation-regression model

State of_financial secur_itv State of finapcial security (_calcu-
Years I(::tcl::::]l:ig/ ntl:l the classical ::ut:li Iall’:(.:lzrdmg to the obtained 2?:::'“3 ::II_::',":/“

v 0" (1,0)
2014 36.536 36.584 0.048 0.13
2015  35.847 35.761 -0.086 -0.24
2016 38.745 38.666 -0.079 -0.20
2017 40.023 40.081 0.058 0.14
2018 45.746 45.675 -0.071 -0.16
2019 42669 42.575 -0.094 -0.22
2020 40.179 40.211 0.032 0.08
2021 41123 41.198 0.075 0.18
2022 30.007 30.567 0.560 1.87
Average value of error 0.18

Note: calculated by the authors

At the second stage of applying the methodical approach to monitoring the security state of
the financial stability of the region, the absolute values of the indicators by region were calculated
and the data matrix X={x;} was built, where x; — the value of the j-th indicators for the i-th region
of the state; i =1.22; j =1.24.

At the third stage of the application of the methodical approach to monitoring the security
state of the financial stability of the region, the indicators are standardized in the financial security
subsystems of the region. Normalization of indicators is proposed to be carried out using the
method — relative to the range of variation (5.8), because it is this method that allows taking into
account the difference in indicators in a certain period of the study.

&yy=3&—1ﬂL;&yy=3ﬁi—5L. (5.8)

X —X

max min max min

Matrix distribution X={x,}, where x, — the value of j-th indicators for the i-th area; into groups
is as follows: indicators characterizing the security level of financial stability of the population of
the region have been added to the 1st group of indicators (matrix Xz={x;}). To the second —
indicators that signal the level of financial security of economic entities and their entrepreneurial
activity (matrix X;={x;}). To the third — indicators characterizing the level of industry financial
security of the region (matrix X={x;}). To the fourth — indicators of regional financial security
according to the level of financial autonomy (matrix Xe={x;}).
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At the fourth stage of applying the methodical approach to monitoring the security state of
the financial stability of the region, weighting indicators were determined for the indicators of
specific financial security subsystems of the region.

At the fifth stage of applying the methodical approach to monitoring the security state of the
financial stability of the region, indicators were summarized into integral indexes of the state of
regional financial security in terms of its subsystems, and regions were ranked according to the
obtained values. The complexity of this stage is explained by a significant number of options for
calculating the integral indicator, as well as disparities in the development of the regions of Ukraine.

At the sixth stage of the methodical approach, the integral value of the state of financial se-
curity by region and research period was determined, the regions were clustered according to the
calculated values (Table 5.13).

© Tahle 5.13 Clustering of regions of Ukraine by ranges of values of financial security of regions of Ukraine

Range 0.000-0.381 0.382-0.499 0.500-0.618 0.619-1.000

Security Critical Dangerous Satisfactory High

situation of

the region

Regions Donetsk, Volyn, Zaporizhzhia, Zhytomyr, Mykolaiv, Vinnytsia, lvano-  Dnipro, Kyiv,
Luhansk Zakarpattia, Kirovohrad, Chernivtsi, Frankivsk, Lviv, Poltava

Rivne, Khmelnytskyi, Sumy, Ternopil, Odesa, Cherkasy
Khersan, Chernihiv, Kharkiv

Note: presented by the authors

Cluster analysis is a key tool for the typology of objects, the purpose of which is to divide objects
into relatively homogeneous groups, taking into account the analysis of indicators that objectively
characterize these objects.

In the process of calculating the integral indicator, the application of the additive model leads to the
fact that there is a possibility of compensation for the deterioration of the safety level of one subsystem
due to the increase in the safety level of another partial assessment. In order to prevent such a situation,
the integral indicator, in our opinion, should be determined by the formula of the geometric mean (5.9):

an = \/4 Ew : EE/' : ESr' : E4; = \AIHE:"' (5.9)

where FS, — an integral indicator of financial security of the i-th region of Ukraine; x,, X,
Xy X,; — partial coefficients.

The analysis results obtained by formula (5.9) may turn out to be incorrect, taking into
account the theoretical possibility of zero values of x;, X., X3, X, Accordingly, let's apply the
modified formula (5.10):

FS, = TI(1+E,)-". (5.10)
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As a result, a taxonomic integral value of the security state of the financial stability of the re-
gions of Ukraine was obtained for periods in the interval from 0 to 1. Interpreting the value of this
indicator, let's pay attention to the fact that high values of the indicator characterize a high level of
security state of a certain region, and low values signal its critical state. The integral indicator of
the security state of the financial stability of the regions of Ukraine is the result of collapsing the
partial indicators into a complex index for a certain area.

The highest security level of financial stability of regions in 2022 was recorded in the following
regions: Kyiv, Dnipro, Poltava, and the lowest — in Donetsk and Luhansk regions.

At the last stage of the proposed methodological approach, a comparison of the security state
of the financial stability of the regions takes place, specific problematic aspects and opportunities
of a certain region are highlighted.

The heterogeneity of the security level of financial stability of the regions of Ukraine is caused
by the influence of economic, political, social and geographical factors.

CONCLUSIONS

Considering that the methodical approach to calculating the level of economic security of
Ukraine, proposed for use in order No. 1277 dated October 29, 2013, does not provide for a re-
gional assessment, a methodical approach to monitoring the security state of the financial stability
of regions is proposed.

The given methodical approach includes the following sequence of actions: division of the com-
ponent "financial security of the region" into subcomponents; creating a list of indicators for each
financial security subsystem of the region; normalization of these indicators within the subsystem,
determination of their importance for each separate subsystem of financial security of the region;
generalization of indicators into complex indicators for assessing the state of financial security of
the region in the context of various subsystems; ranking of regions according to the obtained values;
calculation of the integral indicator of the state of financial security for individual regions and re-
search periods, as well as grouping of regions based on the results obtained; comparing the state
of financial security of regions based on the calculated values of the integral indicator of the state
of financial security and highlighting specific aspects that are specific to each region.

A list of 22 indicators of the state of financial security of regions has been formed, which
meets the following criteria: it is scientifically based, characterized by the availability of statistical
data and suitability for mathematical and other types of analysis, highlighting the change of a phe-
nomenon or process over time, unambiguous interpretation.

It is proved that the selected indicators of the state of financial security of the regions are not
strongly related according to the Chaddock scale, and are also interconnected with the state of
financial security of the state, which generally confirms the hypothesis that the formed matrix of
data of the identified indicators can characterize the state of financial security of the region, testify
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to specific problems and special opportunities in the region, and accordingly, be used as input
information in the process of calculating the integral indicator of the financial security of the region.

On the basis of the proposed methodology for assessing the state of financial security of
regions, integral indicators of the state of financial security of regions of Ukraine were calcula
ted, which are actually the result of collapsing indicators by subsystems into a system index for
a certain region, high values of which characterize a relatively stable value of financial security of
a certain region, and low values signal its dangerous or critical condition. The regions of Ukraine
were clustered according to the ranges of the financial security of the regions, according to the
results of which the regions were divided into 4 groups: with a critical state of financial security of
the region (0.000-0.381) (Luhansk, Donetsk), a dangerous state (0.382-0.499), a satisfactory
state (0.500-0.618) and conditionally high (0.619-1.000) (Dnipro, Kyiv, Poltava).
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CURRENT ISSUES OF INNOVATIVE DEVELOPMENT AND EVOLUTION
OF THE CIRCULAR ECONOMY AT THE REGIONAL SCALE

RBSTRACT

The essence and features of the circular economy as an innovative component of the modern
ecanomy, which functions and develops on the basis of sustainable development, the deep reasons
for its emergence, formation and transformation into a factor in the formation of a new paradigm
of the global economy are considered. Being a mechanism for the implementation of the Global
Goals of sustainable development, the concept of a closed cycle economy encourages highly deve-
loped countries and businesses to introduce innovations and define the development of a circular
ecanomy as a priority in their long-term strategies. Special attention is paid to the analysis of the
evolution of the circular economy in the countries of the European Union, the problems and pros-
pects of the development of the circular economy in Ukraine.

KEYWORDS

Linear economy model, sustainable development, innovative development, circular economy,
innovative system, innovative infrastructure, evolution of the circular economy, business model of
a closed cycle.

In recent decades, there has been a sharp increase in the negative anthropogenic impact of
humanity on the natural environment both at the national and global levels. According to experts,
further economic growth will inevitably lead to an increase in the use of natural resources and
consumption waste. This, in turn, will further exacerbate environmental problems, such as loss of
biodiversity, pollution of water, air and soil, depletion of resources, and will increasingly endanger the
Earth's life support system. On the other hand, societal expectations are not being met due to issues
such as high unemployment, poor working conditions, social vulnerability, the poverty trap, interge-
nerational injustice and widening inequality. Economic challenges such as supply risk, problematic
ownership structures, deregulated markets, and imperfect incentive structures lead to increasing-
ly frequent financial and economic instability for individual companies and the entire economy [1].
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So, the model of the traditional linear economy, which functions according to the principles:
"Take, Make, Waste (Dispose)" (extract, use, throw away (dispose); "raw materials — process-
ing — waste"; "production — use — disposal" has already exhausted itself. It should be replaced by
a new model of modern economic development, based on the rational consumption and restoration
of resources and the minimization of negative human impact on the environment. This model has
received the name closed-loop economy or circular economy (English closed-loop economy, circu-
lar economy). At the same time, society itself must change — from the choice of raw materials,
product development methods and new service concepts to the widespread use of by-products of
one industry as complete raw materials for another [2].

The circular economy emerges from the innovation economy, when breakthrough innovative
technologies together with innovative business processes form closed cycles of processing, ex-
change and consumption.

Today, the path to a circular economy is being overcome by many countries of the world,
according to researchers, 9 % of the world economy is circular. The analysis of trends in its
development gives grounds for asserting that the share of the circular economy will continue to
grow steadily. In some highly developed countries, the formation and development of the circular
economy is becoming the main factor in achieving the goals of sustainable development. That is why
the study of various aspects of the evolution of the circular economy is extremely relevant.

The study of the circular economy attracts considerable attention of many scientists. Among
the researchers, it is worth noting the works of M. Geissdoerfer, P. Savaget, R. Merli, M. Preziosi,
A. Acampora, A. Petit-Boix, S. Leipold, among the domestic ones — 0. G. Melnyk., D. Bayura,
M. 0. Varfolomeeva, |. Ya. Zvarycha, D. Z. Nechitailo, S. M. Lyholat, L. V. Deineko, 0. Sysoev,
M. V. Rudy, K. V. Savitska The aim of research the peculiarities of the formation and evolution of
the development of the circular economy in the regional dimension as a fundamental direction of the
development of the modern global economy.

The basis of the economic growth of any country and the successful functioning of enterprises
is the process of innovative development, which forms positive qualitative and quantitative changes
in the production and economic system. At the same time, it is important to understand that in the
new economy, accelerating the pace of economic development becomes one of the priority tasks
at the same time as ensuring its sustainability.

Innovative development can be defined as a complex economic category that is associated with
innovative changes and adaptation of enterprise management processes to the requirements of
the external and internal environment [3].

In other words, innovative development represents changes aimed at updating and qualitatively
increasing the efficiency of praocesses or products, which is accompanied by a transition to a new
level of system organization [4].

Therefore, innovative sustainable development can be understood as an irreversible, directed,
natural change in the economic situation, innovative and sacial infrastructure of the sacio-economic
system, as a result of which it moves to a qualitatively new progressive state.
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Let's clarify that we do not apply the characteristic "fundamental" to the specified changes,
since sustainable development implies, in our opinion, the "soft" nature of changes with smaller
losses due to transformational changes in the market economic system.

At the same time, the innovative development of the enterprise, as an activity of the enter-
prise, is based on the constant search for new methods and means of satisfying consumer needs
and increasing the efficiency of management; development, which involves the expansion of the
boundaries of innovative activity and the introduction of innovations in all spheres of enterprise
activity, the creation and practical use of innovations [5].

It is important to understand that innovative ideas emerge and transform ordinary economic
projects into innovative development when different creative thoughts are combined into a single
system supported by an institutional environment and innovative infrastructure. They are the ones
who should ensure the integration between research and development, marketing and other compo-
nents, for example, a large enterprise with structured scientific and research capital, or, for exam-
ple, an innovative cluster of medium and small enterprises, when the circulation of innovative ideas
can occur more chaotically, as, for example, by the modern method of open innovation. Chaoticity in
this case also brings positive opportunities for generating unexpected innovative ideas and results.

The innovation system plays the role of an institutional basis for the innovative development of
the national economy. Its functioning creates prerequisites for the transformation of ideas, new
knowledge into innovation with their further implementation with the aim of obtaining an economic
or any other effect. Within the innovation system, there is an interaction of all subjects directly or
indirectly involved in the innovation process, and the effectiveness of its functioning is determined
by the effectiveness of the interaction of all structural elements [B].

It is important that the national innovation system itself, on the one hand, is a process of in-
teraction between various institutions involved in the process of production and commercialization
of scientific knowledge within the state, and on the other hand, it is the result of this interaction.
The determining factor of the effective functioning of the national innovation system is the degree
of partnership in the "science-business-state" system, which combines technological, financial and
organizational factors of generating and spreading innovations [7].

Modern innovative infrastructure is an important factor in the innovative development of the
region. Thus, innovative infrastructure, in particular its most concentrated elements, forms the cen-
ters (poles) of the growth of entrepreneurial activity and the placement of science-intensive techno-
logies. Therefare, the supporting frame of the industry is being built on the basis of such centers.
At the same time, it is necessary to take into account that the development and implementation of
innovations at enterprises has a twofold effect on the functioning of the industry of the region. On the
one hand, the innovative activity of enterprises helps to increase their competitiveness both on the re-
gional, national and international markets, and on the other hand, a large share of innovative products
in a specific enterprise leads to a significant increase in the risks of entrepreneurial activity itself [8].

When considering the essence of the modern concept of economic development, first of all,
it is necessary to consider the development of the scientific and technical revolution as a result
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of scientific and technical discoveries, as a result of which society receives fundamentally new
equipment and technologies that allow increasing labor productivity tens and hundreds of times [2].

At the same time, the modern paradigm of global development is the idea of sustainable deve-
lopment, which is shaped by the Sustainable Development Goals (SDGs) of the United Nations and
relevant scientific theories. Importantly, sustainable development implies system-driven develop-
ment, when the concept of innovative activity also falls under the positive influence of the SDGs.

Thus, innovations in the European Union shape markets, transform the economy, stimulate
gradual changes in the quality of public services and are indispensable for achieving the main goals
of double "green" and digital transit [9].

As stated in the Decree of the President of Ukraine "On the Goals of Sustainable Development
of Ukraine for the period until 2030", the SDG of Ukraine for the period until 2030 are guidelines
for the development of projects of forecasting and program documents, projects of regulatory
and legal acts in order to ensure the balance of economic, social and environmental dimensions
sustainable development of Ukraine. SDG No. 9 is aimed at building sustainable infrastructure,
promoting sustainable industrialization and stimulating innovation [10].

It should be noted that a new wave of innovation is on the horizon: deep technological inno-
vation that is based on advanced science, technology and engineering, often combining advances
in the physical, biological and digital spheres and with the potential to provide transformative
solutions in the face of global challenges. In particular, the deep technological innovations emerging
from the growing cohort of innovative start-ups in the EU have the potential to drive innovation
in the economy and society. This, in turn, can change the business landscape of the EU and re-
lated markets and help in solving the most pressing societal problems, in particular by achieving
the UN Sustainable Development Goals [9].

Europe is also one of the fastest growing private equity investment regions. Between 2016
and 2020, it experienced faster growth than China and the US, albeit from a lower base. It is im-
portant to pay attention to the following:

1. EU companies are world leaders in high-value environmental patents and environmental
patents in energy-intensive industries.

2. Europe's powerful industrial base is characterized by an increasingly dynamic startup eco-
system. Deep technological innovation results in physical products, not pure software services.

3. Deep technological innovations are aimed at solving key societal problems. This is particu-
larly evident in the EU's position in wind energy: bold policy decisions such as climate change
interventions and environmental protection, combined with close cooperation between the public
and private sectors, the strengths of the single market have created the conditions for European
companies to thrive in the sectors of the future, which are based on deep technologies [9].

At the same time, it is advisable to take into account that the advantages of borrowing new
knowledge from abroad for Ukraine are obtaining technologies that have been used in practice and
meet world standards. This contributes to the formation of technological cycles together with
foreign enterprises, the acquisition of experience in the implementation of marketing approaches
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in the field of innovation. However, it is important for Ukraine to prevent the receipt of morally out-
dated innovations, as well as the deepening of dependence on technology supplier countries [11].

Recently, the economy of Ukraine has suffered significant losses as a result of the military ag-
gression of the Russian Federation against our country. In particular, industrialized regions suffered
significant destruction, leading to a significant loss of both productive capital and the destruction
of value chains and related commercial linkages.

The recavery of Ukraine's economy, in terms of its integration into the European economic
system, should be based on the activation of innovative development processes. Accordingly,
in the post-war period, innovation policy in Ukraine should implement system tools for appropriate
modernization of the economy and activation of internal and external factors of the country's
sacio-economic development in interaction with the European innovation ecosystem [12].

It is important to note that the process of innovative development at the micro level may differ
from enterprise to enterprise, which is influenced, among other things, by the sector of activity or
the size of the company. For example, the structure of small and medium-sized enterprises is lean
and flexible compared to large companies and can be considered more organic than mechanical. Such
businesses have a highly skilled workforce, few hierarchical levels, few if any divisions, and proximity to
customers. This means that from the point of view of the innovation development process, they have
the potential to manage knowledge faster than large companies in order to create new products [13].

Small and medium-sized technology companies do not innovate systematically, but intuitively
and focus on the ideas of their founders and, mainly, on satisfying customer and market needs.
Small and medium-sized technological companies in the innovation process are characterized by
high adaptability and flexibility in their management and innovation methods, even though they have
few resources to invest in research and development [13].

Evaluation of innovative projects should be optimally balanced in modern conditions. Making
an appropriate decision regarding their feasibility requires the use of a comprehensive approach
and the development of new tools for evaluating the effectiveness of innovative projects using IT
technologies [14].

When considering the requirements for the content of the concept of evaluation of various
aspects of innovative activity, as a rule, the influence of a set of factors on it is taken into account,
such as, for example, a set of indicators in the following areas: technological, economic, political-
legal and organizational-management [1, 13].

At the same time, it is advisable to consider innovative and investment activities as a single pro-
cess, the separate implementation of the components of which is either ineffective or impossible [15].

As a rule, the economic effect is understood as the result that leads to a quantitative increase
in the company's resources, in particular labor, material or natural resources. This effect is esti-
mated on the basis of indicators of profitability from the implementation of innovative products,
the introduction of new technologies into production, as well as at the expense of profit from the
introduction of inventions and industrial samples into the production process. At the same time, an
increase in the share of information technologies involved in the production process, an increase
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in the level of automation and robatization of production, as well as an increase in the number of
know-how developed within the enterprise form the basis for evaluating the scientific and technical
effect. When considering social impact, it is important to understand that social impact is the
result of the degree to which society's needs are met. This effect cannot be quantified and valued,
S0 its measurement is mostly limited to qualitative methods based on consumer judgments. The
resource effect shows the change in the volume of production and consumption of a certain type
of resources depending on the impact of the corresponding innovative component. It is manifested
in the release of resources at the enterprise [1, 16].

In addition, the assessment of the environmental effect, which reflects the impact of the inno-
vative activity of the enterprise on the environment and is characterized by indicators of reducing
environmental pollution, reducing the energy intensity of production, improving the environmental
friendliness of products, etc., is becoming more and more relevant today for the assessment of
innovative activity in the modern economy [1].

This relevance is confirmed by the formation of the emergent content of economic models of
highly developed market economies, in particular, the active development of the circular economy.

The birth and formation of the circular economy began in the 70s of the 20™ century, although
the term "circular economy" appeared for the first time only in 1990 [17].

In wide usage, the term "circular economy" was preceded by the similar term "green economy",
which entered wide circulation during the global economic crisis of 2008—-2009. In 2009, the Uni-
ted Nations Environment Program published the report "Global Green New Deal", which considered
the goals, tasks, elements, incentives and directions of domestic policy aimed at the development
of the green economy. The priorities of the green economy were determined, on the one hand, by
maintaining and restoring natural capital; use of renewable energy and low-carbon technologies for
fossil fuels; increasing the efficiency of resource and energy use; formation of responsible behavior
of city residents; transition to low-carbon mobility; and on the other hand, creating new jobs and
improving social justice [18].

In the last decade, special attention is paid to the research of the circular economy itself
as a new model of economic development, based on the implementation of closed cycles in the
processes of production, circulation and consumption, which allows creating additional value. The
generally recognized basic principles of its functioning are the 3R principles recorded in many inter-
national documents: Reduce (reduction of resource consumption), Reuse (reuse of manufactured
products), Recycle (processing of by-products and waste)). With the development of the circular
economy, more detailed interpretations of the principles of the BR circular economy began to be
used: Reduce, Reuse, Repair, Refurbish, Recycle, Recover [19].

Over time, the principles of the circular economy were transformed into 9R [201:

1. Refuse: rejection of excessive use of resources by refusing to use components that do not
affect product quality or are not environmentally friendly at each stage of the product's life cycle.

2. Reduce: reducing the use of resources by implementing technical and organizational solu-
tions to increase the efficiency of production, sales and responsible consumption of products.
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3. Reuse: the process of using a product that has lost its value for one user, but represents
value for another user and can be used for the purpose of generating additional profit and reducing
the burden on the environment.

4. Repair: Is the process of extending the life of the product through repair and additio-
nal maintenance.

9. Refurbish: Updating an old product in order to match the functionality and appearance
to modern customer requirements.

6. Remanufacture: production of new products from elements of the old one.

7. Repurpose: using the product for other purposes.

8. Recycle: recycling and secondary use of materials.

9. Recover: production of energy from materials.

It should be noted that in 2018, the principles of the closed-loop economy were expanded
to 10R by the World Economic Forum (Fig. 6.1).

1. Reduce
(reducing the use
of natural resources,
increasing production
efficiency)

2. Reuse
(reusing the product for
its primary purpose)

3. Recycle
(recycling of materials to
obtain products of the
same or lower quality)

4. Refuse
(refusing to produce a
product using "ecologically
dirty" technology, offering
another product)

8. Remanufacture
(remanufacturing
and using parts of
an old product in

a new product)

1. Refurhish
(refurbishing the product
for its further
consumption)

6. Repair
(repair and maintenance
of a defective product
with its further use)

5. Rethink
(rethinking the directions
of use of the product, its

exchange or joint use)

9. Repurpose
(repurpose of a part of
an old product in a new
product for a different

purpose)

10. Recover
(recovering of materials
with recovery of the
energy spent on their
production)

Fig. 6.1 Principles of 10R closed loop economy
Source: [21]

In general, the evolutionary development of circular can be divided into three stages [19]:
1. At the first stage (1970-1990), work with waste took center stage. In European countries
and the USA, a number of environmental legislation was adopted. The greatest interest at this time
is the concept of 3R. The principle known as "polluter pays" is emerging. At the same time, due to
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the insufficient development of ecological culture at that time, the approach is gaining popularity,
according to which the territory of less developed countries begins to be used for the burial of
waste and/or its processing.

2. In the second stage (1990-2010) — the stage of the environmental efficiency strategy —
the introduction of environmental payments (charges for pollution) had a significant impact on
the development of the circular economy. In the early 2000s, a number of environmental prob-
lems were recognized as global (in particular, the destruction of the ozone layer, global warming).
During this period, the scientific community is actively developing possible ways of waste-free
industrial production.

3. In the third stage (approximately from 2010 to the present) — the stage of maximum
conservation in the era of resource depletion — the threat to the survival of humanity due to the
reduction and gradual disappearance of the necessary natural resources, the growth of the global
population and the amount of waste is recognized as the central problem. Producers of goods and
services are offered to develop taking into account three key principles: green innovation, alterna-
tive sources, and a change in the industrial paradigm.

Today, the main activities within the circular economy include reuse, repair, renewal and res-
toration (Recover), recycling of existing materials and products, as well as preventive actions to
reduce the amount of waste. The main idea is that what was previously considered "waste" can
turn into a valuable resource [22]. This reduces the negative impact on the environment and allows
efficient use of limited natural resources, as used materials and waste become raw materials for
the economy again. New sales markets are emerging, new products are being developed, compe-
titive business models are being created, manufacturers are preparing for the challenges that the
future will bring them.

The implementation mechanism of one of the Global Sustainable Development Goals (SDGs),
approved at the UN Summit in September 2015, namely: "Responsible consumption and produc-
tion", is recognized as "...the introduction of a circular economy model, primarily by focusing on
energy saving, regenerative, environmentally friendly production and consumption” [23]. It is im-
portant to note that the circular economy concept not only corresponds to all 17 UN Sustainable
Development Goals, but also encourages countries and businesses to innovate. And today, most
EU countries, the USA, China, Japan, South Korea and other countries have prioritized the develop-
ment of the circular economy in their long-term strategies. This can be explained by the fact that
the use of circular production, unlike linear production, allows optimal disposal of waste, reducing
the scarcity of resources, especially natural ones, reducing the negative impact on the environment
and achieving competitive advantages in international markets due to innovations [18].

The circular economy strategy as an integral part of the modern economy is implemented
by 44 % of companies from the top 100 Fortune Global list, and around 500 multinational com-
panies in the world. According to The Circularity Gap report, presented annually at the World
Economic Forum in Davos, in 2018, 9 % of materials in the global economy were reused. The
leaders in implementing the principles of the circular economy are the production of goods of daily
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demand (FMCG — "Fast Moving Consumer Goods") and the automobile industry [24]. Other indus-
tries do not yet practice the closed loop so widely.

To date, the most significant results from the point of view of the transition to a circular
economy are demonstrated by the countries of the European Union, where the European Re-
source Efficiency Platform, which unites EU countries, is designed to ensure the transition to
a circular economy, strengthen global competitiveness, promote sustainable economic growth
and create new jobs [25].

In the package of Directives in the field of waste management, adopted by the EU Commission
in December 2015, the EU Action Plan was approved, which provides for specific measures for
the development of the circular economy, covering the entire cycle: from production and con-
sumption to waste management and the market for secondary raw materials, and also defines
time limits for performing the described actions. The proposed measures involve "closing" the life
cycle of the product through recycling and reuse, which will benefit both the environment and the
economy [19]. It should be noted that on March 11, 2020, the European Commission adopted
a new special plan — the Circular Economy Action Plan, which is also the basis of the Strategy
for the Development of the "Green" Economy in the EU and provides for a number of innovations
and changes, the implementation of which will make it possible to transform Europe into a cli-
mate-friendly one by 2050 — a neutral continent, will contribute to economic growth, increase
in well-being and standard of living of citizens, greening of the economy and protection of the
environment. According to the plan, it is expected to double the level of reuse of resources in the
next ten years and to create an additional 700,000 new jobs [26, 27].

Separate (main) areas of circular economy development in EU countries are [28]:

1) marine litter processing, which can ensure a reduction of marine litter from 13 %
in 2020 to 27 % in 2030;

2) use of construction and demolition waste by implementing a mechanism for assessing
the environmental performance of new buildings;

3) reduction of food waste in production, retail trade, food services and households by at
least 30 % by 2025;

4) improving the management and processing of plastic waste. It is assumed that
by 2030, all plastic packaging should be recycled;

9) promotion of the processing of the most important raw materials within the frame-
work of the raw materials initiative and the European innovative partnership for raw materials.

According to the calculations of the EU institutions, "the implementation of resource-efficient
production technologies at all links of production chains will allow to reduce the industrial demand
for raw materials by 17-24 % by 2030, the annual costs of enterprises — by 630 billion EUR" [25],
and the transition to a circular economy will generally increase Europe's GDP by 17 % by 2030 [29].

In some countries of the European Union, models of circular economy development at the
macroeconomic level are already being formed today. For example, the Netherlands is creating
a circular ecanomy due to innovations, Scotland — thanks to a special investment fund that finances
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circular economy projects, and Finland was the first in the world to develop a national road map for
the transition to a circular economy [18].

Factors related to averting a climate catastrophe, as well as the dependence of many countries
on limited natural resources, and primarily energy, became the impetus for a new rethinking of the
provisions regarding the circular economy. In these conditions, the creation of so-called durable
products and the improvement of the efficiency of resource reuse in the industrial sector are of
particular importance [18]. The very nature of the circular economy provides for the broad develop-
ment of an innovative model of the economy. At the same time, "circularity becomes one of the forms
of dynamic development of the socio-economic system at different levels of management" [30].

At the micro level, the principles of the circular economy are implemented with the help of
various business models, strategies and tools.

In work [19], business models of the circular economy are divided into 2 groups:

The first group includes business models of reuse of resources due to repair, reconstruction,
modernization, re-equipment of already operating enterprises.

The second group includes business models of materials processing. They envisage the crea-
tion of completely new factories that will be able to process waste after linear enterprises.

Today, various strategies, business models and approaches to the circular economy, which pro-
vide an opportunity to obtain additional sources of income, have become widely used in companies
around the world. Among the main researchers [20, 24, 26, 31] single out the following:

1. Design of the future. It involves the production of goods in which traditional materials can
be replaced by renewable or recycled ones. This optimizes the use of resources and reduces the
amount of waste in the production process. For example, Adidas has developed running shoes made
of 100 % recycled materials. In production, one type of material is used and no glue is used. After
use, the shoes can be recycled to produce a new pair.

2. Design without waste. According to this strategy, product design takes into account the
possihility of repair, restoration and reuse after the end of the service life.

3. Shared use and virtualization — the business models of Uber, BlaBlaCar, and Airbnb,
already familiar to many, use this approach. Ukrainian examples include the Oh My Look! brand,
which is transforming from a dress rental service to offering a subscription-based virtual wardrobe.
Similar services work successfully in many countries of the world.

4. "Segmentation of flows" involves the separation between consumables and components of
long-term use of products for the purpose of reuse or safe return to the hiosphere.

5. "Goods as a seruice" strategy seeks to replace traditional models of selling goods with the
implementation of services. Thus, the Rolls Royce concern with the "Power-by-the-Hour" service
offers customers from the aviation industry, instead of buying aircraft engines, payment for their
use based on a fixed rate for 1 hour of work. Due to the service approach, the life cycle of the
engine increases by 25 %.

6. Reuse in production — when used products or components become part of new products.
So, Canon takes back products at the end of their life cycle and uses the components in new
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devices, without reducing the functional characteristics of the materials. And the Michelin group
annually returns 17 million tons of used car tires to the production process. Thanks to R&D deve-
lopments, they become a valuable material again.

1. Reuse in consumption involves the sale and purchase by companies of used functio-
nal goods at reduced prices. In Sweden, there is an entire Retuna supermarket, the range of
which consists of second-hand items, from furniture to books. And most Kyivans know about
the "Courage Bazaar" project, which promotes reuse.

8. Industrial symhiosis and recycling of production waste can also significantly increase
business efficiency.

The project in the city of Kalundborg, Denmark, is considered the first example of symbiosis
in the concept of circular economy. Participating companies were united there by the princi-
ple of interaction, when production waste of one business becomes a resource for another.
At the same time, economic costs and CO, emissions are reduced. The consortium includes
the largest oil refining company in Denmark, the pharmaceutical company Novo Nordisk, the
municipal water and heat supply company for city residents, a waste management operator and
other participants.

In Ukraine, there are also examples of effective use of resources in the production process.
For example, the company "Myronivskyi Hliboprobukt" is building biogas complexes for processing
waste from poultry farms and obtaining energy. Concern "Obolon" sells to agricultural companies
by-products of beer production, which become fodder for animals. And in the "Silpo" chain of
supermarkets, special heat recovery tanks from refrigeration equipment are installed to meet the
need for hot water supply.

9. The term "recycling" is also a circular economy strategy. At the end of the product's life
cycle, the materials are recycled in a safe way. For example, sports shoe manufacturer Nike
launched the Nike Grind initiative almost 30 years ago. Old sneakers, collected all over the world,
were used as a material for the manufacture of coverings for sports fields. Since its launch, about
28 million pairs of shoes have been recycled into sports surfaces.

10. Clean energy involves the use of energy from renewable sources to increase the stability
of the cycle system and reduce dependence on changes in the cost of resources.

It should be noted that obtaining competitive advantages for business, according to experts,
is also achieved by changing the rate of resource consumption and applying a complex of cyclical
principles "3R", "6R", "9R".

So, as the experience of developed countries, primarily European, shows, the circular eco-
nomy offers a more rational approach to the use of resources in general and waste management,
in particular.

The situation in Ukraine in this regard is much more modest, since the circular economy in our
country is just starting to develop, and the topic of its widespread implementation remains open
according to some estimates [31]. Despite the fact that there are already the first significant
steps on the way to the transition to a circular type of economy, which are based on the experience
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of Europe [17, 32, 331, on the one hand, there are many issues that require practical implemen-
tation both at the state level and at the level of business, and on the other hand, very few steps
have been taken on the way to a circular economy, although there is an understanding of the need
for reforms at different levels (government, business and the public) [4].

In practice, the implementation of circular economy principles faces significant obstacles.
The main factors that negatively affect the development of the circular economy in our country
are [28, 21, 31]:

1) extremely high prices for transporting raw materials for repeated processing;

2) imperfect logistics infrastructure, mostly poor-quality roads;

3) the market of secondary raw materials is opaque, as more than 50 % is in the shad-
ows. At the same time, the market for recycling and waste-free technologies is at an early stage
of development;

4) absence of tariffs for processing of secondary resources;

9) low level of environmental tax and other eco-payments, which, on the one hand, leaves sup-
port for measures aimed at building a circular economy, and on the other hand, does not stimulate
manufacturers to implement closed-loop technologies;

6) practice of public procurement, where the main criterion for choosing a supplier is usually
the cheapest offer. At the same time, other criteria are not taken into account, such as energy
efficiency, chemical safety, resource conservation, prevention of environmental pollution, reduction
of the negative impact of climate change, and reduction of waste volumes. Products that are bet-
ter in terms of environmental friendliness and energy efficiency usually do not have the opportunity
to beat cheaper products made with the help of "ecologically dirty" technologies;

7) uncertainty with tariff policy in green energy.

As a result, the Ukrainian economy is characterized by low efficiency of resource use, has
a very low share of recovery and reuse of waste, and in this respect lags far behind developed
European countries.

Fig. 6.2 presents statistical data on waste management in the EU and Ukraine. The given
data show that both the EU countries and Ukraine still lack technologies to prevent the generation
of waste. At the same time, if in Ukraine more than 94 % of waste is buried or burned, then
in the EU — only one fourth (25.3 %). Accordingly, in the EU, preparation for reuse and recycling
make up almost half (48.1 %) of waste, in Ukraine — only about 6 %. In addition, for 265.6 %
of waste in EU countries, another type of disposal is used, which includes energy recovery.

According to experts, the transition from a linear model of the economy to a circular one will
contribute to the improvement of the country's economic climate, the creation of new market
niches (remanufacturing, engineering, processing, service), an influx of investments, as well as
new business models. Ukraine can become an Eastern European hub in this new reality by joining
its construction at an early stage. But in order to reach this qualitatively new level of resource
efficiency, technological innovations and changes in behavior patterns, large-scale investments and
special packages of state incentives will be needed [25].
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The first step in the field of state support for the transition to the principles of a circu-
lar economy was the approval by the Cabinet of Ministers of Ukraine in November 2017 within
the framework of the Association Agreement between Ukraine and the EU of the National Waste
Management Strategy in Ukraine until 2030.

The implementation of the principles of the circular economy will also be facilitated by
the gradual harmonization of our country's legislation with European legislation within the
framework of EU membership. In this context, the Law of Ukraine "On Waste Management"
was adopted in June 2022, which is an important step on the way to the functioning of extended
producer responsibility (EPR) systems, which should stimulate producers to implement closed-
loop technologies.

Currently, the Government of Ukraine is considering the issue of forming a Ukrainian green
course based on the strategy of the European Green Course (European Green Deal), the basis of
which is, as already mentioned above, the Circular Economy Action Plan.

The main program documents on the circular economy in Ukraine are as follows:

— national waste management strategy until 2030;

— national Waste Management Plan until 2030, adopted by the CMU on February 20, 2019;

— national waste management plan until 2030;

— strategy of the state environmental policy of Ukraine for the period until 2030;

— concept of implementation of state policy in the field of climate change for the period up
to 2030 and its implementation plan;

— low-carbon development strategy of Ukraine until 2050, etc. [1, 4].
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These documents provide [21]:

— implementation in Ukraine of the best European practices in the field of handling various
types of waste (industrial, solid household, agricultural waste, construction, hazardous and other
types of waste);

— construction of an innovative waste management model;

— specific tasks and measures that will allow Ukraine to move to a new model of waste mana-
gement, to a closed cycle economy, which is used by leading European countries by 2030;

— measures to reduce water and air pollution through the introduction of environmental norms
and standards;

— transition of Ukraine's economy to a low-carbon development model, which consists in the
transition to renewable energy sources and mainly in reducing emissions of greenhouse gases into
the environment;

— implementation of the concept of ecological production in Ukraine through the use of
"green" (ecological) technologies.

Despite the large number of adopted program documents, Ukraine has not yet formed a cohe-
rent system of support for the development of the circular economy. Concrete, rapid changes are
needed that will contribute to the formation of a closed-loop economy.

At the macro level, in addition to the goals, tasks and specific measures defined by the set
of program documents, the state must develop effective mechanisms for their implementation.
The first direction of effective state regulation of the development of the circular economy should
be the formation and harmonization with European legislation of the legislative and regulatory
framework, which would encourage producers of goods and services to use effective innovative
technologies of the closed cycle.

In our opinion, one of the key mechanisms for stimulating the introduction of closed-loop
technologies is the transformation of the public procurement system in accordance with the
needs of the development of the circular economy. The main element of the procurement sys-
tem (this will be especially relevant in the conditions of the post-war reconstruction of the
economic and social infrastructure) should be the unconditional (unquestionable) consideration
of the criteria of environmental friendliness and energy efficiency of the purchased products
at all levels: from state to local.

The third direction of state support for the development of the circular economy should be
partial or full financing of waste processing and disposal projects at the state and regional levels.

All this will allow enterprises to mare actively transition to modern business models of
the circular economy and closed-loop technologies. By developing and further implement-
ing innovative business models, it will be possible to guarantee that natural resources will
be preserved.

Current areas of circular economy development in Ukraine are:

— development of green energy (alternative energy sources);

— development of production of organic food products;
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— creation of production facilities for the processing of household and industrial waste (accord-
ing to statistics, 1/7 of the country's territory is littered with garbage, the amount of industrial
waste increases annually by hundreds of million tons);

— processing of plastic waste. As in the whole world, in Ukraine the problem of plastic recycling
is urgent and private business is included in its solution. So, for example, the "Morshynska" brand
updated its packaging design, reducing the amount of plastic used by 15 %.

As already mentioned, the basis of the development of the circular economy is the appli-
cation of a wide range of innovations and innovations of financial, production, economic, social,
ecological direction, without which the implementation of the specified processes is not possible.
Considering the essence of the circular economy as a new way of using and consuming resources
and material goods, it is appropriate to analyze, in particular, marketing innovations that con-
tribute to the implementation of its main principles. In general, marketing innovations involve
the development and implementation of fundamentally new or significantly optimized marketing
methods, techniques, technologies and tools in all areas of marketing activity. The main direction
of marketing innovations is to meet the growing and constantly changing needs and demands of
consumers, optimization of the influence of marketing tools on consumer behavior, expansion of
sales markets. With this in mind, marketing innovations of the circular economy allow to achieve
the goals presented in Fig. 6.3, which produce a synergistic effect for the development of enter-
prises and industries.

Optimization of the company's competitive position on the market due to
the development and implementation of circular technologies
(optimization of resource use, waste reduction, recycling)

Attraction of new consumers, expansion of existing consumer segments due to
the offer of innovative circular approaches in consumption and purchase of products

|—[ Access to new markets due to the implementation of circular economy principles

the accumulation of efforts in achieving circular principles of functioning

’_[ Strengthening marketing interaction between enterprises of the industry based on

Fig. 6.3 The synergistic effect of implementing marketing innovations of the circular economy
Source: [34]

Marketing innovations of the circular economy are an important component of the implemen-
tation of its principles in all spheres of economy, but they are especially important in light indus-
try, in the field of textiles, fashion and design. The textile industry is an important branch of the
world economy with an annual turnover of more than 2.5 trillion USD. The fashion segment leads
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the textile market. In 2022, it accounted for more than 70 % of global income [9]. However,
this industry requires the application of the principles of a circular economy, since greenhouse
gas emissions occur throughout the entire life cycle of textile products: from the extraction
of raw materials to production, transportation, use and disposal. The impact of textiles on the
environment is negative, since textiles often consist of synthetic materials, the impact of which
on the environment depends on the type of fiber, its origin and the production process. In addi-
tion, many textile products contain carbon, which is released during the incineration of waste.
For example, 4-6 % of the EU's "ecological footprint" is caused by textile consumption.
From 2025, all European member states will have to create separate collection systems
for textile waste [35].

The increase in material extraction in recent years has reduced global circularity from 9.1 %
in 2018 to 8.6 % in 2020 and 7.2 % in 2023 [36]. This means that more than 90 % of materials
are wasted, lost, or remain unavailable for reuse for years because they are locked in long-term
inventory. Among the main business principles that apply to the textile industry, the Global Report
on the Gircular Gap noted the need to avoid fast fashion for environmentally friendly textiles, to
prioritize natural textiles, as well as better quality and longer-lasting clothes, reuse or recycle
clothes; the need to buy only what is needed, which means a shift to responsible purchases sup-
ported by circular policies such as commodity taxes and service-based business models such as
sharing or pay-for-use.

In the implementation of marketing innovations of the circular economy in the field of fashion
and design, the main provisions of the National Waste Management Strategy in Ukraine until 2030
are of great importance [37]. In this document, industrial waste is defined as one of the most
problematic components of sustainable development, and light industry is included in the list of
industries where the main volumes are generated. Among the tasks of the Strategy, the imple-
mentation of which will contribute, in particular, to the circular development of business entities
in the field of light industry, include the following:

— determination of directions and priorities for the development of secondary resource use;

— wide introduction of public-private partnership, interaction and cooperation;

— provision of financing and implementation of specified measures for further improvement of
the management system of waste management on traditional basis [37].

Priority in this regard will be the definition of the main technological processes — the best
available technologies for reuse, recycling and disposal of waste and the provision of finan-
cial assistance to business entities (loans, grants, etc.) for environmental modernization,
introduction of cleaner technologies, creation of own capacities for processing and disposal
of waste (Fig. 6.4).

We consider it expedient to analyze those of the basic principles of the circular econo-
my "10R" established by the World Economic Forum (Fig. 6.1, 6.4) that are effectively imple-
mented by Ukrainian clothing brands and the corresponding marketing innovations that involve
their application (Tahle 6.1).
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Reducing the use of
resources and giving
preference to
renewable materials

Maximum effective
use of products

Recovery of
by-products and waste
for further use in
the economy

Refusal to produce
a product using
"ecologically dirty"
technology, offering
another product

Rethinking
the directions of use
of the product, its
exchange or joint use

Repair and
maintenance of
a defective product
with its further use

Restoration of
the old product for its
further consumption

Reprocessing and
using a part of
an old product in
a new product

Reorientation

Incineration of
materials with recovery

of the energy spent on
their production

Fig. 6.4 Basic principles of the circular economy

Source: [21, 36]

Tahle 6.1 Marketing innovations of the circular economy in the activities of Ukrainian clothing brands

The principle of circular economy

Marketing innovations

Restoration of the old product for its Transformation of vintage clothes found in out-

further consumption

lets, resale sites into new products

Reprocessing and using a part of anold Creation of bags, backpacks from advertising

product in a new product

Maximum effective use of products

Recovery of by-products and waste for
further use in the economy

banners in order to combat marketing produc-
tion waste

Creating purses, backpacks and bags from ban-
ners, scraps of fabric and unwanted clothes
Production of designer bags and accessories from
genuine vintage leather recycled from jackets

Refusal of mass production of collections in order
not to create a stock and sale and production of
exactly the amount of clothes that customers need

Production of clothes from fabric that is in ware-
houses in remnants

Using regenerated nylon created from recycled
fishing nets

Rethinking the directions of use of the Transformation from a dress rental service to of-

product, its exchange or joint use

fering a subscription-based virtual wardrabe

Note: compiled by the authors based on materials [38—42]
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Therefore, the mentioned marketing innovations are used by Ukrainian clothing brands and con-
tribute to the implementation of the principles of the circular economy. However, it is worth noting
that we are talking about small and medium-sized business structures, on the other hand, large en-
terprises that work in the field of sewing clothes and other textile products are only at the beginning
of this path. At the same time, it is worth noting that the products manufactured by some of the
mentioned Ukrainian brands are in high demand in foreign markets [40]. The main marketing advan-
tage of light industry products made on the basis of circular economy principles is their uniqueness.

In general, the main principles of the circular economy, which are most often used in this field,
are presented in Fig. 6.5.

Reducing
(careful use of resources)

Recycling
(processing of fabrics or things

and making new ones from them)

Upcycling
(reuse of ready-made items)

Fig. 6.5 Marketing innovations of the circular economy in the field of fashion and design

In our opinion, it is advisable to use the experience of Great Britain in the application of mar-
keting innovations of the circular economy in the considered area, in particular, paying attention
to the following important aspects:

— ensuring a favorable attitude of consumers towards processed products and processing
enterprises in general, as well as understanding the importance of processing in the transition to
a sustainable society;

— financial and business support for processing enterprises, such as incentives and grants
provided by the government and other public bodies;

— creation of "guilds" to provide the technical knowledge, tools and skills needed to expand the
recycling business. This should be done with government support and allow access to this kind of
knowledge, thus helping businesses of all sizes to do the right thing;

— cooperation between the private and public sectors together with educational institutions
can help educate future professionals and especially designers about recycling, circularity and effi-
cient use of resources [43].

In Denmark, circular economy marketing innovations are primarily aimed at sorting textile
waste, providing a deeper understanding of consumer behavior and further work on strategies to
reduce consumption and switch to products of higher quality and durability, which will become an
investment in the future, making repair, exchange and resale more charming; transfer of textile
products purchased by households to charitable and private collectors for reuse and recycling,
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providing an opportunity to experiment and pilot innovations and technologies for collection, sorting
and processing plants, which makes it possible to get closer to closing the textile cycle [35].

It should be noted that these principles are already partially implemented in Ukraine. In this
connection, it is worth noting, first of all, the creation of the Podillia Fashion Cluster, among the
main goals of which is functioning on the basis of the circular economy, as well as the construction
of a processing plant [44].

Secondly, the provision of complex services for the utilization of textile waste, which are
provided, in particular, by such companies as "UtilVtorProm", "Ecological Investments" [45, 48]
and others. This involves collecting clothes, classifying them into groups, processing, making
new fibers. Raw materials produced from textile waste can be used in various industries, including
construction, production of interior items, shoe production, and production of new polyester fabrics.

Thirdly, the involvement of consumers in interaction based on the principles of the circular economy.
So, for example, the Remade company accepts things for free from people who have decided to
get rid of unnecessary leather jackets, they are given a 10 % discount on a permanent basis for
a product from their old thing or for buying a ready-made product [39]. The Ukrainian clothing brand
Trempel implemented the No Trash project, the purpose of which was to collect and sort any textile
that was accepted from anyone for use in three directions: for ecological recycling, for charity, and
for sewing new things [47]. Each consumer received a 5 % discount on goods from partner brands.

Among the companies operating in foreign markets, it is worth noting an interesting mar-
keting approach in interaction with consumers, which is used by the Finnish brand ARELA, which
launched the concept of sustainable development called "For Good" [48]. This concept includes
the aspect that the clothes are designed to avoid waste and to make them more durable and
long-lasting in terms of quality and design. The brand educates consumers on how to best care for
their clothes to avoid premature disposal. ARELA also offers repair training and repair services,
and has a return system to offer the sale of own-brand used items. The company also takes
responsibility for its knitwear: it takes back all used knitwear and gives the consumer a 20 %
discount on a new product.

Among other foreign brands, it is worth noting Beyond Retro, ASOS Reclaimed Vintage
line (production of new products from vintage), Patagonia (creation of shorts and jackets using
plastic), Zero Waste Daniel (production entirely from leftovers), Re/Done (production of jeans from
old denim products using water-saving methods and the rejection of aggressive chemicals), Anti-
form (production of knitwear and other products from used materials), Insecta Shoes (production
of shoes from old fabrics and recycled plastic bottles) [49].

In general, the successful implementation of marketing innovations by light industry enterprises
will be facilitated by the analysis of product functions in the context of consumer value, that is, the
possihility of replacing materials with renewable ones without loss of quality and value for the con-
sumer; optimization of contacts with consumers in order to determine their attitude to the com-
pany's use of the principles of the circular economy, influence on the consciousness of consumers
using marketing techniques, search for secondary use markets, expansion of presence on them.
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CONCLUSIONS

The basis of economic growth at the macro, meso, and micro levels in modern conditions is
the process of innovative development, which forms positive qualitative and quantitative changes in
any socio-economic system. At the same time, the modern paradigm of global development is the
idea of sustainable development. The key tool (mechanism) for the implementation of the Global
Sustainable Development Goals is the concept of circular economy as an innovative companent of
the modern global economy, characterized by breakthrough innovative technologies that, together
with innovative business processes, form closed cycles of processing, exchange and consumption.

The circular economy as a new model of economic development, which provides efficient use of
limited natural resources and reduces the negative impact on the environment, was born in the early
70s of the last century. As education has shown, the transition to a circular economy is a complex
and long process. In general, the evolution of the circular economy can be divided into three stages.

At the first stage (1970-1990), at the beginning of its formation, the circular economy began
with the introduction of technologies that reduce environmental pollution. At the same time, work
with waste took center stage.

In the second stage (1990-2010), the implementation of environmental payments had a sig-
nificant impact on the development of the circular economy. During this period, waste-free indus-
trial production technologies were actively developed.

Today, the circular economy has become an integral part of the modern economy at all levels:
from the global to the micro level, and the effect of its principles, which are filled with additional
content, is expanding and deepening.

The leaders in the development of the circular economy are the leading countries and regions
of the world, the EU, the USA, Japan, China, and South Korea. In business, 44 % of the world's
100 largest companies have chosen a circular economy strategy.

From the point of view of the evolutionary development of the circular economy, the most
significant results today are demonstrated by the countries of the European Union, where the
comprehensive policy of supporting resource efficiency is designed to ensure a complete transition
to a circular economy in the foreseeable future, strengthen global competitiveness, and promote
sustainable economic growth in the region.

Today, the principles of the circular economy at the micro level are implemented with the help
of various new technologies (closed-loop technologies, green technologies, nanotechnologies), va-
rious innovative business models, strategies and tools.

In Ukraine, the circular economy is just beginning its formation. Despite the fact that there
are already significant first steps on the way to the transition to a circular type of economy, the
implementation of the principles of the circular economy faces significant obstacles. The main fac-
tors that negatively affect the development of the circular economy in our country are: extremely
high prices for transporting raw materials for repeated processing; imperfect logistics infrastruc-
ture, mainly poor-quality roads; opacity of the market of secondary raw materials; lack of tariffs
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for recycling of secondary resources; low level of environmental tax, which, on the one hand, leaves
support for measures aimed at building a circular economy, and on the other hand, does not stim-
ulate manufacturers to implement closed-loop technologies; the practice of public procurement,
where the main criterion for choosing a supplier is usually the cheapest offer without taking into
account the environmental friendliness and energy efficiency of the purchased products.

Despite the large number of adopted program documents, Ukraine has not yet formed a co-
herent system of support for the development of the circular economy. Specific rapid changes are
needed that will contribute to the formation of a closed cycle economy in our country.
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