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Strategic priorities for the development of railway 
transport enterprises in the context of ensuring their 
digital transformation

Abstract

Global trends in the development of the world transport complex indicate that digitization is 
the key tool for the transformation of its business models and service provision system today. 
Technologies of the Internet of Things, artificial intelligence, big data, memory on a neural network, 
unmanned transport, Blockchain, automated processes using robotic systems allow not only to 
organize the work of enterprises in a qualitatively new way, but also to change the system of rela-
tions with stakeholders, ensuring the formation of a system values in accordance with the needs 
of modern consumers.

The successful future of domestic railway transport enterprises depends on the level and 
progressiveness of implemented digital technologies, which will allow optimizing operational ac-
tivities in the industry, increasing the effectiveness and efficiency of management actions, and 
qualitatively improving the level of customer service. These circumstances indicate the expediency 
of considering the scientific and applied problem of determining strategic priorities for ensuring the 
digital transformation of railway transport enterprises in the dynamic conditions of their operation.
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7.1 Digitization as a key tool for the development of the transport complex

Digitization is a key tool for the development of the transport complex today. Digitization in-
cludes the processes by which digital technologies and information are used by railway companies 
to change their organizational models, improve efficiency and create new values. From companies, 
digitalization requires a customer-oriented business strategy and major organizational changes. 
So, for example, the use of digital modeling technologies or VIM technologies makes it possible to 
transform the process of designing, building and operating railway infrastructure by creating an 
opportunity to model the infrastructure object virtually, without spending time on making its pro-
totype. Big data technologies, which allow monitoring their parameters and managing maintenance 
processes in real time, also create huge opportunities for maintaining infrastructure and rolling 
stock in a technically sound condition. The use of data array technologies makes it possible to move 
to a new system of managing the condition of railway infrastructure objects and rolling stock, 
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namely to manage their life cycle, thereby ensuring the improvement of the effectiveness of repair 
measures and the optimization of costs for their implementation.

In the field of providing services to passengers, digital technologies make it possible to introduce 
new service quality standards based on the principles of interoperability, omnichannel and customer 
orientation. The use of Blockchain technology due to the creation of cross-corporate applications 
allows not only to identify passengers, reliably track the location of cargo, train or passenger, form 
smart contacts and purchase tickets, but also to develop progressive loyalty programs for custo-
mers, thereby supporting effective communication with consumers of transport services. In addition, 
a significant potential for the formation of an adaptive customer relationship management system 
is created by mobile applications that allow the implementation of a wide range of virtual services, 
starting with trip planning and ending with the support of the individual safety of each passenger [1].

The implementation of platform solutions is also observed in the field of personnel management 
of railway transport enterprises, which, as evidenced by the experience of European railway com-
panies, allow not only to effectively manage the processes of adaptation, training and stimulation 
of employees, but also to implement an effective policy to support the company's HR branding.  
The most promising technological directions in the field of transport, which include:

5G technologies: devices to detect errors in received information or to prevent them; a trans-
mission control procedure, for example, a channel level control procedure; means of synchroni-
zation; systems of automatic repetition, for example, the van Duuren system; services specially 
adapted for wireless communication networks in which location information is used [2].

Connected (connected) transport: closed television systems in which the signal is not used for 
broadcasting; computer systems based on specific computational models; structural elements – 
means of cooling.

Big data: electrical or hydraulic circuits designed specifically for vehicles to transmit signals bet-
ween vehicle systems or subsystems; a transmission control procedure, for example, a channel level 
control procedure; special purpose aircraft; means or devices for reading or recognizing printed or 
written characters, or for recognizing images, for example, fingerprints; in determining or calculating 
movement parameters used in the traffic control system of a road vehicle – driving style or mode [3].

Let's consider the prerequisites, opportunities and risks that form in the environment of the 
functioning of railway transport enterprises under the influence of digital transformation processes.

7.2 The operating environment of railway transport enterprises: prerequisites, 
opportunities and risks

The first precondition of the external level, which caused significant challenges for the digital 
transformation of domestic business structures "Development and transition of the world economy 
to the Age of Industry 4.0". In the conditions of the formation of the information society in various 
sectors of the economy, a huge amount of various data is created and accumulated [4].
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In industry and business, the flow of information necessary for enterprise management is 
constantly growing. If in the past the most important factor of competitiveness and value creation 
for enterprises was the state of cost management and the quality of products (services), today 
and in the future, along with the physical product itself, the data obtained from digital marketing 
and smart analytics are gaining more and more value.

In order to transition to intelligent management of business processes, optimize the use of 
labor force and increase the efficiency of business, Ukrainian business structures need to move to the 
widest implementation of the Concept of the "Fourth Industrial Revolution" (English "Industry 4.0")  
as soon as possible, making the most of its opportunities [5].

The project of the "Digital Agenda-2010" Concept, developed by specialists of the PA "High 
Tech Office" [6], is an initiative on the issue of digitalization of the economy. In the mentioned draft 
concept, the authors propose a forced scenario of digitization of the country, the key strategy of 
which is to work with the internal market, and the leading initiatives should be the formation of the 
subjects of the digital space of business, the state and citizens, motivation and the need to use 
new digital technologies.

The strategy offers an accelerated path, and the main tools that allow for a reactive break-
through, according to the authors, should be the tools of the economic mechanism with the use of 
tax and customs policy tools for the introduction of special import duties on equipment and tech-
nologies intended for the development of the digital sphere, which would make it possible to reduce 
the cost digital means of software, equipment; implementation of lending tools for digitization of 
business and production projects; funding through the creation of special funds for joint invest-
ment, venture investment, which would provide financial stimulation for the development of the 
digital technology sector, improve the investment climate in the country and create prerequisites 
for attracting foreign investment in the digital technology sector [7].

Prerequisites, opportunities and risks that form in the environment of the functioning of railway 
transport enterprises under the influence of digital transformation processes are presented in Fig. 7.1.

Digitization of the world economy creates a number of opportunities and threats in the process 
of digital growth of enterprises, including railway transport enterprises.

World experience proves that the processes of digitalization of industries, enterprises, includ-
ing railway transport enterprises, have three defining characteristics, which are expressed in the 
development of cooperation, intelligence and the innovation production system. Instead of reac-
tively carrying out fragmented vertical digitalization, most economically developed countries choose  
a strategy of continuous joint transformation. As industries strive to go digital, they increasingly 
rely on platforms, sharing mechanisms, and artificial intelligence. This, in turn, involves the develop-
ment of open and joint innovation systems, equipped with all the necessary elements and resources 
and functioning in a favorable institutional environment.

The digital transformation process is long-term and includes five stages: pilot, local expansion, 
replication, operations management, optimization and innovation. Among the majority of enterpri-
ses that have chosen the path of digital transformation, more than 70 % are currently in the  
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"local expansion" and "replication" stages, while only 3.9 % have reached the "optimization and 
innovation" stage. As world practice proves, the processes of digital transformation of large enter-
prises are long-term and large-scale from the point of view of the use of investments [8].

 Fig. 7.1 Prerequisites, opportunities and risks that are formed in the operating environment  
of railway transport enterprises under the influence of digital transformation processes
Source: author's development

Objective prerequisites, opportunities and risks of digital transformation of
railway transport enterprises

Transition of the world economy to Industry 4.0

Digital Agenda for Europe 2020

Drivers of development: Big Data, Business Intelligence (BI) and
artificial intelligence, ERP, CRM systems, BPM systems,
Digital marketing, VR and augmented reality technologies

Digital Single Market Strategy

Digital agenda of Ukraine – 2020

Opportunities Threats
– cost optimization;
– acceleration of all business processes;
– acceleration of response to market
requirements, production flexibility,
customer orientation;
– increasing labor productivity; 
– increasing transparency and 
profitability of activity; 
– shortening the life cycle of innovations; 
– reduction of communication time; 
– opportunities for intelligent and point 
analytics; 
– emergence of new business models 
and forms

– "digital inequality" and polarization; 
– reduction of jobs; 
– increasing the possibility of 
technological failures and man-made 
disasters associated with the 
development of technical systems; 
– strengthening price competition in the 
labor market; 
– strengthening of gender inequality 
in the labor sphere and in society as 
a whole; 
– digital dictatorship; 
– digital autism and hyperinformation of 
the environment

Action plan for digital transformation "Digital Agenda of
Ukraine – 2020" developed in 2016 and approved by

the Government in January 2018

When choosing a digital transformation strategy, it is extremely important to achieve changes in 
such areas of the company's activity as informativeness, culture, organization, methodology, model.
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Changes in the field of informativeness should take place through, firstly, the introduction of 
progressive software tools and technologies, and, secondly, focusing on the needs of the market, 
developing the ability to sense these needs in real time and promptly respond to them in order to 
create value for customers and users [9].

It is possible and necessary to lay a solid foundation for digitalization and continue to enrich 
and optimize options for using digital solutions by implementing digital objects, processes and rules.

Therefore, digitalization processes require the implementation of significant changes in the 
company and require the latter to be receptive to the introduction of digital innovations. The latter 
depends on the level of digital maturity of the company and its ability to support and implement 
transformations.

Corresponding requirements are also being put forward to railway transport enterprises that 
have embarked on the path of digital transformation. Undoubtedly, the ability of railway transport 
enterprises to successfully carry out digital reforms and create a digital image of the industry depends 
on their ability to perceive various types of digital innovations. Since the perception of digital changes 
depends on the prerequisites formed in the industry for the implementation of digital transformations, 
let's consider it appropriate to assess the level of digital maturity of railway transport enterprises.

Based on scientific views [10–14] regarding the content of digital maturity of companies, the 
last category will be defined as the readiness of the enterprises of the industry for transformations 
due to the introduction of digital innovations.

To assess the level of digital maturity, let's use the direct assessment method (score method), 
which was carried out with the involvement of 25 experts – specialists and employees of railway 
transport enterprises. The latter were asked to complete a questionnaire and assess their vision 
of the level of digital maturity of the industry.

The assessment is proposed to be carried out on the basis of the determination of such indi-
cators as:

– existence of a clearly defined digital transformation strategy (K1);
– level of implementation of new business processes (K2);
– availability of a change management system (K3);
– availability of an internal communications system that ensures clear communication of digi-

talization goals to employees (K4);
– availability of a personnel motivation system that guides employees to support digital trans-

formations (K5);
– availability of a corporate training system that adapts to the strategic goals of digitization (K6);
– availability of direct communication channels with consumers of transport and logistics ser-

vices (K7);
– level of digitization of transport services: availability of new digital products and services (K8);
– availability of investments for the purchase of digital solutions (K9);
– level of development of technological partnership with suppliers of digital innovations (K10);
– availability of end-to-end information systems to support key business processes (K11).
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The conducted survey of experts regarding the rank of each indicator, who assigned the latter 
ranks in the range from 1 to 11, allows to establish the importance of each individual indicator and 
calculate the general value of the level of digital maturity of railway transport enterprises.

Table 7.1 shows the results of the expert survey and the established values of the specific 
weight of each indicator.

To find out the specific weight of a partial indicator, let's use the formula:
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where Tj  – the indicator of connected (same) ranks in the j-th ranking; Hj – the number of groups 
of connected ranks in the j-th ranking; hk – the number of connected ranks in the k-th group of 
connected ranks with the j-th expert; n – number of objects; m – number of experts; rij  – the rank 
assigned by the j-th expert to the i-th object; r  – the average rank.

To interpret the results of the calculation of the concordance coefficient, let's use a well-known 
rating scale, where the values of the concordance coefficient in the range of 0.4–0.5, at which the 
quality of the assessment is satisfactory, and in the range of 0.7–0.8 is high.

Table 7.2 presents data on the ranks of partial indicators provided by each of the involved experts.
Using the provided assessment, the concordance coefficient was calculated, which indicates  

a satisfactory level of consistency of experts' opinions, as it is 0.55 and, accordingly, indicates the 
importance of these partial indicators in the process of assessing the level of digital maturity of 
railway transport enterprises.
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 Table 7.1 Ranking of partial indicators for assessing the level of digital maturity of railway transport enterprises

Expert
Ranks by partial indicators
K1 K2 K3 K4 K5 K6 K7 K8 K9 K10 K11

1 2 3 3 5 6 7 8 9 10 11 11
1 8 6 5 7 9 9 7 9 9 9 6
2 7 6 5 6 9 9 9 9 9 9 7
3 9 6 4 7 9 9 9 8 9 9 7
4 9 6 5 6 9 8 8 8 8 8 6
5 9 6 5 8 9 9 7 7 8 8 6
6 7 5 5 6 9 9 8 7 8 8 5
7 8 5 4 5 9 9 9 7 10 9 7
8 8 5 5 5 8 9 9 8 8 7 6
9 8 5 4 6 8 8 9 8 8 10 6
10 9 7 4 7 9 10 8 8 10 9 6
11 9 7 6 5 9 10 7 8 9 9 5
12 9 6 5 7 9 9 7 8 9 9 6
13 9 6 5 6 8 9 8 9 9 8 6
14 9 6 5 5 9 10 9 9 9 7 6
15 9 6 5 6 9 9 8 7 10 9 5
16 8 6 5 6 8 10 7 9 8 9 6
17 8 5 4 6 9 10 8 9 9 8 7
18 9 5 5 6 9 10 8 9 9 9 6
19 9 5 6 6 9 8 8 8 10 9 6
20 9 5 5 5 9 9 8 8 10 8 6
21 8 6 5 6 8 10 8 9 9 7 5
22 8 6 4 6 9 9 8 9 9 7 5
23 9 5 5 5 9 10 9 8 9 9 6
24 9 6 5 6 9 9 7 7 9 9 6
25 9 5 5 5 8 9 8 8 4 9 5
Sum of ranks 

AKi∑
213 142 121 149 219 230 201 204 219 212 148

Average sum 
of ranks 

A AKi−( )∑∑ 2

187.09 232.27 232.27 232.27 232.27 232.27 232.27 232.27 232.27 232.27 232.27

Deviation from 
average sum of 
ranks

25.91 –90.27 –111.27 –83.27 –13.27 –2.27 –31.27 –28.27 –13.27 –20.27 –84.27

The square of 
the deviation 

A AKi−( )∑∑ 2

671 8149 12381 6934 176 5 978 799 176 411 7101

The specific 
gravity of the 
indicator Sw Ki

0.10 0.07 0.06 0.07 0.11 0.11 0.10 0.10 0.11 0.10 0.07
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 Table 7.2 Calculation of consistency of experts' assessments
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1 2 3      4 5    6 7 8    9
K1 4 4  –1.68 2.82 11.29   
1 8 16  –0.68 0.46 3.70   
2 7 21  0.32 0.10 0.72   
3 4 16  1.32 1.74 6.97   
4 2 10  2.32 5.38 10.76   
5 25 67 2.68   33.44 1.16 43.15
In total         
K2 4 4  –1.32 1.74 6.97   
1 9 18  –0.32 0.10 0.92   
2 12 36  0.68 0.46 5.55   
3 0 0  1.68 2.82 0.00   
4  0  2.68 7.18 0.00   
5 25 58 2.32   13.44 0.73 31.60
In total         
K3 4 4  –1.68 2.82 11.29   
1 4 8  –0.68 0.46 1.85   
2 13 39  0.32 0.10 1.33   
3 4 16  1.32 1.74 6.97   
4 0 0  2.32 5.38 0.00   
5 25 67 2.68   21.44 0.93 34.55
In total 4 4  –1.68 2.82 11.29   
K4         
1 2 2  –1.36 1.85 3.70   
2 14 28  –0.36 0.13 1.81   
3 7 21  0.64 0.41 2.87   
4 2 8  1.64 2.69 5.38   
5 0 0  2.64 6.97 0.00   
In total 25 59 2.36   13.76 0.74 31.44
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1 2 3 4 5 6 7 8 9
K5         

1 3 3  –1.68 2.82 8.47   

2 6 12  –0.68 0.46 2.77   

3 12 36  0.32 0.10 1.23   

4 4 16  1.32 1.74 6.97   

5 0 0  2.32 5.38 0.00   

In total 25 67 2.68   19.44 0.88 32.90

K6         

1 2 2  –1.64 2.69 5.38   

2 8 16  –0.64 0.41 3.28   

3 13 39  0.36 0.13 1.68   

4 1 4  1.36 1.85 1.85   

5 1 5  2.36 5.57 5.57   

In total 25 66 2.64   17.76 0.84 31.93

K7         

1 7 7  –1.28 1.64 11.47   

2 9 18  –0.28 0.08 0.71   

3 5 15  0.72 0.52 2.59   

4 3 12  1.72 2.96 8.88   

5 1 5  2.72 7.40 7.40   

In total 25 57 2.28   31.04 1.11 48.87

K8         

1 5 5  –1.68 2.82 14.11   

2 6 12  –0.68 0.46 2.77   

3 7 21  0.32 0.10 0.72   

4 6 24  1.32 1.74 10.45   

5 1 5  2.32 5.38 5.38   

In total 25 67 2.68   33.44 1.16 43.15

K9         

1 0 0  –1.64 2.69 0.00   

2 15 30  –0.64 0.41 6.14   

3 4 12  0.36 0.13 0.52   

4 6 24  1.36 1.85 11.10   

5 0 0  2.36 5.57 0.00   

In total 25 66 2.64   17.76 0.84 31.93

 Continuation of Table 7.2 
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1 2 3 4 5 6 7 8 9
K10         

1 4 4  –1.68 2.82 11.29   

2 7 14  –0.68 0.46 3.24   

3 8 24  0.32 0.10 0.82   

4 5 20  1.32 1.74 8.71   

5 1 5  2.32 5.38 5.38   

In total 25 67 2.68   29.44 1.09 40.49

K11         

1 7 7  –1.32 1.74 12,20   

2 7 14  –0.32 0.10 0.72   

3 8 24  0.68 0.46 3.70   

4 2 8  1.68 2.82 5.64   

5 1 5  2.68 7.18 7.18   

In total 25 58 2.32   29.44 1.09 46.77

In order to say whether the level of digital maturity of railway transport enterprises is accept-
able or not, a scale of interpretation of the values of the generalizing indicator has been developed, 
which provides for the following gradation: the level of digital maturity will be considered high for 
assessments of 5 points, sufficient – for assessments of 4 points, satisfactory – 3 points, unsa-
tisfactory – 2 points, and critical – 1 point.

Table 7.2 shows the results of the calculation of the level of agreement of experts' opinions, 
which allow to speak about the homogeneity of this population, because the value of the coefficient 
of options for each indicator is within the norm, that is, no more than 33 %. Based on the impor-
tance of the partial indicators and the results of the point assessment, let's establish the level of 
digital maturity of railway transport enterprises based on a defined system of partial indicators 
that reflect the level of ability and readiness of the enterprises of the industry to implement digital 
transformations, by calculating the appropriate generalizing indicator:

DM DM ERTE RTE v KKi i
= ⋅∑ , (7.6)

where DMRTE – a general indicator of the level of digital maturity of railway transport enterprises; 
DMRTEKi

 – the level of digital maturity for each partial indicator through the comparison of the ma-
ximum possible and actual values;

DM
K

ARTE
i

Ki
= ∑ . (7.7)

 Continuation of Table 7.2 
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The calculation of the general indicator of the level of digital maturity of railway transport 
enterprises, which is given in Table 7.3, allows to assert the digital immaturity of railway transport 
enterprises, that is, their unwillingness to implement digital transformations.

 Table 7.3 Determination of the level of digital maturity of railway transport enterprises

Indicator
Specific 
weight, 
%

Average 
sum of 
ranks

Actual 
value 
of the 
charac-
teristics 
and

Assessment 
of the level 
of digital 
maturity 
by each 
indicator

General 
indicator 
of the level 
of digital 
maturity  
of RTE

Having a clearly defined digital transformation 
strategy (K1)

10 187.09 67 0.36 0.32

Level of implementation of new business 
processes (K2)

7 187.09 58 0.31

Availability of a change management system (K3) 6 187.09 67 0.36

Availability of an internal communications 
sys tem that ensures clear communication of 
digitalization goals to employees (K4)

7 187.09 59 0.32

Availability of a personnel motivation system 
that guides employees to support digital 
transformations (K5)

11 187.09 67 0.36

Availability of a corporate training system 
that adapts to the strategic goals of digiti-
zation (K6)

11 187.09 66 0.35

Availability of direct communication channels 
with consumers of transport and logistics 
services (K7)

10 187.09 7 0.04

Level of digitization of transport services: 
availability of new digital products and 
services (K8)

10 187.09 67 0.36

Availability of investments for the purchase of 
digital solutions (K9)

11 187.09 66 0.35

Level of development of technological partner-
ship with suppliers of digital innovations (K10)

10 187.09 67 0.36

Availability of end-to-end information systems 
to support key business processes (K11)

7 187.09 58 0.31

To interpret the values of the general indicator of the level of digital maturity of railway trans-
port enterprises, let's use the following scale:

– 0.2–0.39 – critical – the level of digital maturity does not correspond to the trends of digi-
talization of railway transport, it is necessary to take measures to ensure the digital development 
of enterprises in the industry;
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– 0.4–0.59 – unsatisfactory – the level of digital maturity in most parameters does not cor-
respond to the trends of digitalization of railway transport;

– 0.6–0.69 – average – the level of digital maturity does not fully correspond to the trends of 
digitalization of railway transport;

– 0.7–1 – high level – railway transport enterprises have a sufficient level of digital maturity 
to ensure their own digital development.

Unwillingness to implement digital technologies is indicated by low values for such assess-
ment parameters as the presence of direct communication channels with consumers of transport 
and logistics services, the presence of end-to-end information systems to support key business 
processes, the level of implementation of new business processes, the presence of an internal 
communications system that ensures clearly communicating the goals of digitization to employees. 
It is worth noting that all parameters for assessing the level of digital maturity of railway transport 
enterprises are at a critical level, since they do not exceed the value of 0.36 (Fig. 7.2), which 
means that in order to achieve success in digital reforms, it is necessary to form an effective digital 
transformation strategy, which would determine the goals, tasks and tools for ensuring the digital 
development of enterprises in the railway industry.

 Fig. 7.2 Values of parameters of the level of digital maturity of railway transport enterprises
Source: author 's development
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So, wit is possible to say that despite the targeted orientation of the Industry Development 
Strategy on the implementation of digital transformations, currently the measures of railway  
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transport enterprises in this direction are limited to the implementation of individual software 
products aimed at expanding the online platform of consumer service.

Unfortunately, the slowdown in the processes of digital transformation of the industry is due 
to the action of a number of negative factors taking place in the environment of railway transport 
enterprises.

Firstly, the lack of clearly established standards for the use of digital technologies in railway 
transport and the presence of numerous legislative gaps in the field of intellectual property rights 
are holding back the process of digital transformation. The lack of a clearly defined strategy for 
their digital transformation does not contribute to the acceleration of digital changes at the enter-
prises of the industry [15, 16].

Secondly, the political and economic situation in the country does not contribute to the imple-
mentation of digital changes in the industry. Protracted military actions for the sovereignty of our 
state and a difficult economic situation as a result of the destruction and shutdown of a significant 
number of industrial productions do not allow the Government to financially support projects of 
digital transformation of railway transport enterprises [17].

Thirdly, due to the significant cost of projects of digital transformation of railway trans-
port enterprises and the high risk of their failure in wartime conditions, investors are not  
interested in allocating funds for the implementation of digital technologies at railway trans-
port enterprises.

Fourthly, significant resistance of employees to changes in the traditional forms of fulfilling 
their obligations remains. The low level of awareness of employees and a misunderstanding of the 
content of digital transformation complicate the implementation of digital technologies at enter-
prises of the industry, etc. [18].

Taking into account the above, in order to level the impact and accelerate the implementation 
of digital changes at railway transport enterprises, there is a need to develop a strategy for their 
digital transformation, which would reflect the goals, key directions and tools for the implementa-
tion of digital transformations in the industry.

7.3 Discussion of the results of the development priorities of railway  
transport enterprises in the context of ensuring their digital  
transformation

To achieve the targets of the digital transformation of railway transport enterprises, it is 
necessary to comprehensively implement digital innovations and implement projects in the areas of 
digital security and management of transport and logistics services, digital production and service, 
digital services and effective communications, digital HR [19].

The key provisions of the strategy of digital transformation of railway transport enterprises 
are presented in Fig. 7.3.
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 Fig. 7.3 Key provisions of the strategy of digital transformation of railway transport enterprises
Source: development of the authors

Goal: increasing the transport potential of railway transport enterprises and ensuring stable
competitive positions of the industry on the European market of transport and logistics services

through the systematic implementation of digital solutions

Goals of digital transformation of railway transport enterprises: 
– high-quality and accessible services; 
– digital security; 
– effective communication with stakeholders; 
– interoperability in the transport environment; 
– partnership with employees; 
– social and environmental responsibility

Digital security and management of transport and logistics services: 
– electronic document flow;
– "intellectual station", "smart station"; 
– intelligent traffic control systems; 
– digital maps of railway infrastructure; 
– digital shunting control systems; 
– systems of interactive regulation of train traffic; 
– technologies for automatic diagnosis of infrastructure and rolling stock; 
– energy and resource consumption monitoring systems; 
– devices for digital identification of rolling stock; 
– automatic train control systems

Digital production and service: 
– digital design systems;
– "flexible workshop"; 
– additive technologies; 
– automation systems for repairs and maintenance of rolling stock, infrastructure

Digital services and effective communications: 
– mobile application; 
– digital wagon exchange; 
– digital transport and logistics corridors; 
– call-center; 
– digital content for passengers; 
– digital forwarding; 
– a digital platform for managing relationships with stakeholders

Digital HR: 
– mobile workplace; 
– knowledge management technologies;
– a digital platform for personnel training; 
– digital corporate culture

Principles: integration, consistency, mobility, service management, adaptability
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To achieve digital security and management of transport and logistics services, it is necessary to:
– implement electronic document flow, ensure the creation of an "intelligent station", "smart sta-

tions", implement intelligent traffic management systems, digital maps of the railway infrastructure,  
digital shunting management systems, systems for interactive regulation of train traffic, technologies 
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for automatic diagnosis of the state of infrastructure and rolling stock, energy and resource consump-
tion monitoring systems, devices for digital identification of rolling stock, as well as automatic train 
control systems, etc.;

– it is possible and necessary to form digital production and provide digital service by implement-
ing a digital design system, additive technologies, a system for automating repairs and maintenance 
of rolling stock, infrastructure, as well as a "flexible shop" system. Implementing digital services and 
maintaining effective communications with stakeholders is possible through use mobile applications, 
the creation of a digital wagon exchange, digital transport and logistics corridors, the expansion 
of all-center capabilities, the introduction of digital content for passengers, digital forwarding ser-
vices, as well as the creation of a digital platform for managing communications with stakeholders;

– increase the loyalty of employees and improve communications with them, it is necessary to 
implement digital HR tools, namely to ensure the creation of mobile workplaces, a digital platform for 
personnel training, digital corporate culture, as well as knowledge management technology, etc. [20].

It is worth noting that the implementation of the digital transformation strategy of railway 
transport enterprises is impossible without a decision-making support system, which will be the 
subject of the next Chapter 8.
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